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Daily events can remind us just how easy it is for “best practices” to strengthen or 
jeopardize sensitive information. Private sector organizations and governments alike 
are working to improve their privacy compliance, training, and awareness about good 
information governance practices, and avoid becoming complacent. 

Data governance professionals across Canada have long wondered why the enforcement 
of access and privacy laws has been so lax—and lamented that the laxity has engendered 
a sense of irrelevance toward privacy and access. Canadian organizations have been given 
years and decades to comply with privacy and access laws, and are immune to the threat of 
landmark fines and lawsuits that arise from breaches in other jurisdictions.

Industry professionals also recognize that there is a direct correlation between organizational 
compliance and the ongoing lack of privacy/access awareness among the general public. 
After all, the public either works in or, as consumers, relies upon those organizations to 
correctly handle and safeguard sensitive personal information.

Healthcare information requires particularly attentive care, considering the degree of 
sensitivity and the potential for significant harm that can result from breaches in health 
data. Understanding those risks, and how to avoid them, relies on common sense and 
continuously updating practical skills. 

This issue of The Winston Report tackles some of the complexities in privacy and access in 
healthcare environments. Each of the contributors draws on their real-world experience to 
offer practical guidance. Ruby Nicholson provides some welcome clarity to help you  —as 
professionals and as traveling consumers— to understand the United States’ HIPAA and 
how it affects Canadians.

Shirley Fenton and Brian Seaton offer practical guidance for developing and delivering 
training and awareness programs, and Jean Eaton offers some valuable real-world advice 
about considerations that must be made when closing or moving a health-related practice.

Sandra Cotton offers insights from the eductor’s perspective as she explores learning options 
and opportunities for attaining the specialized knowledge, skills, and expertise necessary to 
be an effective Health Information Management professional. 

Nichole Olenek contributes to the ethical debate about online privacy, and offers some 
perspective for managing expectations in a healthcare environment.  Janet Abrams 
considers some of the privacy issues surrounding genetic sequencing issues that are the 
stuff of Hollywood.

Enjoy this issue! Share this journal with colleagues and clients. And reach out to us at The 
Winston Report to let us know what’s important to you. Be vocal — your opinion counts!

Send your comments to Editor@AMINAcorp.ca

Sharon Polsky 
Editor-in-Chief 
President, PACC-CCAP

 

Sharon Polsky 
Editor-In-Chief

From the Editor
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Privacy , Access and Data Governance 
in Healthcare — An Educator’s Perspective

By Sandra Cotton, CHIM

A key player in health care Privacy, Access and Data Governance is the Health Information 
Management (HIM) professional. The history of the HIM profession in managing health 
records includes the range of activities from identification of the individual, to ensuring all 
required documentation is completed and incorporated into the record, data analysis to 
serve a multitude of purposes and users, the retention and destruction, and access to the 
record. With the advent of electronic record systems, while the principles of information 
governance and managing the privacy and access of the information are firm, it is the 
mechanics of operationalizing them that provides a challenge. 

The world of health information is changing therefore there is a need to ensure that the HIM 
professional has the foundational knowledge to embrace these changes. This foundation is 
based on education. So, where does the HIM professional obtain their education? 

Background
The Canadian Health Information Management Association (CHIMA) is the federally 
chartered professional organization representing HIM professionals in Canada. Incorporated 
within its mandate are the education and certification of HIM professionals, and the sole 
right to confer the professional designation of ‘CHIM’ to those candidates successfully 
challenging the national certification exam after the completion of a recognized HIM 
program. CHIMA accredits each program ensuring that the curriculum meets the national 
standards as described in the Learning Outcomes for Health Information (LOHIM). Key 
components of the mandated curriculum content are topics of Privacy, Access and Data 
Governance in health care.

What is covered in Privacy, Access and Data Governance in an HIM program? 
Health Information privacy is extremely complex given the number of participants in health 
care delivery and management, and the different authorities. Health care is a provincial 
responsibility (with a few notable federal exceptions), delivered within a federal framework 
of the Canada Health Act. The ‘gold standard’ for health information privacy is the CSA Model 
Code for the Protection of Personal Information. Canadian privacy statutes (e.g., Freedom 
of information and privacy acts, Health Information Protection, e-Health legislation, etc.) 
and other statutes (e.g., hospital acts, mental health acts, community health acts, infectious 
disease reporting, etc.) all affect health information and the rules regarding privacy, access, 
and governance. The HIM professional operates within this complex and ever changing web 
of law, regulation, professional practice, ethics and policy.

The student is informed of many of the agencies whose actions or products inform policy/ 
regulation/practice within Canada. These include Canada Health Infoway, the Canadian 
Institute for Health Information, CHIMA, COACH, regulated professions, and the provincial 
Privacy Commissioner Offices.

HIM education includes knowledge of provincial regulations, the Pan-Canadian Health 
Information Privacy and Confidentiality Framework, the concepts of fair information 
practices, COACH guidelines, CHIMA Professional Practice Briefs, and exposure to the 
guidelines for professional practice of many health care providers. 

There are many similarities 
between jurisdictions, 
but the laws are not the 
same, and therefore the 
instruction must teach the 
baseline commonalities 
while emphasizing the 
uniqueness of provincial 
practice. 

...5
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An Educator’s Perspective 
Continued from page 4

Lessons cover how client privacy is respected, confidentiality 
maintained and security ensured during data collection, use, 
disclosure, management, retention and destruction, and in a 
spectrum of settings (including health care delivery institutions, 
physician offices, telehealth, remote locations, provincial 
governments, federal information agencies and statistical 
organizations, etc. In all lessons, the focus is on the role of the HIM 
professional with responsibility for accountability and compliance 
with statutes, codes of conduct, etc. as they relate to privacy, 
access, and security within that framework or organization. 

How is this material taught?
Each recognized HIM program, uses different approaches to 
provide instruction. As an on-line education program, the Centre 
for Distance Education combines live and posted lectures, textbook 
readings, website ‘scavenger hunts’, assignments, quizzes, case 
studies and guest speakers. Examples of hands-on activities 
include writing Access policies and procedures for different 
types of organizations, completing a PIA in a given scenario, and 
developing preventive action plans after investigating a recent 
Canadian incident in which there was a privacy breach. 

Many lessons throughout the program require that the student 
explore government/public/private care provider licencing 
websites and review posted materials, read industry newsletters, 

and learn about the information governance responsibilities and 
mandates for each. One example, HIM students at CD-ED are 
required to monitor Infoway’s Standards Collaborative Working 
Groups, and post on the activities of the SWCG they have selected 
as part of their course work. 

Guest speakers provide the ‘real life’ experience that is essential 
to understanding the application of concepts. We are always 
looking for guest speakers who will donate a few hours of their 
time to present their role or experience related to a topic. For 
example, we recently had a regional Chief Privacy Officer for one 
health region discuss the role of the CPO in addressing Release 
of Information requests. This lecture was part of the series of 
lessons specifically dedicated to Access: that is, who can access 
what, when, under what legislative parameter, and how is this 
monitored. This webinar was recorded live, so that students in 
attendance could ask questions, while students who were unable 
to attend can review it later at their leisure. As much as we possibly 
can, we try to supplement any lecture with guest presenters who 
can provide the ‘reality check’ between what is taught, and what 
happens in the real world. 

Students are tested not only on the materiel presented within 
a lecture but also on the additional readings, activities and 
assignments they have completed. Critical thinking is introduced 

...6
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early in the program, as students not only submit their material, 
but they are at times asked to respond to another student’s 
assignment. They must identify what they learned from that 
student’s response, as well as identify where they think additional 
information may have been useful or points for consideration.

Challenges in instruction:
Health care is a provincial responsibility and the specific laws, 
regulations and guidelines related to privacy are therefore 
established within a each jurisdiction. While many similarities  
exist between jurisdictions, the laws are not the same, and 
therefore the instruction must teach the baseline commonalities 
while emphasizing the uniqueness of provincial practice. This is 
the focus of many assignments, as each student must investigate 
the appropriate legislation and regulation relative to their 
jurisdiction. 

There are many types of care providers, each of which operates 
within the practice guidelines of its licence, and within the ethical 
considerations of the profession. There is no ‘one rule’ and each 
topic requires delving into the nuances of law, regulation, ethics, 
and policy – a challenge for instruction, particularly as the world of 
the electronic health record brings new twists to long-established 
protocols.

Conclusion
Through a long history of managing hospital records and the 
information contained within to current roles in managing 
provincial databases and regional health information systems, 
and working with many government agencies and their data, the 
HIM professional has specialized knowledge, skills, and expertise 
in managing health information in any format. While the HIM 
becomes more involved in the EHR, the education and training of 
the HIM student is constantly evolving. The foundational elements 
of the CSA Model Code, PIPEDA, and other federal and provincial 
regulation are core, but as the health environment changes 
with new professions, new technologies are developed and 
implemented, and consumers become more involved in managing 
their information, the education of the HIM professional becomes 
more challenging. 

Sandra Cotton is an HIM professional with over 25 years experience in organizations 
from small rural hospitals, to larger quaternary care facilities with experience in 
governments and provincial EHR systems. She can be reached by email at the 
Centre for Distance Education at scotton@cd-ed.com.

An Educator’s Perspective 
Continued from page 5
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Welcome to the United States – home of HIPAA, ARRA, and more. 

Advancements in technology and how we share personal and private information prompted 
the need for privacy protection laws in every industry. Living in a society where people expect 
immediate access to information, controlled healthcare spending, increased accountability, 
and reduced medical risks prompted computerization in healthcare similar to what already 
existed in the business sector. Along with this increased demand for information came the 
delicate balance of the need to know in order to provide quality healthcare while preserving 
individual’s rights to privacy. While there were always laws related to the release of health 
information, these laws varied from state to state, type of service provider, and did not 
address the information demands of today. The United State’s Health Insurance Portability 
and Accountability Act (HIPAA) enacted in 1996 was the government’s attempt to establish 
a set of national privacy and security standards for the healthcare industry. 

Although the U.S. Privacy Act of 1974 provided privacy safeguards for information maintained 
by any federal agency of the government the scope of the HIPAA Privacy Rule is specific to 
individual personal and protected health information (PHI). Published in 2000 the Privacy 
Rule became the first set of national standards for health plans, healthcare clearinghouses, 
and healthcare providers addressing the access, use and disclosure of PHI. Even though 
the Privacy Rule did not eliminate the mired of individual state laws or treatment specific 
laws (i.e. treatment of HIV/AIDS, substance abuse, or other sensitive issues), it did set 
uniform requirements for access, use, and disclosure of all PHI created and maintained by 
a covered entity. More importantly to consumers of healthcare the Rule afforded patient’s 
rights regarding his or her health information and established civil and criminal penalties for 
privacy violations. 

Extensive demographic data, information pertaining to the individual’s past, present, or 
future physical or mental health condition, healthcare services provided to the individual, 
and payment information are all considered PHI. Information that many individuals did 
not realize was shared more widely than with their individual professional in the provider 
setting. Now under the Privacy Rule covered entities maintaining or transmitting PHI are 
required to create and distribute a privacy notice informing individuals of their rights as well 
as how and under what circumstances information could be accessed, used, or disclosed. 
The rights afforded individuals under the Privacy Rule include: 

• Right to access his/her own record.

• Right to request an amendment or correction to his/her record.

• Right to restrict who might have access or what information someone might have access to.

• Right to receive an accounting of who information was disclosed to and what information 
was disclosed.

• Right to file a formal complaint for any potential breach of privacy.

• Right to receive a privacy notice telling how information may be used or shared.

Crossing the Border 

By Ruby Nicholson

Changes in technology, 
meaningful use requirements, 
and the current need to share 
information legally across 
continuums of care in a timely 
manner are still challenges 
for the Health Information 
Practitioner. 

...8
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Implementation of the many requirements in the Privacy 
Rule took organizations over a year to accomplish. 
Education for the general public was paramount, 
particularly around exceptions for disclosures allowed 
without the patient’s consent. Privacy risk assessments 
conducted to determine where potential risks might 
exist within an organization resulted in many Health 
Information Professionals creating and revising policies 
and procedures and implementing safeguards to close 
the gaps in existing practices. Revisions to release 
of information policies primarily dealt with specific 
timeframes required under the Rule while other new 
policies included: how notices would be distributed 
and updated, systems for accounting of disclosures, 
how individuals could request or restrict records, how 
individuals could make a request to amend a record, 
how a complaint could be made, how a potential 
breach would be investigated, mitigated and sanctions 
applied, minimum necessary standards, and training of 
personnel. Initial and on-going training, necessary to 
inform all staff members of the new rule and the impact 
on their day-to –day operations was extensive and had 
to be based on each individual’s need to access, handle, 
or disclose information. Routine privacy audits were 
also necessary as a means to monitor for any potential 
risk or non-compliance with privacy policies and ensure 
risks are routinely identified and rectified. 

Implementation of the Privacy Rule did not eliminate 
the need to follow more stringent state or treatment 
specific rules. Organizations still had to adhere to 
multiple regulations, negating the government’s initial purpose 
of having one single set of standards. Specific laws like those 
governing substance abuse treatment records (42 CFR Part 2) 
basically limit disclosure of information beyond that identified 
in the Privacy Rule. Federally funded substance abuse treatment 
facilities needed to make adjustments in their practices, although 
more stringent, to ensure Privacy Rule regulations were also 
incorporated. Language for a Qualified Business Associate 
Agreement (QSOA) used in substance abuse programs now had 
to include Business Associate Agreement (BAA) language. The 

absence of specific provisions for handling of subpoenas lead to 
some states enacting local legislation ensuring individuals were 
aware of their legal rights to know and challenge requests for PHI. 
The current trend of integrated physical and behavioral health for 
the purpose of providing continuity of care and the use of Health 
Information Exchanges (HIE) continues to present additional 
challenges. While there is agreement that integrated care delivers 
better outcomes and lowers costs the ability to do this has been 
problematic with the current laws. What the industry failed to 
realize is that to integrate and coordinate care between providers 
was not legally possible when there were different sets of rules 
and more stringent rules governing specific treatment prohibiting 
the exchange of information.

Practitioners were still implementing components of the Privacy 
Rule when the HIPAA Security Rule was published in 2003. While 
the Privacy Rule applies to all forms of PHI (i.e. paper, verbal, 
and electronic) the Security Rule covers only personal health 
information created, received, maintained, or transmitted 
electronically. The Security Rule brought far more comprehensive 
and detailed requirements for access, use and disclosure. 
Administrative safeguards, physical safeguards, and technical 
safeguards of electronic protected health information (e-PHI) 

Crossing the Border 
Continued from page 7

...9

Based on data from US Department of Health & Human Services 
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are the primary focus of the Security Rule. An initial risk analysis, 
much like the privacy assessment, was necessary to determine 
what risk areas might still exist and what policies and procedures 
or safeguards were needed to meet these regulations. One of 
the challenges in the implementation and monitoring of security 
practices is that technology within an organization is constantly 
changing. These changes would ultimately affect workflow, 
workforce training needs, and actual security software issues.

Soon after the HIPAA Privacy and Security Rules were implemented 
a growing concern emerged that the Rules did not consider some 
of the major technology changes occurring in healthcare. There 
was an increase in computerization and information sharing 
particularly between business associates. Embedded in the 
2009 American Recovery and Reinvestment Act (ARRA) was the 
ARRA HITECH Act that attempted to address the gaps in prior 
regulations and those raised by e-health initiatives. Privacy, 
security and administrative requirements (including accounting 
of disclosures) were now extended to Business Associates. Breach 
requirements were established for both covered entities and 
non-covered entities. Accounting of disclosures now included 
treatment, payment, and operation if the disclosure was through 
an EHR. Patients were given additional access rights and afforded 
the opportunity to request information in an electronic format. 
The Office of National Coordinator for Health IT was given the 
authority to create policy and standards promoting HIT and the 

Crossing the Border 
Continued from page 8

government committed to monetary investments for the adoption 
of electronic records and HIE’s.

Even with the implementation of these regulations, practitioners 
are still dealing with state laws and other laws for handling 
sensitive health information that are often contrary to HIPAA and 
ARRA. Ongoing workforce training on multiple regulations and 
monitoring of potential risks continue to take time with limited 
resources. 

Changes in technology, meaningful use requirements, and the 
current need to share information legally across continuums 
of care in a timely manner are still challenges for the Health 
Information Practitioner. The increase in public awareness of their 
privacy rights and computerization has also brought an increase 
in privacy complaints to the Office of Civil Rights (OCR). It is clear 
that there is an even greater expectation of privacy and control of 
information, and patients are not afraid to question practices or 
situations that appear to infringe or violate their privacy. These 
expectations for privacy and security are extended beyond US 
citizens. 

As visitors travel across our borders and read “Welcome to 
the United States” they too are assured the same protection. 
Guidance provided to the U.S. Department of Health & Human 
Services (HHS) by the National Institute of Health (NIH) in 2004 
clarifies that all personally identifiable health information, 
including health information of non-US citizens when held by a 
covered entity, is considered PHI. This clarification assures visitors 
receiving healthcare in the United States are afforded the same 
rights and protection as stated in these Rules. While there are 
exceptions, challenges, and gaps HIPAA and ARRA have set the 
framework and regulatory requirements for privacy and security 
of PHI and e-PHI in the United States.

Ruby Nicholson, RHIT, has been Director of Information, Compliance and Human Rights of The 
Kent Center, Warwick, RI since 1988 and has provided consulting and education to a variety of 
health care providers (behavioral health, long term care, ambulatory care) in documentation, 
quality improvement and risk management activities, health information systems, privacy and 
security, and develop policies and procedures that meet licensing and accreditation standards. 
She has authored legislative manuals, participated in several health-related task forces and 
international delegations, is a frequent presenter at conferences and association event, and 
has received numerous achievement and recognition awards.

Quotable
Our personal health information is the most 
intimate and private and we have to ensure that 
it’s protected.

Theresa Oswald 
Minister of Health, Province of Manitoba

May 13-15, 2013 Montreal Quebec Palais des Congres

17th IFHIMA Congress 
Health Information Management 
Making a World of Difference
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Who should attend?
•	Consultants and vendors offering eHealth, 

privacy and security services in health 
organizations.

•	System	architects	and	developers	building	
healthcare	information	systems	and	solutions.

•	Senior	and	middle	management	in	health	
organizations requiring eHealth solutions.

Workshop information
•	Registration	fees	include	course	materials,	 

lunch and networking social hour.
•	Group	rates	available.	Please	call	for	more	
information.

Location 
Four	Points	Sheraton	Hotel	Toronto	Airport 
Toronto,	Ontario,	Canada

For more information call  
1-800-860-7901

Register at  
www.nihi.ca

February 12 - February 13, 2013

Do you need to…
•	Create	new	business	opportunities	by	creating	products	and	services	 
to	help	your	clients	meet	their	privacy	and	security	obligations.

•	Meet	Canada	Health	Infoway’s	certification	criteria	for	privacy	and	
security.

•	Make	“Privacy	by	Design”	an	integral	part	of	your	development	
methodology.

This	two-day	intensive	workshop	provides	a	fresh	look	at	health	care’s	
privacy	and	security	requirements	from	the	vendor’s	perspective.	 
It	looks	at	the	skills	and	tools	needed	to	develop,	implement	and	manage	 
a	comprehensive	health	care	privacy	and	security	program.

The	workshop	features	lectures	from	noted	privacy	and	security	experts	
and	hands-on	workshop	activities	providing	the	knowledge,	skills	and	
tools	needed	to	protect	personal	health	information.	It	is	designed	to	help	
healthcare product developers/vendors and healthcare organizations  
learn how to:

•		Protect	the	privacy	rights	of	patients	by	meeting	their	obligations	under	
privacy	legislation	and	applying	best	practices	to	information	privacy	
management.

•		Develop	effective	eHealth	systems	by	ensuring	the	confidentiality,	
integrity	and	availability	of	personal	health	information	and	life-critical	
information	systems.

Learn	and	get	credits: 

•	IAPP	CPE:	1	credit/hour.
•	CAPAPA	CE:	2	points/day.
•	HIM	CPE:	1	credit/hour.

1-800-860-7901	 | 	www.nihi.ca

C
90

79
32

Industrial Strength 
eHealth Privacy and Security  

w o r k s h o p

A health Informatics Bootcamp program

WoRkshops
eHealth
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Building Privacy Awareness and Knowledge
By Shirley Fenton, BES (Hon), MA and 
Brendan Seaton, CIPP/C, CISSP, CRISC

One of the most important critical success factors for an effective privacy program is 
privacy training. It’s rare that a staff member comes into work in the morning planning 
to deliberately breach the privacy of a client or co-worker. Privacy breaches usually occur 
because staff are ignorant of the organization’s privacy and security policies and procedures, 
are careless, or are locked into inappropriate behaviours. More than half of the orders 
issued by the Information and Privacy Commissioner for Ontario under the Personal 
Health Information Protection Act since its inception in 2004, identify lack of training as a 
contributing factor to the breach, or training as part of the remedy.

Most organizations in government and the broader public sector (e.g. health care, education, 
municipalities) have been subject to privacy legislation for two decades or more. There 
is a high degree of awareness of the importance of privacy. However, recent advances in 
technology, and new legislation in the health sector have added new challenges. 

Patients have new and clearly defined privacy rights. Our computer systems are no longer 
tethered to the network or located in secure facilities. Increasingly, we are taking our 
work on the road or home using laptop computers, tablets and smartphones. We are 
connecting personal devices owned by staff to our corporate information systems. Storage 
of information is moving to the cloud, and of course, the Internet has changed everything. 
Someone who received privacy training as part of his or her orientation five or ten years ago 
is no longer equipped to protect privacy in a modern complex enterprise.

Boards and management are challenged to exercise appropriate control in this rapidly 
changing environment. Charged with fiduciary accountability for the organization’s 
compliance with privacy legislation, they must know and understand their role in promoting 
privacy in the organization.

A comprehensive privacy training and awareness strategy needs to focus on three groups: 
staff, privacy officers and IS/IT personnel, and management. Each group has unique training 
needs that must be addressed in order to support an effective privacy program.

What Staff Members Need to Know
By staff members, we mean any employee or contractor who has access to personal 
information during the course of their duties. Staff members should have a general 
understanding of the organization’s privacy policy, and their specific obligations and 
responsibilities under privacy policy and legislation.

Because privacy and security are so closely inter-related, many organizations would do well 
to combine privacy and security awareness training. Security is a critical enabler of privacy. 
Most privacy breaches occur because of lapses in security. Combining the two subjects 
reinforces the complete package of behaviours needed to support an effective privacy 
program.

When putting together your training and awareness program, you need to appreciate that 
adults learn differently than adolescents or children. Adults need to see purpose in the 
training. It must have specific, practical and attainable goals. The teaching should build on 
their previous experience and be applicable to immediate real-life situations. The use of 
case studies and having time for discussion, questions and answers is important.

Shirley Fenton
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Because staff have wide and varied responsibilities, and work in a 
variety of circumstances, consideration must be given to the real 
privacy and security issues they are likely to face. For this reason, 
building a modular privacy awareness program consisting of core 
content and issue-specific components is useful. 

Under core content, the training and awareness program should 
define what is meant by privacy, security and confidentiality; 
address the 10 principles of the CSA Model Code for the Protection 
of Personal Information; review with staff the requirements of 
their confidentiality agreements; reporting privacy and security 
breaches; and the consequences of violating the organization’s 
privacy and security policies.

Issue-specific modules are presented only to those staff members 
who need them. This could include things like working from home, 
using mobile devices, selecting strong passwords, use of ID badges 
and security tokens, acceptable use of the Internet, disposal of 
documents and media containing personal information, managing 
consent, client access to their personal information, and other 
topics tailored to the specific needs of each staff group.

There are numerous methods for delivering privacy awareness 
training. To the extent possible, privacy should leverage other 
mechanisms for staff training and development. More and more 
organizations are developing online training environments that 
are available to any staff member with access to a workstation. 
Some organizations use face-to-face training. Others use videos 
and other training tools. You should use whatever method works 
best for your organization’s operating environment and culture.

Documenting attendance at the privacy awareness training 
is essential. If the organization is subject to a review by the 
Information and Privacy Commissioner, the Commissioner may 
require evidence that staff who were party to a privacy breach 

received appropriate privacy training. Further, if the organization 
pursues disciplinary action against an employee for a privacy 
breach, evidence that the employee had received privacy training 
will be required in the event of a grievance or wrongful dismissal 
suit.

What Privacy Officers Need to Know
Privacy officers and others who are responsible for the 
organization’s compliance with privacy legislation and policy 
require a very specific knowledge and skill set. Training for the 
privacy officer will go well beyond awareness. The privacy officer 
requires an advanced knowledge of the privacy legislation 
applicable in their jurisdiction, the theory and practice underlying 
privacy principles, privacy and security risk management (including 
Privacy Impact Assessment), Privacy by Design principles, and 
audit and investigational techniques.

Two organizations in Canada have defined the knowledge and 
competencies needed to support the role of privacy officer. 
The Privacy and Access Council of Canada (PACC) and the 
International Association of Privacy Professionals (IAPP) have 
established certification programs based on core competencies 
and a common body of knowledge.

Training for privacy officers is available from a variety of educational 
institutions and private organizations (refer to the PACC and IAPP 
websites). In health care, the Canadian not-for-profit organization, 
National Institutes for Health Informatics (NIHI) (See: www.nihi.
ca) has established the eHealth Risk Workshops that includes the 
management of privacy and security risks, the Industrial Strength 
ePrivacy Workshop that focuses on ePrivacy from a vendor’s 
perspective and the online lecture series ePrivacy Essentials that 
addresses key information that privacy officers “need to know”.

Building Awareness 
Continued from page 11
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Pan Canadian Standards
Canada Health Infoway Pan-Canadian Standards provide the technical language and medical terminology to enable the thousands 
of health care providers across the country to communicate and share health information in a consistent, safe and reliable manner. 
When used in eHealth solutions, these standards:

• support members of the care team to accurately interpret and exchange information needed for safe and effective care

• facilitate clinical decision support for alerts and reminders

• enable data to be aggregated, with appropriate approvals, for clinical research , 
ultimately leading to better outcomes

Canada Health Infoway Standards Collaborative offers a two-tiered membership 
model with the ability to sign up for membership at no cost or for greatly reduced fees based on your individual and corporate 
needs.

Membership is open to everyone interested in keeping abreast of, using and helping to advance the future of health information 
standards in Canada.
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What Management and Boards Need to Know
Management, boards and any other entity responsible for the 
management and governance of information need to be fully 
aware of their fiduciary responsibilities with respect to compliance 
with privacy legislation. It is their responsibility to ensure that 
privacy risks are identified and managed, and that responsibility 
for privacy and security measures are assigned and implemented.

Management and board directors should be familiar with the 
privacy legislation applicable to their organizations, and with 
Generally Accepted Privacy Principles (GAPP) that have been 
developed by the Canadian Institute for Chartered Accountants 
(CICA) and the American Institute of Certified Public Accountants 
(AICPA). The Information and Privacy Commissioner for Ontario 
has published a guide Privacy and Boards of Directors: What You 
Don’t know Can Hurt You, that defines the role and responsibilities 
of directors with respect to privacy.

Delivery of privacy training for boards and management is best 
handled at a peer level. The organization’s legal counsel or the 
executive with lead responsibility for privacy should lead, or at 

a minimum support, the training. Directors may have questions 
about their personal responsibilities and liabilities. Those 
delivering the training should be equipped to address such 
matters.

Summary
Privacy is a complex subject that needs to be interpreted for many 
audiences with varied responsibilities and needs. Organizations 
should establish a privacy training and awareness strategy 
and program that reflects the values and obligations of the 
organization, and the privacy rights of its clients. The National 
Institutes for Health Informatics works with organizations to 
deliver privacy-related training to their employees. 

Contact Information: 
Shirley Fenton, VP and Director, National Institutes of Health Informatics, can be reached at 
519.888.4074  
Brendan Seaton, Principal Instructor, National Institutes of Health Informatics, can be 
reached at 647.880.6381 

Building Awareness 
Continued from page 12

in eHealth Privacy and Security 
education Programs

ePrivacy essentials
January 8, 15, 22, 2013 | online

Industrial Strength eHealth Privacy  
and Security Workshop
February 12-13, 2013 | Toronto 

eHealth Risk, Privacy and Security Workshops
October 2013 | Toronto

www.nihi.ca  |  1-800-860-7901 
Your source for eHealth Privacy and Security education.
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Closing or Moving 
A Health Service Provider Practice

By Jean L. Eaton

Physicians, among other categories of health service providers, are considered “custodians” 
of patient records as defined by the Alberta Health Information Act (HIA). The HIA defines a 
custodian as “a health services provider who is designated in the regulations as a custodian, 
or who is within a class of health services providers that is designated in the regulation” 
(HIA, section 1, ix). This includes health service providers funded privately or through the 
Alberta Health Care Insurance Plan (AHCIP). 

Many health service providers in Alberta are not governed by the HIA. In addition, they 
may not belong to professional associations that have developed regulations pertaining to 
records management. The discussion below is intended to guide these health care workers, 
as well as those covered by the HIA, by outlining best practices relative to privacy and access 
to personally identifying information. Readers whose activities are not regulated by the HIA 
or a professional body can adapt the specific recommendations to their own employment 
situations in order to provide clients with continuing access to their individual health records.

Closing or Moving a Health Service Practice
Custodians who operate a private primary care practice and subsequently close or move 
the practice are responsible for the secure storage and disposition of the individual patient 
records. This applies whether the custodians manage the storage of the records themselves 
or contract with other custodians or service providers. The Health Information Act (HIA) 
requires custodians to protect individually identifying health information in their custody 
or control by making reasonable security arrangements to protect against unauthorized 
access, collection, use, disclosure, or destruction.

The College of Physicians and Surgeons of Alberta (CPSA) provides Standards of Practice 
representing the minimum standards of professional behaviour and good practice expected 
of Alberta physicians. In the absence of a health service provider’s regulatory college 
requirements, these standards are reasonable best practices that other health service 
providers can adopt for their records management practices. 

Patient Access 
The information in a medical record belongs to and must be provided to the patient when it 
is requested. In closing a medical practice, you can anticipate many requests to access 
records. Review (and revise if necessary) your written policies and procedures to ensure 
that you have an efficient process that accurately documents these requests. 

The custodian has the right to charge a fee for access requests as defined by the HIA section 
67, and Health Information Regulation, sections 9–12. The basic fee of $25 may be applied or 

waived by the custodian. Additional fees may 
be charged for producing a copy of a record. 
See the Health Information Regulation 
schedule. (For example, photocopies may 
cost $0.25 per page after the first 25 pages; 
producing a record from an electronic record 
may cost $10 per ¼ hour).

Jean Eaton

...15

In this article, the terms “custodian” 
and “health service provider” and 
“patient” and “client” are used 
interchangeably. Where to Turn for 
More Information—on page 16— 
includes websites for cited resources.
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Notification
A custodian may be required to notify their regulatory college 
about their practice closure or re-location. The College of 
Physicians and Surgeons of Alberta require physicians to notify 
the college before closing, leaving, or moving a medical practice 
in Alberta (CPSA, Standard 22, section 1). The notification must 
include the following: 
•  Information describing how the transfer of an individual’s care 

will be managed
•  Information about the location and disposition of an individual’s 

records and how these records may be accessed
•  A forwarding mailing address and contact information for 

the custodian
•  All unused triplicate prescription forms in the possession of the 

custodian if he or she is closing a medical practice in Alberta

A custodian must provide a minimum of 90 days 
notice of the medical practice closure or move 
to patients with whom there is an expectation of 
ongoing care. This does not apply to a custodian if 
the reason for leaving a medical practice is illness 
or other urgent circumstances (CPSA Standard 22, 
sections 5, 6).

The leaving physician may wish to notify patients by post, through 
a community newspaper, in person when the individual attends 
the clinic, or by any combination of these or other methods. 
Personal letters to individuals and families demonstrate the 
custodian’s genuine concern for individuals. 

Posters in the clinic also advise individuals and the general public 
about the upcoming changes. 

A physician practising in the location where another physician had 
previously practised must provide information to any member 
of the public about the new location of the custodian who has 
moved (CPSA Standard 22, section 7).

Ownership of Records
Clinical office records belong as property to the custodian who 
produced them. Ownership of records produced in the course 
of group practice may require special consideration. Ideally, 
custodians in a group practice will have documented their 
agreement or expectations relative to records management when 
the practice was first formed. Refer now to these agreements.

According to CPSA Standard 21, section 17, physicians in a group 
medical practice must determine custodianship arrangements of 
an individual’s records within that medical practice so that: 

(a) if a custodian leaves the medical practice, custodianship of an 
individual’s records will be clear to all parties and to the individual 
patient/client of the departing and remaining custodians, and
(b) the departing custodian and his or her an individual patient/
client have reasonable access to the relevant an individual’s 
records.

Physicians are responsible for maintaining accurate and complete 
patient records and storing them securely. According to the HIA, 
“An individual has a right of access to any record containing health 
information about the individual that is in the custody or under 
the control of a custodian” (section 7). Therefore, a custodian 
who closes or moves a medical practice must make arrangements 
to provide patients with ongoing access to their records. 

Privacy and access principles include access to their own 
information by the subject individual. When a health service 
provider closes or moves their practice, the custodian who 
closes or moves a practice must ensure that an individual’s 
records continue to be safe from reasonably anticipated risks and 
accessible to authorized individuals. In some cases, a custodian 
may arrange to transfer a patient’s records to another custodian 
who will ensure their safekeeping and continue to provide 
patient’s access to them. 

A physician may contract with a service provider 
or an information manager (as defined by the 
HIA) to meet continuing records management 
obligations. The HIA also allows a physician to 
make agreements with information managers to 
provide information technology and information 
management services described in HIA section 
66. Whatever an information manager does o n 
behalf of a physician must comply with both the agreement 
with the custodian and the HIA. The custodian is responsible 
for whatever an information manager does on his or her behalf. 
This principle of service provider management is similar in other 
privacy legislation.

Closing or Moving 
Continued from page 14
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January, 8, 15 and 22, 2013 
Three-part online training program

Time: 12:00 - 1:30 PM ET

CPE Credits: 1 credits/online session

Save 5% with discount code 
CAPAPA

mailto:Subscriptions@AMINAcorp.ca


Winter 2012 |  THE WINSTON REPORT  |  Subscriptions@AMINAcorp.ca  |  page 16

Closing or Moving 
Continued from page 15

Data Sharing Agreement 
Health service providers in any group practice should have a 
data sharing agreement. I refer to these as business ‘pre-nuptial’ 
agreement. Starting a group practice, while you are looking 
forward to working together, is the best time to amicably discuss 
and decide on the principles of your exit agreement. 

If you didn’t create a data sharing agreement when you opened 
your practice, we recommend you do this now. The following 
issues should be discussed, and decisions should be documented 
in writing.

• Will the remaining custodians of the clinic accept the ongoing 
management of the records? 

If the answer is yes, each patient’s authorization to transfer the 
records may be required. 

• If a patient has not been seen recently and patient authorization 
has not yet been acquired, will the records be transferred to 
the remaining custodian (or, if the practice has been sold, to 
the purchasing custodian) as an information manager for 
secure custody, transfer as necessary, and destruction when 
that is appropriate? 

•  If the exiting custodian has authorized the transfer of patient’s 
records to the remaining custodians, how will the exiting 
custodian have reasonable access to the relevant an individual’s 
records? The custodian many have need to access the patient 
records in response to a practice inquiry or billing review, for 
example.

Patients may authorize that their records in the custody of the 
current custodian (originating clinic) be disclosed to the exiting 
custodian (HIA, section 34.1). A written consent authorized by the 
patient is required. 

• If a patient’s records are maintained in a shared database, as 
often happens in a group practice using electronic medical 
records (EMRs), how will the exiting custodian and author 
have access to them? In what media (hard copy, electronic)? At 
what cost? Who will assume the cost, the departing custodian, 
patient, or remaining custodians? These decisions must be 
included in an exit agreement and/or purchasing agreement. 
We recommend that you include your EMR vendor in this 
discussion to ensure that the selection criteria are the most 
efficient for your system. For example, one or more of the 
following options are possible: 

• During the daily use of the EMR, the most responsible (or 
primary or family) custodian will be identified in each an 

individual’s record using the following data fields: scheduled 
custodian / billing service provider / chart note author or 
default custodian.

• Physicians leaving the clinic who may have authored 
patient’s records maintained by the clinic either on paper 
or electronically may request access to either paper or 
electronic copies of the patient records.

• Paper records will be provided in hard copy or photocopy or 
may be scanned to PDF format.

• Electronic patient records may be transferred by the clinic to 
a secured encrypted mobile media (e.g., DVD).

• The group practice will authorize the EMR vendor to create 
a copy, extract, or transfer those patient records belonging 
to the custodian for the purpose of transferring them to the 
sole care and custody of the exiting custodian. The cost will 
be determined by the EMR vendor and paid in advance by 
the exiting custodian. 

...17

May 13-14, 2013

Government efforts to protect against hackers and identity 
thieves have become necessary but are not infallible. 

In Greece, a 35 year old computer programmer on contract 
with the nation’s government was arrested under suspicion of 
trying to sell the identities of 9 million of Greece’s 11 million 
residents. The records contained identification card data, 
addresses, tax ID numbers and license plate numbers.
In Canada, the RCMP arrested a 28-year-old man working on 
contract for the House of Commons for disrupting the official 
website of the Quebec government. The suspect is believed 
to have gained and used his administrative privileges to plant 
malware on the server where the website was hosted. As a 
result, the website was offline for two days. 

In both cases it is unknown whether the suspects were 
affiliated with hacker groups, or if they were independent 
agents. Coincidentally or not, the Quebec website was 
taken down at the same time that hacktivists attacked other 
government sites.
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An Information Management Agreement, a legislative requirement 
of the HIA Section 66(2), requires that the agreement be in 
writing; section 7.2 of the Health Information Regulation specifies 
the details of the agreement. Refer also to the Alberta Health and 
Wellness Health Information Guidelines and Practices Manual, 
Appendix 4, Components for Agreement with Information 
Manager, which provides an interpretation of the Information 
Management Agreement requirements. 

Disclosure Requests 
Disclosure is defined by the HIA as an event when a custodian 
provides health information to another custodian or to other 
entities. Review (and revise if necessary) your written policies 
and procedures to ensure you have an efficient process that 
accurately documents the request. A disclosure log or notation 
should be maintained, and copies of the authorized signed release 
forms should be included in each an individual’s file. Disclosure 
notations must include the following information: 
•  Who the disclosure was sent to
•  Date and purpose of the disclosure
•  Description of the information disclosed

If a patient asks a custodian to transfer his or her patient records 
to a new doctor, the fee schedule under the HIA does not apply. 
The transfer of records to a new service provider is governed by 
fee guidelines established by the Alberta Medical Association.
This publication provides general guidance for a health service 
provider’s primary care office in Alberta. Consultation with your 
information systems, health records, regulatory college and 
privacy office is recommended. For additional assistance, contact 
Information Managers Ltd.

Jean L. Eaton, B.Admin (Health) and Certified Health Information Manager, is the president 
of Information Managers Ltd. She is an experienced leader in health records and health 
information management and has worked with multidisciplinary health care service 
professionals in primary, acute, and tertiary care facilities across Canada. Jean has helped 
primary care physicians and health service providers to develop good office policies and 
procedures and privacy impact assessments regarding the collection, use, and disclosure of 
health information. Jean is a member the of the Canadian Health Information Management 
Association, the Health Management Information Association of Alberta, and the Canadian 
Association of Professional Access and Privacy Administrators, as well as a Competent 
Communicator Toastmaster.

Information Managers Ltd is an information management company based in Edmonton, 
Alberta, specializing in health information management as well as privacy and security in the 
health care sector. Information Mangers provides training and mentorship to new privacy 
officers and offers public workshops on best office management practices across Alberta.

Closing or Moving 
Continued from page 16
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Inventory 
Whether you plan to move, archive, or transfer the patient files 
to another custodian, you need to know what patient records 
you currently have. Prepare an inventory or list of all patient 
records that you have initiated during your practice. This often 
can be generated from existing data sources such as your billing or 
EMR system’s central an individual’s index. The inventory should 
include, at minimum, the following information:
• Patient’s first and last name 
•  Date of birth 
•  First and last visit date 
•  Primary custodian’s name

Records Retention 
Determine which, if any, records have met the minimum records 
retention policy and which could be securely destroyed. The 
College of Physicians and Surgeons Retention Schedule states that 
chart destruction may occur 10 years after the end of the year in 
which the last visit was recorded and at the end of the 20th year 
following birth for records of minors who are no longer a patient, 
whichever comes later (CPSA Standard 21, section 9). 

Note: It may seem easier to keep records forever rather 
than destroy them after the retention periods and legislative 
requirements are met. However, remember that you may be 
required to produce or provide access to an individual’s records 
for as long you continue to have custody of them. 

• Destruction 
Ensure that you have documented which records have been 
destroyed, the method of destruction, and the date and signature 
of the person responsible for the destruction. You can leverage 
the inventory list above to record the destruction details for each 
patient record. 

• Information Manager 
If a custodian closing his or her medical practice is unable to 
provide ongoing management of patient medical records, 
either personally or through a colleague, they should be put 
into commercial storage for custody, transfer as necessary, and 
destruction when that is appropriate. The above steps to create 
an inventory of patient records also apply here.
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Hands-on Learning gives way to Brain Dead Cyber Zombies

Reliance on the Internet is, according to Trevor Baylis, jeopardizing the future 
of creativity and inventiveness. “A lot of kids will become fairly brain-dead if they 
become so dependent on the internet, because they will not be able to do things in 
the old-fashioned way.” 

Baylis, who is an Officer of the Order of the British Empire and was awarded an 
honorary doctorate by Leeds Metropolitan University, says that “Children have got to 
be taught hands-on, and not to become mobile phone or computer dependent.” That 
is why Baylis recommends that Meccano be reintroduced in schools as a standard 
learning tool. 

Low-tech has become decidedly unfashionable, losing to the more appealing Internet, 
but still offers a path of discovery that simply cannot be duplicated with Google 
searches and online queries. 

According to Baylis, continuing on the current course—without requiring children 
to develop self-reliance —is creating a generation of children that he laments will 
become “fairly brain-dead if they become so dependent on the internet, because they 
will not be able to do things in the old-fashioned way.”

Closing or Moving 
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January 8-15-22. ePrivacy Essentials. Three-part online series.

January 13-14. Ninth International Conference on Technology, 
Knowledge, and Society. Vancouver BC

January 16. Document Retention and Destruction in Alberta. 
Edmonton AB

January 23-25. Computers, Privacy and Data Protection CPDP 
2013 – Reloading Data Protection. Brussels

January 30. Data Privacy Day at Dalhousie. Halifax NS featuring 
a reception hosted by the NS Privacy Review Officer

February 6-8. 14th Annual Privacy and Security Conference. 
Victoria BC

February 12-13. Industrial Strength eHealth Privacy and 
Security Workshop. Toronto ON

February 21-23. ITCH 2013. Victoria BC

March 22. 6th International Workshop on Privacy and 
Anonymity in the Information Society (PAIS). Geneva 
Switzerland

May 5-8. Canadian Association of Law Libraries Annual 
Conference. Montreal QC

May 11-15. 17th International Federation of Health Information 
Management Association (IFHIMA) Congress and General 
Assembly — “Health Information Management - Making a 
World of Difference”. Montreal Canada

May 13-14. Manitoba Access, Privacy, Security and Information 
Management Conference. Winnipeg MB

May 15-16. Western Canada Health Information Privacy 
Symposium (WCHIPS 2013). Winnipeg MB

May 22-25. Canadian Health Libraries Association Annual 
Conference. Saskatoon SK

May 26-28. Council of Canadian Administrative Tribunals - 29th 
Annual Conference & 6th International Conference. Toronto ON

June 24-25. Western Canadian Summit - 13th Annual 
Healthcare Conference. Kelowna BC

October 10-11. Privacy and Access 20/20: A New Vision for 
Information Rights, Vancouver BC
 
Details of these and other data privacy, access, governance and 
information risk management events are at www.AMINAcorp.ca

Upcoming Events

February 12-13, 2013

CPE Credits: 2 credits/day 

Members: Save $275 off regular rates 
until January 14, 2013

No discount code required
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Privacy, access, and information governance issues have been the focus of countless 
articles, seminars, and corporate conferences. And still the issues aren’t resolved, largely 
because of the increased sophistication and complexity of legislative, corporate, and 
international influences. With each change comes a plethora of requirements to review and 
update existing policies, processes, and procedures, and to develop new ones to respond to 
the changing environment. 

An important part of organizations being able to meet the changing requirements for data 
privacy, access and governance is to have well-qualified individuals whose skill, experience, 
and knowledge enable them to be data protection leaders. In their search for just such 
qualified individuals, governments and organizations across Canada are actively seeking 
individuals who hold AAPP, CAPP, and MAPP Professional Certification. 

Employers and the public know that candidates who hold AAPP, CAPP, or MAPP designations 
have demonstrated ability and the multi-faceted knowledge to competently perform a 

variety of access and privacy tasks 
that organizations are legally 
obligated to provide. Earning one 
of these valued designations also 
indicates that the individual’s 
specialized knowledge, skills and 
experience have been recognized 
through a rigorous, unbiased and 
independent certification process. 

The AAPP, CAPP and MAPP 
credentials were the first offered 
by a Canadian organization 
specifically for the country’s access 
and privacy professionals, and 
the only one based on national 

competency standards. Based on years of research supported by Information and Privacy 
Commissioners and industry experts, the certifications were developed by practitioners for 
practitioners — so they represent our diverse community, and reflect unparalleled expertise 
and commitment to the profession.

Industry and government recognize AAPP, CAPP, and MAPP Professional Certification as 
the standard of excellence, and many organizations now specify AAPP, CAPP, or MAPP 
Certification as one of the mandatory requirements for job candidates. Employers 
understand that the rigorous certification process recognizes that access and privacy 
professionals possess multi-dimensional experience and perspective. 

Individuals who earn an AAPP, CAPP, or MAPP credential gain distinction and recognition in a 
growing community of access and privacy professionals. Credential holders enjoy increased 
visibility and greater potential to progress to higher levels on a career path.

Professional Development

[Privacy Professionals] have a 
challenge to keep privacy alive 
in a world that is increasingly 
hostile to privacy. This job is 
not the stuff for the meek and 
mild. It is not the stuff of simple 
administrators. It requires a 
depth of understanding of the 
global privacy environment — 
a depth of understanding that 
requires professionalism in 
the discharge of your duties, 
not simple adherence to the 
rules of the day.

Jennifer Stoddart 
 Privacy Commissioner of Canada
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Associate Access and Privacy Professional (AAPP)
The AAPP credential recognizes individuals with a demonstrated 
understanding of the fundamental knowledge of processes and 
terminology as defined in the National Competency Standards 
for Access and Privacy. The AAPP credential targets those who 
provide support to a team and are capable of assuming full or 
partial responsibility for completing access or privacy tasks 
under the supervision of a more experienced access and privacy 
professional. The AAPP credential recognizes an individual’s 
competence in at least one domain — access or privacy. 

Chartered Access and Privacy Professional (CAPP)
The CAPP credential is an intermediate level credential that 
targets those who possess intermediate-level knowledge of 
access to information and privacy legislation and regulations, 
jurisprudence, case law and precedents relevant to the resolution 
of cases (e.g. requests for access to information, complaints), the 
application of basic exemptions and exclusions, and the ability to 
convene and conduct investigations into access and privacy issues 
(to name only a few responsibilities at this level). 

Master Access and Privacy Professional (MAPP) 
The MAPP designation is a senior level credential that recognizes 
individuals who possess expert-level knowledge of access to 
information and privacy legislation and regulations, jurisprudence, 
case law and precedents, as well as expert knowledge of case 
management techniques and the principles and techniques of 
effective organization and time management. 

Growing Forward
As experience and skills increase, certificate holders can progress 
from one certification level to the next. To do that, candidates 
must demonstrate a mastery of the knowledge necessary to 
function at the next higher level for a particular competency, 
that they possess the skills and abilities necessary to perform the 
duties of the next higher level, and that they have successfully 
completed the activities required to function at the next higher 
level. 

Certification candidates can now apply 
during the grandfathering period. 

Certification is valid for three years from 
the date the credential is awarded. 

Professionals with more than eight years of relevant 
experience during the past 10 years may be eligible for an 
accelerated application. Call for details.

Professional Development 
Continued from page 20

Where to Start...Where to Go
With each passing week, we receive more enquiries from people 
who want to join the profession. They want to know the best way 
to learn what they need to know to become and get hired as an 
ATIP Officer. Recent enquiries have come from recent university 
graduates, from middle-aged professionals seeking a new career 
direction, and from people considering moving from full-time 
employee to contract consultant.

To assist established professionals and newcomers to the 
profession, PACC-CCAP offers a range of educational opportunities 
including SPARC of Genius Workshops and Spring Training Camps 
in centres across Canada. Watch the PACC-CCAP.ca website for 
details. 
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I have a story to share with you. 

An auto accident occurred in a Canadian centre. Police and other emergency responders 
were dispatched and assessed the accident victims. The injured were transported to 
hospital, and police contacted and provided support to immediate family of those involved 
in the accident. As family members were informed of the news, one member became 
concerned that this information might be posted on Facebook before older family members 
could be contacted, and this is precisely what happened. The information was posted to 
Facebook and older family members —who had not yet been made aware of the accident 
happening —began to receive calls from curious and sympathetic friends. 

In addition to the distress suffered by everyone affected by the accident, families were 
upset that information had been shared online with no thought to the impact. 

• In our age of instant communication have we lost sight of some basic rules for 
communicating and for respect of individual privacy?

• Do these rules even apply anymore?
• Can these rules even be applied to social media?
• In the wake of criminal harassment charges against people who are bullying through 

social media were does this leave people for understanding privacy of the individual and 
what their rights and their responsibilities are to sharing information that they have in 
their possession? 

A recent exploration about “Which Companies Will Survive in the Social Era?” included a 
discussion with Nilofer Merchant, author of 11 Rules for Creating Value in the #SocialEra, a 
new e-book released by Harvard Business Review.

“Merchant argues that adopting “social” (and that goes way beyond “social media”) 
strategies is the key to survival in today’s business landscape. Drawing on her experience 
working for and advising both Fortune 500s and tech start-ups, Nilofer sees a growing 
divide between traditional corporate powerhouses and smart companies that are letting 
social define their business models. In #SocialEra, Nilofer offers a framework for pursuing 
openness, fluidity, and flexibility so companies can act less like “800-pound gorillas” and 
more like “800 gazelles,” swiftly moving together to outrun the competition.

Merchant’s Q&A article did not discuss boundaries, ethics, or access; indeed, those issues 
are seldom discussed in relation to unauthorized and thoughtless disclosure of information 
—while those issues have grown along with Internet conveniences and have made the 
ethical discussions all the more important. Ubiquitous Internet connectivity gives access 
to us at virtually all times, by anyone, including complete strangers. The anonymity that 
technology affords has enabled people to be invisible and avoid accountability for insensitive 
online behavior. 

The story about the person who posted bad news about accident victims, and who 
inadvertently caused additional stress and grief, is an important reminder. While sharing 
bad news might simply be an aspect of human nature, it also reminds us that we have 
a role to play in openly discussing the ethics and outcomes of online conversations, and 
to improve understanding about the significant harm and unintended consequences that 
online conversations and posts can cause. With adequate forethought even bad news 
stories can have happier endings.

Ethical Musings 

By Nichole Olenek

[Privacy Professionals] have a 
challenge to keep privacy alive 
in a world that is increasingly 
hostile to privacy. This job is 
not the stuff for the meek and 
mild. It is not the stuff of simple 
administrators. It requires a 
depth of understanding of the 
global privacy environment — 
a depth of understanding that 
requires professionalism in 
the discharge of your duties, 
not simple adherence to the 
rules of the day.

Jennifer Stoddart 
 Privacy Commissioner of Canada
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Genetic testing is an industry that has come of age with the 
assistance of powerful computer technologies. The testing offers 
hope for those brave or curious enough to have their DNA tested, 
and can identify recessive diseases that could show up in children 
of sperm-bank clients and donors. 

The privacy of DNA, which is now routinely sequenced in a 
multi-million dollar industry, is a concern that has not yet been 
resolved, whether through industry practices or legislative 
controls. Maintaining adequate privacy of the genetic information 
has been a fundamental consideration as the industry has grown 
and shifted through the past few decades. 

One of the industry’s first success stories was Icelandic DNA 
sequencing company deCODE, which gathered genetic information 
from 140,000 Icelandic volunteers and offered personal genetic 
test on a fee-or-service basis. Private companies around the world 
offer genetic sequencing services to individuals and industry 
and, as the technology improves, the cost and analysis time are 
tumbling. 

Increasingly-affordable genetic sequencing services have been 
offered by 23andMe (cofounded by Ann Wojcicki, wife of 
Google’s Sergey Brin) and, in 2010, the Canadian Centre for DNA 
Diagnostics (c2dna) started offering similar genetic testing based 
on a simple oral swab. 

c2dna services are aimed at identifying individual diet and 
fitness needs, and deCODE’s genetic research was successful 
in identifying or mapping genes for many afflictions including 
stroke, endometriosis, hypertension, asthma, Parkinson’s 
disease, schizophrenia, anxiety, osteoarthritis, multiple sclerosis, 
and heart attacks. As with so many things available through 
the Internet, the reliability of genetic testing might be a cause 
for concern. In 2010, the US Government Accountability Office 
sent samples to four companies and got conflicting results. 
Furthermore, the results might be medically inconclusive for most 
people, which is cause for concern amongst those who volunteer 
their genetic material in hope of learning whether or not they 
have reason to be concerned about lurking health problems.

Stepping away from individual inquiries offers a different set of 
concerns about the governance of population genetic databases 

amassed by voluntary DNA testing and through “routine” police  
practices and court-ordered DNA collection. The issue came to the 
fore in late 2009, when deCODE filed for Chapter 11 bankruptcy 
in the US and privacy proponents and politicians alike started to 
wonder whether deCODE might sell its genetic database. DeCODE 
Genetics continues as an Icelandic private limited company 
offering personal genetic scans, but cautions that “Unless you 
cancel your account, deCODE plans to retain the Genetic Scan 
data permanently.”

Additional privacy concerns may be raised now that the US federal 
Committee on Foreign Investment has approved the takeover 
by China-based BGI —Shenzhen of California’s DNA sequencing 
company Complete Genomics. From a broader perspective, the 
fate of genetic information is viewed by some as a matter of 
national security, because genetic information can be used in 
ways that could lead to unintended consequences and significant 
harm. 

As the Atlantic recently considered in its article, Hacking the 
President’s DNA, genetic sequencing can have implications for 
national security:

Navy stewards gather bedsheets, drinking glasses, and other 
objects the president has touched—they are later sanitized or 
destroyed—in an effort to keep would-be malefactors from 
obtaining his genetic material.” The article also notes that 
American embassies have been directed by Secretary of State 

Hillary Clinton “to surreptitiously collect DNA samples from 
foreign heads of state and senior United Nations officials. 
Clearly, the U.S. sees strategic advantage in knowing the 

specific biology of world leaders; it would be surprising if 
other nations didn’t feel the same.

In addition to these concerns are the reality that commercial 
and government DNA population databases can easily be cross-
matched with the information in the family trees created by 
millions of people through online services such as Ancestry.com. 
Add the data volunteered through cloud-based health monitoring 
apps, and entire medical profiles can be created. Whether the 
wealth of information will be used for good or evil is something 
that will be revealed long after the benefits and consequences 
have been realized. 

ATGCATGCATGCATGCATGCATGCATGCATGCATGCATGCATGC

DNA of a Nation 

By Janet Abrams
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Genetic Information, the Life and Health Insurance Industry 
and the Protection of Personal Information: Framing the Debate 
is intended to provide the context and help readers understand 
two papers commissioned by the Office of the Privacy 
Commissioner of Canada on this subject:

The Potential Economic Impact of a Ban on the Use of Genetic 
Information for Life and Health Insurance

The Actuarial Relevance of Genetic Information in the Life and 
Health Insurance Context.

The Office of the Information Commissioner of Canada 
recently launched a dialogue with stakeholders and Canadians 
on updating Canada’s 30-year-old Access to Information Act. 
The submission deadline is January 31, 2013.

Australia’s Access and Information Commissioner made a 
submission to the Office of the Information Commissioner 
of Canada on the review of the Canadian Access to 
Information Act. The full submission is available on the 
OAIC website: http://www.oaic.gov.au/publications/
submissions/2012_10_canadian_access_info_act_sub.html

Biomedical data privacy: problems, perspectives, and 
recent advances” is now available online at the Journal of 
the American Medical Informatics Association at http://
ehil.ca/TXTUdZ

To celebrate the 30th Anniversary of the Freedom of 
Information Act 1982, the OAIC has produced a series 
of videos featuring interviews with representatives from 
Australian Government agencies. The videos are available 
on the OAIC’s Youtube channel: http://www.youtube.com/
user/OAICgov

 
Important Reading

Third Annual Benchmark Study on Patient Privacy & Data 
Security by the Ponemon Institute LLC reveals important 
information about the cause of breaches in the health 
sector, and organizational confidence in their ability to 
adequately safeguard patient information:

The primary cause of breaches is insider negligence:
• 46 percent — lost or stolen computing device that can often be 

attributed to employee carelessness
• 42 percent — employee mistakes or unintentional actions 
• 42 percent —third-party errors

Only 40 percent of organizations have confidence that they 
can prevent or quickly detect all patient data loss or theft.

Despite the increased attention to privacy and information 
breaches, the percentage of healthcare organizations 
reporting a data breach has increased since the Ponemon 
Institute conducted the first patient privacy and data 
security survey in 2010, and there are more reports of 
multiple breaches. 

29 percent of respondents said patient-billing information 
was vulnerable.

69 percent of organizations said medical devices, such as 
mammography machines and insulin pumps, are unsecure 
and liable to leak patients’ protected health information

51 percent of employees bring their own devices to the 
healthcare facility.

47 percent of the organizations that use cloud services are 
not confident that information in the cloud is secure and 
23 percent are only somewhat confident.

The full report is available at http://www.ponemon.org/
news-2/45

Resolutions adopted at the 34th International Conference 
of Data Protection and Privacy Commissioners held in 
Uruguay on 23-24 October 2012 are now available: http://
privacyconference2012.org/english/sobre-la-conferencia/
noticias/Resoluciones+y+decl
araciones+adoptadas
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Darwin Moments 
In the aftermath of the Newtown, Connecticut, school shooting, the Journal-News newspaper, which serves nearby Westchester and 
Rockland counties of New York, published an interactive map that pinpoints the names and addresses of every person in the counties 
that is licensed to own a handgun. The move was intended to enable homeowners to know which of their neighbors are legally allowed 
to possess a handgun.

The newspaper was criticized for jeopardizing the safety of law-abiding gun owners who, by definition, cannot have a criminal record. 
The publication was also criticized for providing criminals with a shopping list of homeowners who don’t have permits to own handguns, 
for inadvertently revealed the identities of women who were under protective order and in hiding and whose identities and addresses 
are now public. 

The newspaper obtained the detailed information by submitting Freedom of Information requests asking each 
county to provide information from public records, and vowed it would add to the interactive map as soon as it 
receives responses to FOI requests for gun permit information from neighboring counties. In a move supported 
by New York state Senator Greg Ball, some of those counties say they will refuse to provide the public record 
information about gun ownership to the Journal —News. “Putnam County Clerk Dennis Sant said the privacy and 

protection of citizens takes precedence over legislation he feels is out of date.” Sant refused to identify the 11,000 pistol permit holders 
in the county, out of concern that such a disclosure would “put their lives and their families’ lives in danger.”

In retaliation for the Journal-News publishing the gun permit-holder map, two bloggers published the names, addresses and other 
contact information for some of the Journal News’s staff, and mapped the details in the same manner that the Journal-News mapped 
and published gun ownership details. The newspaper’s rationale has also been applied to other situations with many people questioning 
why the names and addresses of criminals, parolees and child molesters are not made public, and calling for a modernization of access 
to information laws, most of which were written before the Internet and social media.

In an ironic twist, the public backlash against the Journal-News has inspired the newspaper to hire armed security in response to 
perceived threats.

Right to Information Case Law Database 
Right2info.org recently launched its Right to Information Case Law Database. The database includes summaries of a selection of 
national and regional court judgments from all over the world that illustrate how the courts interpret and view the right of access to 
information. It contains dozens of case summaries from 21 countries and four international arbiters, with more being added regularly.

Some of the useful features of the Right to Information Case Law Database are:

• Summaries – instead of just providing full text of court decisions, we’ve summarized the most important aspects of the cases with 
references to the original text.

• Headnotes – each summary starts with basic information on the case, including the Title, Country, Date of decision, Name and Type 
of the Court/Arbiter, Name and Type of the Relevant Law and a short summary of the decision.

• Texts of decisions – if we have the full text of the decision in its original language, we have posted that, and we have also posted an 
English version, where available.

• Briefs – for international cases, we’ve included links to briefs submitted by amici curiae and third party interveners.

• Search function - the database has four search options to help you navigate through the summaries. All search functions are described 
in detail in the User Guide that can also be found on the website.

• Keywords – each summary is tagged with relevant keywords enabling you to pull up cases dealing 
with a particular issue, such as national security, environmental information, archives and many 
others.

The Right to Information Case Law Database is a work in progress, and additional cases, case 
summaries, and briefs will be continue to be added to make this database as useful as possible.

Right2Info also has an interactive map that gives a good overview of the countries with Access to 
Information laws or constitutional provisions guaranteeing access to public information.
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Recent Decisions

The privacy and accessibility of Facebook photos and posts is an 
issue that courts continue to wrestle with. The Ontario Superior 
Court of Justice recently dismissed a motion that sought the 
production of all photos from the private portion of a plaintiff’s 
Facebook account. The plaintiff in Stewart v Kempster, 2012 ONSC 
7236 (CanLII) alleged that her enjoyment of life was impaired 
as a result of a motor vehicle accident. A post on her publicly-
available Facebook timeline, however, said “Life is good!” and the 
defendant sought to have the photos revealed to illustrate just 
how good the plaintiff’s life is despite the alleged injuries.

Regional Senior Justice Heeney held that the photographs he 
reviewed were not relevant:

I am not persuaded that the photographs in question have 
any real relevance to the issues in this case. I quite agree that 
if there were photographs that showed the plaintiff water 
skiing or rock climbing, they would be relevant to demonstrate 
the extent of her physical limitations following the accident. 
The photographs in question, though, say nothing about the 
physical limitations that she has testified she is suffering from. 
An injured person and a perfectly healthy person are equally 
capable of sitting by a pool in Mexico with a piña colada in 
hand. A photograph of such an activity has no probative 
value.

Justice Heeney related the disclosure request to an earlier time, 
when personal letters were a commonplace method for discussing 
personal circumstances and events, and noted:

Before the dawn of the internet age, people often 
communicated by writing personal letters to each other. It 
could be said that such letters served to keep friends and 
family connected, and provided a medium in which people 
would share information with each other about what matters 
to them. They might even discuss the state of their health, if 
they happened to have suffered a traumatic event such as 
a motor vehicle accident in the recent past. However, it is 
unimaginable is unimaginable that a defendant would have 
demanded that a plaintiff disclose copies of all personal letters 
written since the accident, in the hope that there might be 
some information contained therein relevant to the plaintiff’s 
claim for non-pecuniary damages. The shocking intrusiveness 
of such a request is obvious. The defendants’ demand for 
disclosure of the entire contents of the plaintiff’s Facebook 
account is the digital equivalent of doing so.

  

In R. v. Ward, 2012 ONCA 660, the Ontario Court of Appeal 
determined that Internet users’ anonymity is not always protected 
by the Canadian Charter of Rights and Freedoms, and that there 
are limits to an Internet users’ reasonable expectation of privacy.

This case involved an RCMP request for an Internet Service Provider 
to reveal the subscriber information associated with specific IP 
addresses that were used at specific times, on specific dates. The 
information was sought in the course of an investigation relating 
to child pornography crimes on the Internet.

In response to the RCMP request, the ISP voluntarily disclosed the 
subscriber information, and that information supported the RCMP 
application for a warrant to examine the plaintiff’s residence and 
computers. The search yielded more than 25000 images and 
almost 400 videos of child pornography.

In assessing whether the plaintiff had a reasonable expectation 
of privacy, the trial judge articulated three questions to measure 
whether the disclosure of such information can be done without 
violating a person’s right to be secure against unreasonable search 
or seizure, as enshrined in section 8 of the Canadian Charter of 
Rights and Freedom (Charter).

In answering the questions, the Court found that the RCMP 
request was specific and formulated in a manner that complied 
with PIPEDA.

Despite this case, however, the disclosure of subscriber 
information might be considered unreasonable. The Court noted 
that merits of each case must be weighed to determine whether 
an expectation of privacy is or is not considered reasonable: 

“If, for example, the ISP disclosed more detailed information, 
or made the disclosure in relation to an investigation of an 
offence in which the service was not directly implicated, the 
reasonable expectation of privacy analysis might yield a 
different result. Similarly, if there was evidence that the police, 
armed with the subscriber’s name and address, could actually 
form a detailed picture of the subscriber’s Internet usage, a 
court might well find that the subscriber had a reasonable 
expectation of privacy. Those cases will be considered using 
the totality of the circumstances analysis when and if they 
arise.”

This case underscores the importance of service providers having 
clear policies and contracts, and of users reading and correctly 
understanding the terms of service.
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Privacy and Access in the Healthcare Arena 
—Managing Expectations

By Nichole Olenek

Privacy and access in the medical environment is a challenging and ever-changing 
landscape. One of the major challenges in this field is managing expectations — which takes 
up increasingly more hours of the day. The four areas where I manage expectations are 
physicians, patients, government, and technology. 

Physicians have the expectation that the health information for a patient is available for 
them to conduct assessments and define treatment where they are seeing the patient, in 
the office, at a designated clinic, in the ER, etc. This expectation of readily accessible patient 
health information challenges the existing systems, as there is not one consistent system 
with complete and concise information on a patient. Part of the challenges in our office has 
been finding the best ways to ensure remote access to our system for physicians to access 
our clinic servers while ensuring patient health information remains secure. This is further 
challenged when working with local health authority IT systems. They have hard security 
regulations that become more of an obstacle to access than assisting in achieving universal 
access to enhance the flow of patient information for care. Ironically, many of the hard 
security regulations that we have to navigate when interacting with local health authority IT 
are reactionary to identified issues (one off issues), rather than proactive improvements to 
the system, balancing privacy, security and access. 

As the patient population becomes more technically savvy, they have a greater expectation 
that their health information is accessible and transferable for ease of their treatment. 
This challenges the current configuration of many systems from family physician offices, to 
hospitals, to labs, to specialist offices and to DI. All these locations have their own proprietary 
systems that are just starting to inter-link and do not much more than the demographics of 
patient information. This challenges the medical community to accurately collect patient 
health information in multiple systems, duplicating work and creating aggravation to all 
system users. Often it is forgotten that the health information is the patients, the system it is 
stored in is owned by the physician, the physician and their staff that gathers the information 
is who the health legislation applies to. The patient has expectations that the physician 
gathering their personal health information is gathering and storing in the correct manner, 
for the intended purpose. The patient can share with whomever they want; the problem 
is they cannot get access to the information to share without going through regulatory 
process not meant for the patient but the physician/health care provider. So the question is 
how can patient health information be collected, stored in a system; access provided to the 
right health care providers, at the right time, in the right setting but to the patient as well.

Governments at all levels have expectations that patient health information is stored in 
secure locations, and for electronic information it is in databases and data centers for ease 
of access and protection of the information. This expectation challenges the individual 
physician as to how to access the information and to share patient information in the care 
process. Why this becomes a challenge is that the expectation by governments is different 
on how to manage access, privacy and custodianship of information than that of the medical 
community. This has been where we have seen many conflicts and challenges, determining 
who has custodianship of collected patient information. The medical community is 
struggling to train the upcoming care providers and many times are lacking in training on 
privacy and access, making it part of the assumed curriculum of our future physicians. The 
implementation of increasing levels of technology has challenged the perception for all 
three groups: physicians, patients and government. ...25

Greater expectations 
than those required by 
minimum standards help 
to ensure that we meet 
provide the best care 
for our patients while 
still ensuring privacy and 
access of patient health 
information. 
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Managing using technology to collect, store and access patient 
information has become a minefield. Too often, the idea of 
using technology to complete this collection, storage and access 
of patient information is a good idea with no support. What I 
mean by no support is each physician office is left to make their 
own selection of applications, hardware products and how they 
will support this technology in their office. In Alberta there has 
been as many as 13 different EMR (electronic medical record) 
applications that a physician can select and now are classified as 
legacy products. Hospitals and care centers in the same city as 
a physician have their own legacy and proprietary applications. 
So, with the various applications, they all work to collect, store 
and access information but they do not inter-link to share patient 
heath information, each system is isolated. 

While we in the health community seek defined and recognized 
best practices for security, backups, wireless, data storage for 
technology in a physician office; it is left to the physician to decide 
what s/he wants to do in their office; as much or as little as they 
can. Ironically, we find that when government does set a standard 
for individual physician offices to meet, many times government 
as an organization does not meet the same standard. An example 
of this was seen in Alberta in July with the lack of redundancy 

to provincial systems including provincial EHR (electronic health 
record) that suffered an extended period of no access, lack of a 
redundancy site with complete backups and full BCP (business 
continuity plan). As a medical office, I have to have this in place to 
meet government requirements.

Having an interest in privacy and access, I look at what the 
standards are in other industries, weigh it against my IT budget 
and make the best choice I can. This means I set a higher standard 
in my office than required, but it helps to ensure that I meet 
the needs of providing the best care for our patients while still 
ensuring privacy and access of patient health information. There 
is a consistent push by government bodies to make all physicians’ 
offices electronic, but the implication is there is no one asking 
if what is being implemented is good for the system and will 
support both the needs of the patients and help the physician in 
the care process. 

Going forward there is a challenge that governments and 
physicians need to be better educated and need privacy and 
access professionals to help educate not only the patient but all 
groups involved. There needs to be standards developed for how 
technology is implemented and used at all levels and this includes 
patients who want to access their own health information. 
There needs to be equal requirements of accountability and 
responsibility by not only physicians but also government and 
patients. 

Questions That Need to be Asked
1. Why is the technology implemented?
2. Will it improve care, privacy and access? 
3. Who is responsible for setting the standards and ensuring all 
electronic offices (private, hospitals and government repositories) 
meet the set standards for security for privacy and access? 
4. Who is responsible for paying the technology bill?

When it comes to technology, we are often the caboose not the 
engine.

Managing Expectations 
Continued from page 24

As part of his thesis research, Austrian law student Max Schrem asked Facebook to send him all of the user data the company had 
relating to his own account. The response Schrem received comprised a 1,200-page PDF with the data parsed into 57 categories. 

As Wired magazine reported, the PDF records “showed that Facebook kept records of every person who had ever poked him, 
all the IP addresses of machines he had used to access the site (as well as which other Facebook users had logged in on that 
machine), a full history of messages and chats and even his “last location”, which appeared to 
use a combination of check-ins, data gathered from apps, IP addresses and geo-tagged uploads 
to work out where he was.”

Schrem found messages, status updates and wall posts that he thought he had deleted. “He also 
found personal information he says he never supplied, including email addresses that had been 
culled from his friends’ address books.”
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Legislative Changes

Newfoundland and Labrador’s Personal Health 
Information Act, in force since April 2011, has been 
deemed substantially similar to Part 1 of the Personal 
Information Protection and Electronic Documents Act (PIPEDA). 

Accordingly, health care organizations subject to PHIA are now 
exempt from PIPEDA.

Newfoundland and Labrador is now the sixth province to be granted 
an exemption from some or all of Part I of PIPEDA, and the third to 
enact exempted personal health information legislation.

The six provincial laws that have been deemed substantially similar 
to PIPEDA are:

British Columbia’s Personal Information Protection Act.

Alberta’s Personal Information Protection Act. 

Québec’s An Act Respecting the Protection of Personal 
Information in the Private Sector.

Ontario’s Personal Health Information Protection Act, with 
respect to health information custodians.

New Brunswick’s Personal Health Information Privacy and Access 
Act, with respect to personal health information custodians.

Newfoundland and Labrador’s Personal Health Information Act, 
with respect to health information custodians.

The Protecting Canada’s Immigration System Act, which received 
Royal Assent in June 2012, amends the Department of Citizenship 
and Immigration Act to provide that the Government of Canada 
“may enter into an agreement with any foreign government for 
the provision of services in relation to the collection, use and 
disclosure of biometric information and for the provision of 
immigration application services and other related services on that 
government’s behalf for purposes related to the administration 
and enforcement of their immigration laws.”

In addition, changes to the Immigration and Refugee Protection 
Act and the Balanced Refugee Reform Act provide for the 
expediting of the processing of refugee protection claims. As part 
of that streamlining, the Government may now foreign nationals 
who apply for a temporary resident visa, study permit or work 
permit to provide prescribed biometric information. 

Alberta’s New Home Buyer’s Protection Act provides that a 
newly-created Registrar “is authorized to collect, directly or 
indirectly, the personal information needed to carry out the 
Registrar’s duties and powers” and may “publicly disclose 
information, including personal information” obtained under 
the Act. In addition, the Registrar must “provide information to 
the Superintendent of Insurance appointed under the Insurance 
Act respecting matter that is subject to the Insurance Act”. 
Additional requirements and limitations in respect of respecting 
the collection, use and disclosure of personal information will be 
set out in the Regulations. 

Alberta’s new Public Interest Disclosure (Whistleblower 
Protection) Act received Royal Assent on December 10, 2012, 
and comes into force on proclamation. Unless the Act or 
regulations provide otherwise, the Whistleblower Protection Act 
prevails if there is any inconsistency or conflict with the Freedom 
of Information and Protection of Privacy Act or the Health 
Information Act or any other Act or regulation prescribed in the 
regulations.

Celebrate

Open Society
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http://www.oipc.bc.ca/legislation/PIPA/PIPA%282007%29%28webversion%29.pdf
http://pipa.alberta.ca/index.cfm%3Fpage%3Dlegislation/act/index.html
http://www2.publicationsduquebec.gouv.qc.ca/dynamicSearch/telecharge.php%3Ftype%3D2%26file%3D/P_39_1/P39_1_A.html
http://www2.publicationsduquebec.gouv.qc.ca/dynamicSearch/telecharge.php%3Ftype%3D2%26file%3D/P_39_1/P39_1_A.html
http://www.e-laws.gov.on.ca/html/statutes/english/elaws_statutes_04p03_e.htm
http://laws.gnb.ca/en/showfulldoc/cs/P-7.05//20121030
http://laws.gnb.ca/en/showfulldoc/cs/P-7.05//20121030
http://assembly.nl.ca/Legislation/sr/statutes/p07-01.htm
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