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From the Editor

R

ecent celebrations in honor of the 30th anniversary of Canada’s federal Access to
Information Act and the upcoming celebration of the 20th anniversary of British Columbia’s
Freedom of Information and Protection of Privacy Act remind us how far we’ve come in
the country. In the decades since access and privacy laws were enacted, many efforts have
been undertaken in governments and corporations across the country to educate Canadians
about their rights and responsibilities under access and privacy laws. It should be a surprise,
then, that so many breaches continue to occur, that so many people continue to fall for
online scams, and that so many children and adults continue to unquestioningly volunteer
their sensitive personal information in person and online.
The common thread in all of these circumstances is education. Or perhaps it would be more
accurate to say that the common thread is the lack of education in Canada about access and
privacy.
A recent survey by Alberta’s Information and Privacy Commissioner revealed that only half
of Alberta’s private-sector organizations offer privacy training. From another perspective, at
least half of Alberta businesses have not trained their management, front-line personnel, or
other staff about their rights and responsibilities under privacy and access law. Perhaps we
shouldn’t be surprised, though. After all, most Commissioners have little, if any, mandate
for public education; and it might not be in the interests of government or corporations to
have individuals understand the law.
The Spring issue of The Winston Report explores some of the education-related issues
surrounding information access and privacy. We look at education about access and privacy,
and access and privacy in the education arena.
Linda McKay-Panos considers the value of teaching tomorrow’s lawyers about access
and privacy. Fatima Sakarya looks at the balancing act between collaborative learning
and student privacy. Hilary Stamper reports on privacy realities in an age where digital
information is our primary form of business currency.
Dr. Ann Cavoukian offers some practical guidance on operationalizing Privacy by Design,
and Bradley Freedman provides an informative comparison between the US and Canadian
anti-spam legislation. Eric Lawton offers thoughts for practitioners interested in advancing
their careers, Sandra Cotton discusses some of the challenges and advantages of student
practicum placements, and Dejan Kosutic discusses the proposed changes afoot for the ISO
27000 series of standards.

Sharon Polsky

Enjoy this issue! Share this journal with colleagues and clients. And reach out to us at The
Winston Report to let us know what’s important to you. Be vocal — your opinion counts!
Send your comments to Editor@AMINAcorp.ca
Sharon Polsky
Editor-in-Chief
President, PACC-CCAP
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Editor-In-Chief

Privacy & FOI Education for Lawyers
By Linda McKay-Panos B.Ed., J.D. LL.M.

A

ccess to information and protection of privacy are very important issues in Canada. The
federal and provincial governments have access to information (freedom of information)
legislation that pertains to government-held information. In addition, privacy legislation
addresses personal information held by the federal government, provincial governments,
private entities (e.g., businesses and corporations) and health providers. Both access to
information and protection of privacy are pertinent to lawyers, and this material could
easily be the subject of a law school course or courses. Privacy laws could be addressed as
part of labour and employment law courses, yet, it is often difficult to find privacy or access
on law school course syllabi, or even see the issues covered as part of a course. However, at
least at the law school with which I am familiar, the University of Calgary, there is no course
solely dedicated to access to information and protection of privacy. Some might argue it is
impossible to cover all types of law in legal education, and that the pertinent portions of
access and privacy law are covered in related courses. However, should privacy and access
to information laws be covered in stand-alone law courses?
Knowledge about access to information laws has both practical and philosophical
importance. Why is access to government information important in Canada? There are
several reasons, three of which will be discussed. First, as citizens we have a right of
access to government information. Second, the general accountability of the government
is enhanced when citizens have access to many types of government-held information.
Further, the opportunity to ensure accountability of governments, corporations and others
in administrative processes is extended when citizens have access to information about
relevant issues. Third, having a critical position in the flow of information to and from the
government can prompt an individual or group to become highly influential in government
policy-making. This influence can be used to positively change government, and perhaps
corporate, policies and practices.

How Lawyers Value Access and Privacy

Since some of our law students are budding politicians, they might certainly appreciate
learning the art of creating an effective access to information request and how the process
works. Also, as future legislators, they may be influential in helping to evaluate the existing
legislation—particularly the mandatory and discretionary exemptions from disclosure—by
providing feedback and input based on the overall philosophy of the benefit of access to
information to our democracy. Finally, as future barristers, law students may be asked to
advise clients (e.g., corporate or media) on the access to information process itself. A large
body of caselaw exists, particularly with respect to the federal Access to Information Act, that
clients would appreciate being interpreted for them by well-informed lawyers. Preparing an
effective access to information request is certainly a skill that would be beneficial to many
lawyers and, ultimately, their clients.

Th.

How Democracy Values Access and Privacy

Knowledge about privacy legislation has a number of very significant practical and
philosophical implications. Privacy is essential in a democracy. The right to privacy:
• allows us to be free from interference from the government and from others;
• ensures that when we vote in an election, no one else will be able to know whom we
vote for;

...5
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An Educator’s Perspective
Continued from page 4

• allows us to be candid with our doctors and our lawyers; is
necessary in order to protect related rights—such as the right
to life, liberty and security of the person;
• permits us to be safe in our homes, free from wiretapping and
other surveillance; and
• respects our autonomy.
(See: Alberta Civil Liberties Research Centre, Privacy Handbook
for Canadians: Your Rights and Remedies, Second Edition, 2010)

Modern Challenges to Privacy

With the appearance of modern technological advances,
such as computers and other electronic equipment, however,
the protection of our privacy has become more challenging.
Nevertheless, some legislators and other advocates believe it
is important to continue to safeguard our privacy, even though
these new technological innovations make it more difficult.
Many scholars agree that privacy is essential to life in all societies.
(A.F. Westin, Privacy and Freedom (New York: Atheneum, 1967) at
13, 21-22). Further, the Supreme Court of Canada has recognized
that “privacy is at the heart of liberty in a modern state” and
“is essential for the well-being of the individual” (R v Dyment,
[1988] 2 Supreme Court Reports 417 at 427-28 (Dyment ). The
Court recognized that each person has three “zones of privacy”:
territorial (in our homes), personal (privacy of our bodies) and
informational (information about ourselves) (Dyment, at 428).
Thus, it is clear that privacy is a fundamental value and a basic
human right in Canadian society ( J.D.R. Craig, “Invasion of Privacy
and Charter Values: The Common-law Tort Awakens” (1997) 42
McGill Law Journal 355). Canadians’ right to privacy in their
dealings with the government has been recognized for several
years through federal laws. More recently, Canadians’ right to
privacy in dealings with the private sector is also being recognized
in legislation.
Law firms and lawyers have always been very cognizant about
their duties regarding privilege and confidentiality. Privacy laws
go on to address access to, and collection, disclosure and disposal
of personal information. Because of their ethical and legal

Quotable
We need more voices to weigh in. It’s a very
important right and we must fight for it.
Information Commissioner Suzanne Legault
on Access to Information in Canada

obligations with respect to privacy, law firms have often drafted
their own privacy policies and are requested to assist corporate
or health care clients in drafting privacy policies. It would be
very helpful if they could turn to law students who have been
schooled on the legal implications of privacy issues. In addition,
the federal government and provinces have access to information
and protection of privacy commissions—agencies which would
certainly be pleased to hire staff educated on the legislation the
Commissioners must apply and the decisions that have been
released by their offices.
Because both access to information and protection of privacy are
important to an effective democracy, and legal knowledge about
the processes would be very useful, these types of legislation
and the caselaw and concepts that accompany them should be
a course within all faculties of law across Canada.
Linda McKay-Panos is the Executive Director of the Alberta Civil Liberties Research Centre
and is a sessional instructor at the University of Calgary Faculty of Law. She can be reached by
email at lmmckayp@ucalgary.ca or by phone at (403) 220-2505.
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The Writing’s on the Wall:
When Class Participation and Privacy Collide
By Fatima Sakarya

Issues around access and privacy in the Post Secondary Education (PSE) sector have a way

of manifesting themselves in unexpected corners of the sector. Technology brings boundless
opportunity for collaborative engagements in PSE, but along with the opportunities, the
duties surrounding protection of privacy are challenged in ways that were probably never
envisioned by the framers of most of the legislation on privacy.
Forty years ago the concept of transparency in government was, for the most part, intoned
as a lofty goal of any civilised democracy. Today over 90 countries have enacted so-called
“sunshine” laws that aim to make governmental operations transparent to their constituents
by embedding in the law the right of citizens, with some limited exceptions, to demand
access to records. This idea, simple in concept, is rooted in the idea that a government that
must expose its inner operations is one whose governance structure and operations will be
answerable to the public, thereby enhancing honesty and the democratic process.
The same laws that provide access rights often encompass a concomitant right of citizens
to have their personal information collected, used and/or disclosed by public bodies only
under the specific authorities permitted under the law. The duty of authorized collection,
use and disclosure has been placed on the shoulders of public bodies so that today, any
unauthorized collection, use or disclosure of personal information, regardless of whether it
is intentional or accidental, is an avenue for liability.
What began with governmental entities, however, now applies to other public bodies in
Canada. Accordingly, most public colleges and universities come under various Freedom of
Information and Protection of Privacy (FOIPP) laws, both federal and provincial.
No one would argue the value of having FOIPP laws or deny that they constitute the bedrock
of a strong democracy. As someone who works in the field of higher education, however, my
experience has made it abundantly clear that the current laws sometimes fail to anticipate
reality or the needs and uses for information. The laws also fail to take into account the
kinds of challenges that technology does and will exert on the creation, use, and flow of
information. So what exists in the theoretical ether of laws has to be reconciled with what
happens on the ground.

For academics, the free
flow of information is a bit
like oxygen.

For academics, the free flow of information is a bit like oxygen, and an environment where
information is constrained is one where they would feel like they’re choking. With the
development of the Internet, global connectivity and web technologies that exploit the
infinite potential for data sharing have flourished, and instructors have an infinite number
of applications that can be utilized in the classroom. Individual interaction is no longer
confined to a physical space or a particular time, and they encompass both audio and visual
input. The other senses are probably not too far behind. We may soon be able to smell and
feel the person we’re communicating with.
In line with this, Learning Management Systems (LMS) have been developed that exploit
the Internet’s potential by creating platforms for learning that allow instructors to create
and share classroom instruction that is accessible by students anywhere, anytime. Student
access is limited only by “gatekeeper” functions that are set up by the site creator or
platform organizer. This is not news. Blackboard, Moodle and Desire2Learn are just three
examples of popular LMS systems, and online universities are the biggest consumers of this
type of technology.

...7
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The Writing’s on the Wall
Continued from page 7

So where’s the cloud in this silver lining?

While technology has created wonderful opportunities for
sharing that never existed before, the purpose of education hasn’t
changed and student performance evaluation is still a component
of grades. Class participation is as important as it ever was.
Nevertheless, conversations that used to occur in the confines
of a classroom in the span of a 50-minute lecture can now occur
in cyberspace, which exists in real terms on an LMS platform.
Student access to the LMS platform is usually offered to students
through a portal, with portal access provided as a component of
students’ course registration with a PSE institution. The LMS portal
transports information from the student to a server that might or
might not be owned by the university or college, and might not
even be in the country. Whatever has been uploaded to the site
about the student in the process of registering, and whatever the
student posts on a site, ostensibly for a class assignment, is now
stored as a digital record that lives for some measure of time, on
that server. Additional copies of the information reside on backup drives that might be in yet another location or country.
So between the student’s own personal information, and
information that they post to an LMS platform as part of ‘class
participation’, what used to exist in a place that was accessible
only by a few or as verbal ephemera, is now digitally etched in
stone, so to speak.

The issues are multiple.

If a British Columbia student’s information is personal and is
stored outside Canada, it runs afoul of Section 30.1 of BC’s
FOIPP Act. Even if informed consent is obtained from each user,
prior to enrollment in the course, every post that is placed on
the figurative “wall” of discussion for that course could contain
personal information. Heck, what’s class participation if it isn’t
filled with students relating material to their own lives? What if
the information is about someone else? Those other people didn’t
give permission for their information to be stored outside Canada,
and they might not like that it is memorialized on an online forum,
albeit a restricted one (subject, of course, to breaches). And with
access rights, couldn’t someone present an FOI request for these
postings?

This is where the PSE’s privacy officer steps in to save the
institution’s exposure to liability and reputational damage by
informing the Instructional Technology staff that, in order to use
this imaginative website, the instructors will have to:
1) get informed consent, in writing, from each and every student
user,
2) have a well-defined user agreement drafted that outlines the
do’s and don’ts of the site, including refraining from posting
anything personal about third parties; and
3) make sure they, the instructor knows he/she will have to act
as a moderator and delete any content that violates the user
agreement. (Removing the offending material from backups is
another matter.)
The PSE’s privacy officer who has taken these precautions has
done their job. Super, right?
Classroom discussion that would meet the requirements outlined
here is the academic equivalent of going to a party where
your parents have demanded that you bring your brother as a
chaperone, dress like a nun, stay away from the punch bowl and
come home by 10:30 p.m.
Is there anything that can be done to mitigate the chokehold that
privacy legislation requires? If there is, I believe technology will
most likely show the way because privacy statutes are not going
away. Either that or the legislation will have to provide an opening
for higher education to get around these restrictions. Or, there’s
always that old standby…the physical classroom, blackboard and
chalk.
Fatima Sakarya is an Associate with Kwantlen Polytechnic University, working in
the area of FOIPOP and assisting the University’s General Counsel. She can be
reached by email at Fatima.sakarya@kwantlen.ca or by phone at 604-599-3290.
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Privacy, Data and the Digital Age
By Hilary Stamper

Information lasts forever on the Internet, in a whole lot of cases.
A scary thought from David Fraser, one of Canada’s leading IT and
privacy lawyers and MC for this year’s Data Privacy Day event at
Dal. at Dal. But it’s the reality of an age where digital information
is our primary form of business currency.
Data Privacy Day is an international event, held this year on
January 28, to inform and educate citizens around the world about
ways to protect their rights to privacy. It’s designed to inform
everyone from business professionals to government employees
to students about the importance of data privacy and the impact
that technology has on our ability to protect our data.
Dal’s event featured a variety of
speakers from different sectors
and parts of the world, many of
them urging attendees to use the
variety of resources available for
self-education on privacy law and
avoiding privacy threats.

Staying curious about privacy
Jill Clayton, Alberta’s information
and privacy commissioner, speaking
at Data Privacy Day.
(Photo: Nick Pearce)

Fraser promoted having an
interest in and being curious
about privacy related topics.

“Privacy stuff comes to the fore all
the time,” he explained. “Facebook
implements a new policy for
settings, everybody sees that in their feed. They should click on it,
they should investigate it, it won’t take very long... all the privacy
regulators in Canada have a lot of really useful resources on their
websites that are focused at consumers and individuals who don’t
need a law degree in order to figure these things out.”
The speakers also recognized that
the onus of data privacy does
not always rest on the shoulders
of citizens. In the wake of the
recent breach at HRSDC Canada
and the loss of the personal and
sensitive information of at least
500,000 student loan applicants
as well as their guarantors and
co-signers, the general sentiment
at the conference was that our
governments can and should
be doing more to protect our
personal data and privacy.

Jill Clayton, Alberta’s information and privacy commissioner, spoke
to these recent data protection disasters as well as emerging issues
regarding privacy legislation and resources. She emphasized the
importance of government transparency regarding data privacy
and protection.
“There are privacy laws across Canada [which] give individuals
rights; [however] if you don’t know what’s happened to your
information, if systems are not transparent, or if they’re so
complex and sophisticated you have no idea what’s going on, then
you won’t know to exercise those rights” said Clayton.

Big data, big questions

Dwight Fischer, Dal’s assistant vice-president of Information
Technology Services, discussed the privacy implications of using
personal data to customize student learning based on personal
data, akin to systems like Amazon or Google Analytics. The
presentation generated lots of discussion about how such a system
could be implemented while
still protecting the privacy
and data of the individuals
involved.
Other presentations included
Peter Morin, senior manager
for IT security at Bell
Aliant, discussing security
considerations with cloud
technology, and John Bullock,
Dal’s information security
manager, who compelled
the audience to defend their
privacy rights and not give
away more information
to websites and services
than what is necessary.

Simon Davies, influential privacy data
expert, discusses future trends in
privacy data. (Photo: Alison Chiang)

The event was sold out this year, attracting registrants
from a wide variety of backgrounds including government,
private business, public sector and students, for whom the
conference was free.

Dwight Fischer, Dalhousie’s Chief Information
Officer offers tips on protecting privacy data.
(Photo: Alison Chiang)

The last speaker of the day was Simon Davies, a privacy
advocate and academic from the U.K. who is widely
acknowledged as one of the world’s most influential
privacy experts. Davies has worked in the arenas of privacy,

Spring 2013 | THE WINSTON REPORT | Subscriptions@AMINAcorp.ca | page 8

...9

Take Control

Continued from page 8
data protection, consumer rights and technology policy for more
than 25 years and, for him, seeing a room full of more than 200
people interested in data privacy was groundbreaking.
“People have begun to wise up about the way their privacy is being
treated and they don’t like it,” he said. “Ten years ago this was an
elite niche market... it shows we are now dealing with a valuable
economic sector and something that matters to the whole world,
now I believe things are changing.”
Hilary Stamper is a Master’s student in the Dalhousie School of Information Management and
will be graduating from the program this May. She has been a staff writer for the Dal News
since September 2012 and before that she freelanced for the Dalhousie Gazette for 5 years.
Hilary can be contacted by email at hrm.stamper@gmail.com

Missed part or all of Dalhousie Data
Privacy Day 2013? You can now
find the videos and slides at dal.ca/
dalinfosec/events

Member Discount
CPE Credit
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Upcoming Events

April 28-May 4. Privacy Awareness Week focusing on privacy
law reform
May 1-7. Choose Privacy Week
May 5-8. Canadian Association of Law Libraries Annual
Conference. Montreal QC
May 1-7, 2013

A revised set of proposed Governor in Council Regulations
for Canada’s Anti-Spam Legislation were posted for
consultation in Part I of the Canada Gazette from January
5th to February 4th, 2013.
Copies of the submissions received during the consultation
period are available at http://www.fightspam.gc.ca/eic/
site/030.nsf/eng/00257.html

May 11-15. 17th International Federation of Health Information
Management Association (IFHIMA) Congress and General
Assembly — “Health Information Management - Making a
World of Difference”. Montreal Canada
May 13-14. Manitoba Access, Privacy, Security and Information
Management Conference. Winnipeg MB
May 15-16. Western Canada Health Information Privacy
Symposium (WCHIPS 2013). Winnipeg MB
May 21-11. Newfoundland and Labrador Access, Privacy,
Security and Records Management Workshop. St John’s NL
May 22-25. Canadian Health Libraries Association Annual
Conference. Saskatoon SK
May 26-28. Council of Canadian Administrative Tribunals - 29th
Annual Conference & 6th International Conference. Toronto ON
June 3-6. MGMAC/CMABC Conjoint Conference. Kamloops BC.
June 11-12. Saskatchewan Access, Privacy, Security & Records
Management Forum 2013. Regina SK
June 24-25. Western Canadian Summit - 13th Annual
Healthcare Conference. Kelowna BC
June 26-8. Exploiting Health Informatics for Connected,
Collaborative and Customized Patient Care. Halifax NS
July 15-19. Privacy & Information Management. Guelph ON
July 15-19. Design and Delivery of An Effective FOI & RIM
Program. Guelph ON
September 23-26. 35th International Conference of Data
Protection and Privacy Commissioners. Warsaw Poland
September 23. Sunshine Summit. Toronto ON
September 25. Sunshine Summit. Calgary AB
September 27. Sunshine Summit. Victoria BC
October 10-11. Privacy and Access 20/20: A New Vision for
Information Rights, Vancouver BC
Details of these and other data privacy, access, governance and
information risk management events are at www.AMINAcorp.ca
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Education for the Nation
Filling the Void
By Judy Abrams

In the 30 years since the Federal Access to Information Act has been

in place, Canada has shifted from being a world leader in access
to information, to a minor player where access to information
legislation is an effective bar to access. The various Information
and Privacy commissioners have worked against diminishing
budgets to uphold Canadians’ right to access information. In early
2013, the Honourable Tony Clement, President of the Treasury
Board, announced measures that will make it easier for Canadians
to access their online service accounts with the Government
while improving security, achieving cost savings and protecting
the privacy of individuals.
At the same time, the Government acknowledges that “Canadians
have a right to easily access key information and know about the
work being undertaken on their behalf by the Government.”
Despite that, however, the Government of Canada announced
plans to “renew” the Government of Canada’s websites. As the
Honourable Tony Clement, President of Treasury Board said in his
opening address at the 2012 PS Engage event, the Government
of Canada is “working on consolidating our Web presence from
1,500 to 6 or fewer websites.” The Government’s new measures
will let Canadians find out what information the government has
about them. But will it teach Canadians that they have a right
to ask the government about its activities, and how it spends
taxpayers’ money?
The reality is that the 30 years since ATIP legislation was
introduced into the Canadian landscape have been barren
when it comes to education. In retrospect it appears that there
has been a dearth of education for Canadians to learn about
their rights and responsibilities related to access and privacy.

Information and Privacy Commissioners across the country have
informative websites offering a wealth of information. Many
private sector organizations offer training and education, through
courses, workshops, seminars and conferences, and various postsecondary institutions offer a relative handful of courses.
The biggest hurdle with current offerings, however, is that they
attract the people who are already aware that privacy and access
laws and issues exist. As Alberta’s Commissioner discovered in a
recent survey, the majority of private sector organizations remain
unaware about privacy and access rights and responsibilities.
And since any “organization”—in the public sector and in the
private sector—is comprised of individuals, it is perhaps more
correct to say that the vast majority of individuals within those
organizations remain ignorant of their privacy and access rights
and responsibilities.
Man charged with painkiller fraud, theft
Police in Calgary, Alberta, have charged a pharmacy
worker with fraud and theft related to 15,000
missing painkiller tablets.
Customers’ drug plan PETERBOROUGH, Ont. - A Peterborough,
information was used Ont., hospital says it has fired seven
to forge prescriptions employees over a privacy breach involving
for
OxyContin patient information....the accused were
painkiller pills from curious about a severely overweight patient.
a Shoppers Drug
Mart franchise where the suspect worked as a
pharmacy technician.

Improving people’s knowledge on the matter remains a daunting
challenge, and an obstacle to personal privacy and accountable
government. When a people exercises their right to ask their
elected officials for information about programs and expenditures,
it signals that the electorate is aware, involved, and ready to hold
their elected officials to account. When a people neglects to ask
important questions, it is often presented as acquiescence or
agreement. Whether that presentation is disingenuous or merely
presumptuous is also a matter for individuals to question.
Recent history has many examples that illustrate the importance
of an engaged citizenry, and consequences from failing to ask
questions. And the failure can often be attributed to unquestioning
trust. Trust that the pharmacy worker will access only those patient

...12
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Education for the Nation
Continued from page 11

records necessary to process valid prescriptions. That HRSDC will
adequately safeguard all student loan records. Trust that the store
clerk who authoritatively asks for your phone number or driver’s
license has a valid reason for asking, and that the merchant will
adequately safeguard your
personal information. That the
healthcare staff will respect
your privacy and avoid the urge
to satisfy their curiosity about
your condition and treatment.
The examples of privacy
breaches are endless. Equally
problematic are the instances
where few people question
public officials. Letters to the
editor, Facebook petitions, and online campaigns attract some
measure of attention, but the effectiveness pales in comparison
to access to information requests. But there is little likelihood
that the number of ATI requests will increase, or that people will
be more careful about volunteering their personal information,
unless and until people become—or are made aware—of the fact
that they have a right and a responsibility to question, rather than
sheepishly accept the carefully crafted messages that are issued
as news or policy.

Quotable
Unless you have a system whereby citizens can
hold their governments to account, it leads to a
diminished trust in our elected officials. When
we have mechanisms whereby we ensure that
we have accountability in our elected officials it
gives us trust that there is a proper stewardship
of our public resources. (1:19)
Nobody’s actually educating Canadians in
terms of their access to information rights. Our
legislation at the fed level is one of the only
ones in the most modern jurisdictions where
the information commissioner does not have an
education mandate. (1:21:48)
Suzanne Legault, Information Commissioner of Canada in
conversation with Michael Enright, CBC Sunday Edition
February 8, 2013
http://podcast.cbc.ca/mp3/podcasts/
sundayedition_20130208_16081.mp3

Darwin Moments
Imagine you’re a waitress, out with friends on a night off, when you lose your wallet. Cash, credit cards, driver’s license—all gone. Your
bank later informs you that checks are being issued in your name.
It’s a pain, but you carry on. Two weeks later, you’re at work when four people walk in and sit in your section.
They start ordering drinks. You ask to see their IDs. A woman in the group hands a driver’s license to you. You
look down, and it’s yours.
That is precisely what police in Colorado say happened to Brianna Priddy, a server at a Lakewood Applebee’s.
Priddy, though, didn’t panic. “I handed it back to her and said, ‘Sure, I’ll be right back with your margarita,’” she told Denver’s NBC
affiliate. Priddy called the police, and tried to act normal while waiting for them to arrive.
“I put on my server smile and tried to take care of them, but I was shaking like crazy,” she said.
When police arrived, the woman, whose name has not been released, was arrested on suspicion of theft, identity theft and criminal
impersonation. Police also found narcotics in her possession.
“Dumb criminal,” Lakewood police spokesman Steve Davis told Denver’s 9NEWS. “That’s the first thing that comes to mind.”
http://tinyurl.com/c3vnseo
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The Practicum Placement
By Sandra Cotton

A

significant challenge in any Health Information Management
(HIM) program is in securing placements for the students.
Practical experience enables students to become familiar with
the realities of the workplace, and applying the theoretical
concepts learned. That practical experience benefits the students
when it comes time to look for permanent employment: While
learning the fundamentals is essential for anyone, it is through
applying the lessons that the knowledge is cemented. On-the-job
experience assures prospective employers that the candidates are
well grounded in practical realities that simply cannot be learned
in academic environments. True education integrates formal
classroom lesson and real world experience.

What is a practicum?

The practicum is an opportunity for first and second year HIM
students to evaluate the gulf between the theory learned in
school and the real world work experience. First and second
year students work with an organization (any organization that
deals with/manages information)
doing selected activities relevant
to the field of study. The student is prac·ti·cum (praktikəm)
available 5 days a week for a period noun (plural practicums)
of weeks. The student works under
the direction of a mentor doing the A practical section of a
functions required for a series of course of study: a teaching
practicum is included
tasks, or a project.

What is the skill set of the HIM student?

HIM programmes such as that offered by the Centre for Distance
Education are two years duration. First year content focuses on
the principles of information management with an emphasis on
health information. Students are introduced to the Canadian
legislative framework (from the Canada Health Act to PIPEDA),
privacy, confidentiality and security. They learn about Privacy
Impact Assessments and Threat Risk Assessments, and the use of
technologies in establishing information systems. The second year
provides greater emphasis on the legal system, the mechanics
of evaluating data quality, and the use of audits as tools for
evaluating security and privacy.

What is the typical background of an HIM student?

As with any group of people, students come to the HIM field with a
variety of experience and backgrounds are varied. The majority of
students in the HIM program at the Centre for Distance Education
are mature second career students who have undergraduate
degrees in different health and social sciences. Others have varied

backgrounds: from a lawyer to an MBA, those with degrees in
Informatics and Applied Mathematics, and others for whom this is
there first foray into post-secondary education. There is no typical
HIM student; yet the variety of experiences and backgrounds
brings different perspectives that enable students to appreciate
HIM in different ways.

What does the organization gain?

A practicum placement is often considered an investment in the
future. By providing the experience, an organization can ‘test
drive’ a potential future employee. Practicum students want to
enter the workforce, and are motivated to perform well; each
organization is a potential employer, and the practicum is like an
extended job interview. The student is available to participate in
organizational/departmental activities and brings enthusiasm,
motivation and genuine interest.
Of great concern, especially in these days of reduced budgets and
limited resources, is the question of remuneration. Typical student
practicum placements do not require the organization to pay the
student, although organizations often exercise their discretion to
provide students with a modest stipend.
What does the school gain? The organization is contributing to
the curriculum of the school, as the student reports on the things
learned, gaps in the education, and the newest technologies or
legal decisions. This feedback is invaluable as the school adjusts
its lessons to reflect the real world. Improved curriculum in
turn results in students whose knowledge more closely meets
the expectations and needs of the business community and
strengthens the HIM profession.
What types of activities can be considered? The breadth of
HIM education prepares students to perform a wide range
of activities, with distinctions between first and second year
students. Practicum success increases when activities relate to
the curriculum and the student’s experience.
First year students have been introduced to the importance of
unique client identification, source of truth documentation and
the principles of information management. The concepts and
principles of privacy and security have been introduced, as well
as the legislation framework presented by PIPEDA and provincial
health acts. Accordingly, they would benefit from activities
relating to the maintenance and data quality evaluations of client
databases.
Second year students have studied in much more detail privacy,
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The Practicum Placement
Continued from page 11

confidentiality and information security so should be able to
develop policy statements for organizations, and help develop
training material related to privacy and confidentiality for staff
or the public. Appropriate assignments would include student
involvement doing a PIA or a TRA. Second-year HIM students
should be able to perform activities to the level of an employee
with one year’s experience.
What are the specific responsibilities of the organization? In
discussion with the student’s Program Coordinator (PC), the
organization articulates a project to be done and the requisite
skill set. The PC matches the project to the available students
based on skills, geography (if that is an issue), and other relevant
factors. Once a suitable student candidate is identified, the school
arranges a meeting/phone call with the student to confirm the
project details and candidate suitability. The organization is
responsible to:
• Provide a contact person for the student, ideally the person
who will be guiding the activity
• Establish the work requirements and any operational
requirements (e.g. hours of work)
• Provide timely and constructive feedback to the student and
the school about the student’s performance, identifying the
individual’s strengths and weaknesses
• Evaluate the finished product or activity. This evaluation will
be 50% of the overall evaluation of the student’s performance.
The remaining 50% is evaluated by the Program Coordinator

What project could an HIM student could undertake? The
Project Coordinator and the organization examine the relevance
and suitability of each project. Through a collaborative process
the parties discuss the intricacies and complexity of the
project. Preferred projects relate closely to health information
management, however they need not be exclusively health based
since the principles of privacy and information management are
consistent whether for health delivery organizations or other
types of agencies. Projects involving access issues, information or
compliance audits, privacy and security are all possible candidates.
Where are the students? The Centre for Distance Education
is an online school, with students from British Columbia to
Newfoundland and Labrador. Practicum placements might be
in the city where the student resides, or could be undertaken
remotely using technology to facilitate project completion—
opens the door to a greater pool of students from which to draw
the best candidate for your projects.
What next? The Health Information Management student learning
experience is enhanced when coupled with life experience. To
achieve this, the school must correctly place students with the
right mix of skills, formal education, and previous life experience
within organizations that have specific time limited projects that
can be done by students with proper mentoring and constructive
feedback.
To explore the short-term and long-term benefits of student
Health Information Management practicum placements, contact
Sandra Cotton, BA, CHIM, Health Information Management
Program Coordinator, Centre for Distance Education —
scotton@cd-ed.com Toll-Free: 1.866.446.5898 www.cd-ed.com

May 13-14 Delta Winnipeg
Member Discount
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Operationalizing Privacy by Design: Guiding the
Implementation of Strong Privacy Practices
By Dr. Ann Cavoukian

Comprehensive privacy programs are an essential component of building trusting,

long term relationships with existing customers and stakeholders as well as, attracting
opportunity in the form of new ones. Privacy breaches can have profound and long-term
adverse consequences, including significant financial impacts and damage to the brand and
reputation of an organization.
I believe that every organization will benefit from embracing a Privacy by Design (PbD)
approach. This actionable framework seeks to protect privacy by embedding it into the
design specifications of technologies, business practices, and physical infrastructures.
Putting PbD into operation relies on building privacy in – early, robustly and systematically
– across the business ecosystem to yield meaningful benefits. Doing it right, the first time,
has long been recognized as a cost-saving strategy in multiple domains. Most importantly,
however, the approach fosters an environment where privacy harms are minimized or
entirely prevented from happening in the first place. Imagine the cost savings in avoiding
data breaches and the duty of care that follows.
The momentum behind PbD has been growing for the past several years. Its global
acceptance demonstrates that the power of the ‘build it in early’ approach to privacy is truly
without borders. Now, as this concept spreads, the question that remains is, “We believe in
PbD – but how do we do it?”
We are now at the stage where market and technology leaders, academics and regulators
are beginning to look at ways of translating the principles of PbD into technical and business
requirements, specifications, standards, best practices, and operational performance
criteria. Having repeatedly said that PbD is not a theoretical construct, its actual application
on the ground must be demonstrated.
The fact that every organization has specific privacy requirements dictated by a wide variety
of factors, it seems improbable that a comprehensive canon of privacy requirements will be
developed in the near future. Framing privacy as an issue of control – the need is to maintain
personal control over the collection, use and disclosure of one’s personally identifiable
information (PII). It is a concept that is best reflected in the German right of “informational
self-determination” and that the individual should be the one to determine the fate of his
or her personal information. Recognizing privacy as an exercise in control has always been
important, but it is critical today in an age characterized by far-reaching online social media
and ubiquitous computing.

Dr. Ann Cavoukian

Too often, issues of privacy and the protection of personal information are regarded as the
domain of large corporations – those with a Chief Privacy Officer (CPO) or formal privacy
infrastructure. This is not the case. The Internet has proven to be such a tremendous
leveller – today, relatively small organizations may control disproportionately large volumes
of PII. Every organization bears a responsibility to understand its relationship with PII and
strategize accordingly.
I believe that it is not the size or structure of the organization that matters, what matters is
that someone is charged with the responsibility of being accountable for the organization’s
privacy protection. In a large company, this may be the CPO, supported by application owners
and developers; in a smaller one, perhaps the founder is the one to be held accountable,
relying on contracted IT resource for support.

...15
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Operationalizing PbD
Continued from page 14

Recently, I published a white paper, Operationalizing Privacy by
Design: A Guide to Implementing Strong Privacy Practices as an
overview of some of the work that my office has been engaged
in over the years, and the experiences of our innovative partners
in these efforts to give meaningful effect to the principles of
PbD. Considering each of the 7 Foundational Principles, the
paper highlights a collection of associated activities that may
be described as “best practices” with respect to the execution
or fulfillment of that principle. The operational guidance for
the actions to implement PbD are provided in an overview form
below:
1. Proactive not Reactive; Preventative not Remedial: These
actions anticipate and prevent privacy invasive events before they
happen. Do not wait for privacy risks to materialize – the aim is to
prevent the breaches from occurring.
2. Privacy as the Default Setting: These methods seek to provide
privacy assurance – delivering the maximum degree of privacy by
ensuring that personal data are automatically protected in any
given IT system or business practice. No action should be required
on the part of the individual user to protect their privacy – it
should be built into the system, automatically – by default..
3. Privacy Embedded into Design: These actions embed privacy
requirements into the design and architecture of IT systems
and business practices. They are not bolted on as add-ons, after
the fact. Privacy should be an essential component of the core
functionality being delivered..
4. Full Functionality – Positive-Sum, not Zero-Sum: These actions
seek to accommodate legitimate interests and objectives in a
positive-sum, ‘win-win’ manner, not through a zero-sum (win/
lose) approach, where unnecessary trade-offs to privacy are
made. Avoid the pretense of false dichotomies, such as privacy vs.
security – demonstrate that it is possible to have both.
5. End-to-End Security – Full Lifecycle Protection: Security is the
key to privacy. These actions ensure cradle-to-grave, lifecycle

management of information, end-to-end, so that at the conclusion
of the process, all data are securely destroyed, in a timely fashion.
6. Visibility and Transparency – Keep it Open: Stakeholders must
be assured that whatever the business practice or technology
involved, it is, in fact, transparent to the user, and operating
according to the stated promises and objectives, subject to
independent verification. Remember, trust but verify.
7. Respect for the User – Keep it User-Centric: This method requires
architects and operators to keep the interests of the individual
uppermost by offering such measures as strong privacy defaults,
appropriate notice and empowering user-friendly options. Keep
it user-centric.
The exercise of operationalizing Privacy by Design – taking it from
principles to actions – is one that each organization will undertake
in its own way. It is my hope that as they do so, they will make
their own stories – their challenges, victories, and lessons learned
– broadly available so that the privacy community may continue
to build much-needed expertise, and grow best practices, for the
benefit of all. Our work is far from complete – in fact, it has just
begun. There is a long road ahead in the journey of translating
PbD’s 7 Foundational Principles into concrete, prescriptive
requirements, specifications, standards, best practices, and
operational performance criteria. It is a journey that must, by
necessity, involve not only executives, but especially software
engineers and designers, risk managers, marketing and customer
service professionals, legal departments, project managers,
privacy officers, and many others. It must also encompass
business requirements, engineering specifications, development
methodologies, and security controls according to each domain
or project scope.
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Opeationalizing PbD
Continued from page 15

There are already a number of initiatives underway
that represent the concrete steps taken toward
operationalizing PbD and making its implementation
part of the default rules for the next generation of
privacy advocates who will be tasked with responding
to the new challenges we will face. One exciting
development is a new Technical Committee of the
international standards body OASIS (the Organization
for the Advancement of Structured Information
Standards) – PbDSE (Software Engineers), to
develop and promote standards for PbD in software
engineering, that I am co-chairing with Dr. Dawn Jutla,
a professor of engineering at St. Mary’s University,
Nova Scotia. She is the winner of the prestigious U.S.
World Technology Award (IT Software – Individual
2009) and is recognized for her innovative work with
long-term significance on the evolving technological
landscape as well as the transcendent imperative of
privacy protection. At Carnegie Mellon University,
Professors Lorrie Faith Cranor and Norman Sadeh
have developed a new graduate program combining
engineering and privacy – a Master’s program in
“Privacy Engineering.” A major element of the
program is a PbD “learn-by-doing” component.
I have always said that Privacy by Design is not a
theoretical construct or academic formulation – it
has to have legs, on the ground, now, in order to
be effective. Together, we can make the concept of
privacy a reality, by design – now, and well into the
future.
Dr. Ann Cavoukian is the Information and Privacy Commissioner of Ontario.
The complete white paper, Operationalizing Privacy by Design: A Guide to
Implementing Strong Privacy Practices and many other resources can be found
on the Commissioner’s web site at www.privacybydesign.ca.
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Educating Access and Privacy Professionals:
Meeting the Challenges of Diversification & Complexity
By Eric Lawton

If you had a blank sheet of paper, what requirements would you list for an access and privacy

training program? As a young student just entering the field, or older student looking to
upgrade your skills, what are the criteria for a professional development program in access
and privacy to meet the needs of the current marketplace? What are you looking for?
Presumably, your goal is to land a satisfying, high-paying job. Or perhaps you want to take
another step up in your career. You want to make a difference. You want to contribute. These
are fundamental aspirations of every student who decides to pursue further education.
Beyond that, here are some of the learning outcomes we think are important:
• Program content must address the Canadian federal, provincial and municipal access and
privacy legal framework;
• Students must understand the core principles and processes of access to information and
protection of personal information;
• Students must understand the links between access to information, democracy,
accountability of organizations and public officials, and how to advocate for greater
openness;
• Students must understand the importance of information in the life of organizations and
the need to protect fundamental rights and information about individuals. Students must
also understand the value of information as a commodity;
• Students must acquire basic knowledge of related disciplines such as records and
information management, risk management, legal compliance, information security, and
enterprise architecture;
• Students must understand the tensions between greater transparency and the needs of
the individual, public bodies and commercial entities;
• Students must understand the forces and role of different actors, including governments,
citizens, the media, police, virtual communities, researchers, technology developers,
marketers, to name a few, and the interaction between these actors and the effect on
access to information and privacy rights—particularly when these actors are in different
jurisdictions inside and outside of Canada

Individuals need the skills
to engage in the online
world without comprising
their own or others’
information.
Privacy Commissioner Jennifer Stoddart

• The program must look to the future by addressing the connected society, ubiquitous
computing, data analytics, increasing surveillance and security risks, and anticipating
other technological, social, legal, and cultural advancements.
Obviously, this list covers a wide range of knowledge and skills. This is because industry,
government and other organizations have a rapidly growing need for information
professionals who can help them respond to complex issues relating to the development of
new products, services, infrastructures and business processes that facilitate the collection
and management of information. Major efforts are under way in many organizations to
convert manual processes to electronic processes, expand health information networks,
integrate personal/corporate online platforms, establish new service delivery partnerships,
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Professional Development
Continued from page 18

and conduct large-scale data analysis. Proper information
management is crucial to success in these initiatives. Proper
information protection is critical for organizations and individuals
to avoid damage to their reputation and revenue.
To be successful in one’s career, it will be necessary to be
knowledgeable and adaptable to different roles within an
organization and offer value at each. The successful professional
is one who provides direction and leadership in an organization to
help it achieve its business objectives and legislative compliance
requirements while respecting the rights of its employees, clients
and patients (and employees who are clients or patients in the
same organization).
The training programs of the past, in traditional
classroom formats, are still important. Classroom
learning offers the opportunity for students to
mingle and discuss new ideas and concepts in
an environment that is focussed on learning and
mastering the material. The best training programs
combine classroom discussion with individual or
group assignments to challenge students’ critical thinking skills
and deepen their understanding of important terms and concepts.
Teaching formats are increasingly shifting to online delivery, which
introduces new challenges and opportunities to reach more
students in different places, at different times of day. Distance
education includes purely Internet-based course delivery or a
combination of classroom/internet, video-conference/Internet,
and print-based. The goal is not to eliminate classroom learning,
but to offer a greater array of learning opportunities to allow
students to fit education into their lives.
Courses should be defined as part of a study program that maps
to typical job requirements in roles that are most in demand in
organizations, such as FOI Coordinator, ATIP Officer, Compliance
Officer, Adjudicator, Investigator, Health Information Manager.
Another consideration is structuring the courses in defined preapproved paths to meet education requirements for professional

certification, such as the three levels—AAPP, CAPP, and MAPP—
in PACC’s certification program. The education requirements for
each level have been defined at a high level, and align with the
National Competency Standards; and work continues to identify
the existing courses that map to those requirements and what
new courses are required
Today’s access and privacy professionals are at a crossroads. The
access and privacy profession has undergone significant growth
and change in the past few years. From its origins in the 1990s
when the job of an access to information and privacy professional
was primarily about administering FOI requests and preventing
inappropriate use and disclosure of personal
information, today the role is quite different. Access
and privacy professionals still have the same daily
tasks as in the early days, but they are working in an
array of public and private sector organizations and
have to deal with questions about new technology
and laws; how to improve compliance with local,
national, and international requirements; how
to identify, assess, and reduce risks of privacy
breaches; how to know customers and patients better while
not gathering more personal information than is reasonable;
how to consolidate, share and analyze data; and myriad other
considerations. Clearly, the role is a complex one that demands
appropriate education, knowledge, and experience.
Any program that aspires to prepare students for this environment
must be aware of students’ and employers’ expectations and the
challenges that lie before them. The program itself must also
adapt to rapid changes in the environment to remain relevant so
that access and privacy professionals can meet their personal and
professional goals.
Tell us what you think. Send your comments and suggestions to
certification@PACC-CCAP.ca
Eric Lawton, MAPP, is the Director of Professional Certification and a Senior Privacy Specialist
with the City of Toronto. He can be reached at Certification@PACC-CCAP.ca or by phone at
877.746.PACC.
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Canada’s new Anti-Spam and Online Fraud Act
By Bradley Freedman

C

anada’s new anti-spam and online fraud act (commonly known as “CASL”) and the
American Controlling the Assault of Non-Solicited Pornographic And Marketing Act of 2003
(commonly known as “CAN-SPAM”) both regulate unsolicited electronic communications,
but there are significant differences between the two laws. CASL establishes one of the
strictest anti-spam regimes in the world, with a much broader scope of application than
CAN-SPAM and with restrictions and requirements that are far more onerous than those
under CAN-SPAM.
Following is a summary of the key differences between CASL and CAN-SPAM with respect to
the regulation of unsolicited commercial electronic messages:
• Messages: CASL applies to any electronic message (email, text, sound, voice or image)
sent to an electronic address (email, instant message, telephone or similar account).
CAN-SPAM applies to electronic mail only.
• Commercial Purpose: CASL applies to an electronic message if one of its purposes is
to encourage participation in a commercial activity (a transaction, act or conduct of a
commercial character) whether or not in expectation of profit. CAN-SPAM applies to
a message only if its primary purpose is commercial advertisement or promotion of a
commercial product or service.
• Extra-Territorial Application: CASL applies if a computer system in Canada is used to
send or access a regulated message, subject to limited exceptions. The extra-territorial
application of CAN-SPAM is not specified.
• Consent: CASL is an opt-in regime, which prohibits sending a regulated message unless
the recipient has given consent (express or implied in limited circumstances), subject
to limited exceptions, and a regulated message cannot be used to request consent to
receive future regulated messages. CAN-SPAM is an opt-out regime, which permits
sending a regulated message unless the recipient has previously opted out of receiving
the message.
• Information Disclosure for Express Consent: CASL requires that a request for express
consent to receive a regulated message include disclosure of prescribed information
(purpose of consent, name and contact details of persons requesting consent, and
statement that recipient can withdraw consent). CAN-SPAM does not require express
consent or related information disclosures.

Bradley Freedman

• Implied Consent: CASL recognizes implied consent to receive a regulated message in
limited circumstances, many of which are time limited and subject to withdrawal of
consent. CAN-SPAM generally recognizes implied consent where the recipient has not
opted out of receiving a regulated message.
• Formalities: CASL and CAN-SPAM both require that certain information and an unsubscribe
mechanism be included in a regulated message, but those requirements are different.
• Exceptions: CASL and CAN-SPAM both recognize various exceptions to certain restrictions
and requirements, but the exceptions are different.

...21
Spring 2013 | THE WINSTON REPORT | Subscriptions@AMINAcorp.ca | page 20

Anti-Spam and Online Fraud
Continued from page 20

• Vicarious Liability: CASL imposes vicarious liability on corporate
directors and officers (who are personally liable if they
direct, authorize or assent to, or acquiesce or participate in,
a contravention of CASL) and employers (who are liable for
acts of employees/agents within scope of their employment/
agency), subject to a due diligence defence. CAN-SPAM does
not expressly impose vicarious liability.
• Private Civil Action: CASL allows any individual or organization
affected by a contravention of CASL to sue for compensatory
damages and a penalty of $200 per contravention to a maximum
of $1 million per day, and class proceedings are possible. CANSPAM allows affected Internet access service providers to sue
for statutory damages.
CASL is expected to come into force in late 2013 or early 2014,
after all required regulations have been finalized.

A revised set of proposed Governor in Council Regulations for
Canada’s Anti-Spam Legislation were posted for consultation
in Part I of the Canada Gazette from January 5th to February
4th, 2013.
Copies of the submissions received during the consultation
period are available at http://www.fightspam.gc.ca/eic/
site/030.nsf/eng/00257.html

American organizations that send commercial electronic
messages to recipients in Canada must comply with CASL, unless
limited exceptions apply, or risk potentially severe consequences,
including administrative penalties (up to $1 million per violation for
individuals and up to $10 million per violation for organizations).
Due to the significant differences between CASL’s opt-in regime
and CAN-SPAM’s opt-out regime, CAN-SPAM compliance practices
will not ensure compliance with CASL. Accordingly, American
organizations that send commercial electronic messages to
recipients in Canada should now be preparing to comply with
CASL.
Bradley J. Freedman is a partner at Borden Ladner Gervais LLP in Vancouver, British Columbia,
and the Vancouver office Technology Law Practice Leader.

Did You Know...
Calling a toll-free number from a blocked
phone number is no guarantee that your
number will remain private.
Many toll-free systems reveal and record your
phone number, even if there is a permanent
block or a call-based block of the outbound
phone number.
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A first look at the new ISO 27001 and 27002
(2013 draft version)
By Dejan Kosutic

When I heard the news that the DIS (draft) version of ISO

27001:2013 is publicly available at the BSI website (until 23 March
2013), I was very impatient to read it. Although one should not
get too excited yet – this draft version might differ quite a bit from
the final version of the standard (expected to be published in the
second half of 2013) – the purpose of such a draft standard is to
be revised based on many inputs during a public debate.
When compared to the old (still valid at the time of writing this
article) ISO/IEC 27001 from 2005, the changes are actually not too
drastic – here are the main differences I found:

The structure

As expected, the new ISO 27001 will be compliant with Annex
SL of ISO/IEC Directives, in order to be aligned with all the other
management standards – this is already evident in ISO 22301, the
new business continuity management standard. So, here are the
main clauses that you will see in all the management standards:
0 Introduction
1 Scope
2 Normative references
3 Terms and definitions
4 Context of the organization
5 Leadership
6 Planning
7 Support
8 Operation
9 Performance evaluation
10 Improvement
Naturally, Annex A is still here in the new ISO 27001 – this is where
all the controls are listed. The quite useless Annex B from the old
standard is gone, while there is no need for Annex C anymore.

Interested parties

The huge importance of interested parties, which can include
shareholders, authorities (including legal and regulatory
requirements), clients, partners, etc., is recognized in the new
ISO 27001 – there is a separate clause that specifies that all
the interested parties must be listed, together with all their
requirements.
This is definitely an excellent way of defining key inputs into the ISMS.

Documented information

The concepts of “documents” and “records” are merged together;
so, now it is “documented information.” Consequently, all the
rules that are required for documentation control are now valid

for both documents and records; the rules themselves haven’t
changed much from the old ISO 27001.
The requirement in the old standard for documented procedures
(Document control, Internal audit, Corrective action, Preventive
action) is gone – however, the requirement for documenting
the output from those processes remains in the new standard.
Therefore, you don’t need to write those procedures, but you
need to maintain all the records when managing documents,
performing internal audits, and executing corrective actions.
Also, the clause from the old standard where all the required
documents are listed (4.3.1) is gone – there is no central list of
required documents.

Risk assessment and treatment

Assets, vulnerabilities and threats are not the basis of risk
assessment anymore! It is only required to identify the
risks associated with the
confidentiality, integrity and
availability – although this might
seem too radical of a change,
the authors of the new standard
wanted to allow more freedom in
the way the risks are identified;
however, I assume that the
assets-vulnerabilities-threats
methodology will remain as a
best practice for a long time.
The concept of determining the
level of risk based on consequences and likelihood remains the
same.
Further, Risk Assessment Methodology does not need to be
documented, although the risk assessment process need to be
defined in advance; the concept of asset owner is gone, too – a
new term is used: “risk owners” – so the responsibility is pushed
to a higher level.

Objectives, monitoring and measurement

A big change here: these are not mentioned within some other
requirements, but now there are separate clauses with very
concrete rules. The rules are that you need to set clear objectives,
you need to define who will measure them and when, and you
need to define who should analyze and evaluate those results.
Further, comprehensive plans need to be developed that will
describe how the objectives will be achieved.
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Changing ISO 27002

Continued from page 22
This is definitely something that will bring ISMS closer to other
management processes in a company. Hopefully, it will push
information security onto the management agenda because –
once you have very clear figures as to how your security performs
– you cannot turn your head away from it.

In other words, companies that mean well and really want to
increase their level of security will find it easier to comply with
this standard; however, the companies that not so positive and
are looking for loopholes to implement it only for the sake of
certification will see this standard as an opportunity.

Corrective & preventive actions

Changes in the new ISO 27002

Further, a distinction is made between corrections that are made
as a direct response to a nonconformity, as opposed to corrective
actions that are made to eliminate the cause of a nonconformity.
This way another ambiguity from the old standard is resolved.

So, let’s take a look at what changes are proposed for ISO 27002
(source: BSI website) – it is important to note here that since this
is only a DIS (draft) version of ISO 27002:2013, it is expected that
the final version will differ quite a bit. Here I’ll focus mainly on how
the controls are structured, and not so much on their description
– so here are the main differences:

The biggest change is there are no preventive actions anymore,
at least not at first sight – they are basically merged in risk
assessment and treatment, where they naturally belong.

Communication

This is also a new clause where all the requirements are
summarized – what needs to be communicated, when, by whom,
through which means, etc. This will help overcome the problem
of information security being only an “IT thing” or “security thing”
– the success of information security depends on both the IT side
and the business side, and their overall understanding about the
purpose of information protection.

What will this mean for the implementation?

I must admit I like all these changes – not only will the new ISO
27001 be easier to integrate with other management standards
like ISO 9001, ISO 22301, ISO 20000 and others, but it also allows
more freedom for companies (especially smaller ones) to scale
the ISMS to their real needs and thereby avoid unnecessary
overhead. But this may also turn out to be the greatest weakness
of this new standard – because of its loose definitions, some
companies may try to focus on satisfying the minimum instead of
focusing on increasing security.

Controls from ISO 27001 Annex A cannot change without changing
ISO 27002 because the essence of these two standards is to be
aligned.

Number of sections

As expected, the number of sections has increased – from 11
sections containing controls in the old standard to 14 in the new.
This way, the problem in the old standard, where some controls
were artificially inserted in certain areas where they did not
belong, is now resolved.
Number of controls – surprisingly, the number of controls has
decreased – from 133 to only 113! This is due to eliminating some
controls that were too specific or outdated.
Structure of sections – Cryptography has become a separate
section (#10) – it is (logically) not part of Information systems
acquisition, development and maintenance any more. A similar
thing has happened with Supplier relationships – as deserved,
they have become a separate section (#15). Communications and
operations management is divided now into Operations security
(section 12), and Communications security (now section 13). Here
is how the sections look now:
...24
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Changing ISO 27002

Continued from page 23
5 Security Policies
6 Organization of information security
7 Human resource security
8 Asset management
9 Access control
10 Cryptography
11 Physical and environmental security
12 Operations security
13 Communications security
14 System acquisition, development and maintenance
15 Supplier relationships
16 Information security incident management
17 Information security aspects of business continuity
18 Compliance

Placement of security categories
Categories have mixed a bit:

• Mobile devices and teleworking, previously in Access control, is
now 6.2 – part of section 6 Organization of information security.
• Media handling was previously part of Communications and
operations management, but now it is 8.3, part of 8 Asset
management.
• Operating system access control, and Application and
information access control, have now merged into System and
application access control (9.4), and have remained in section
9 Access control.
• Control of operational software, previously a single control
in Information System acquisition, development and
maintenance, is now a separate category 12.5, part of the
Operations security section.
• Information systems audit considerations have moved from
Compliance to 12.7, part of the Operations security section
• Security category called Network access control is gone, and
some of its controls have moved to section 13 Communications
security.
• Information transfer (previously called Exchange of information)
is now 13.2, part of section 13 Communications security.
• The controversial category Correct processing in applications
(part of the old Information System acquisition, development
and maintenance) is now gone.
• Electronic commerce services does not exist as a separate
category anymore, and controls are merged into 14.1 Security
requirements of information systems.
• Two categories from the section Information Security Incident
Management are now merged into one.
• The Business continuity section has received a new category
– 17.2 Redundancies. Basically, this is about disaster recovery.

• 14.2.6 Secure development environment – establishing and
protecting development environment
• 14.2.8 System security testing – tests of security functionality
• 16.1.4 Assessment and decision of information security events
– this is part of incident management
• 17.2.1 Availability of information processing facilities –
achieving redundancy

Controls that are gone

Finally, here are some of the controls that do not exist anymore:
6.2.2 Addressing security when dealing with customers
10.4.2 Controls against mobile code
10.7.3 Information handling procedures
10.7.4 Security of system documentation
10.8.5 Business information systems
10.9.3 Publicly available information
11.4.2 User authentication for external connections
11.4.3 Equipment identification in networks
11.4.4 Remote diagnostic and configuration port protection
11.4.6 Network connection control
11.4.7 Network routing control
12.2.1 Input data validation
12.2.2 Control of internal processing
12.2.3 Message integrity
12.2.4 Output data validation
11.5.5 Session time out
11.5.6 Limitation of connection time
11.6.2 Sensitive system isolation
12.5.4 Information leakage
14.1.2 Business continuity and risk
assessment
14.1.3 Developing and implementing
business continuity plans
14.1.4 Business continuity planning framework
15.1.5 Prevention of misuse of information processing facilities
15.3.2 Protection of information systems audit tools
Since the structure of ISO 27002 is completely aligned with
controls from ISO 27001, all these changes are also valid for new
ISO 27001 Annex A.
At first sight, there are many changes… However, I don’t think
most of these changes are really fundamental – many of them
have actually corrected the incorrect structure of the old ISO
27002, and added the controls that were missing in the first place.
Some things did change – like network security and development
process – these areas are now more loosely described and thus
more freedom is given to companies on how to implement them.
To conclude, I like these changes – it seems to me implementing
this new standard is going to be easier.

New controls – here are a few controls that are new:

• 14.2.1 Secure development policy – rules for development of
software and information systems

Dejan Kosutic is an expert in information security (ISO 27001) and business continuity management
(ISO 22301/BS 25999).Reprinted with permission from ISO 27001 & ISO 22301 Blog http://blog.iso27001standard.com

• 14.2.5 System development procedures – principles for system
engineering
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Important Reading

Opening Government is the first document of its

Real and Substantial Connections: Enforcing Canadian Privacy

To help inform governments, civil society and the private
sector in developing their Open Government Partnership
commitments, the Transparency and Accountability
Initiative (T/AI) reached out to leading experts across a
wide range of open government fields to gather their input
on current best practice and the practical steps that OGP
participants and other governments can take to achieve it.

Any organization that captures personal data in Canada for
processing is deemed to have a “real and substantial connection” to
Canada and fall within the jurisdiction of the Personal Information
Protection and Electronic Documents Act (PIPEDA) and of the
Office of the Privacy Commissioner of Canada. What has been the
experience of enforcing Canadian privacy protection law on USbased social networking services? We analyze some of the highprofile enforcement actions by the Privacy Commissioner. We
also test compliance through an analysis of the privacy policies
of the top 23 SNSs operating in Canada with the use of access
to personal information requests. Most of these companies have
failed to implement some of the most elementary requirements
of data protection law. We conclude that an institutionalization
of non-compliance is widespread, explained by the countervailing
conceptions of jurisdiction inherent in corporate policy and
technical system design.

kind to compile the state of the art in transparency,
accountability and citizen participation across 20 areas of
governance, ranging from broad categories such as access
to information, service delivery and budgeting to more
specific sectors such as forestry, procurement and climate
finance.

Each expert’s contribution is organized according to three
tiers of potential commitments around open government
for any given sector—minimal steps for countries starting
from a relatively low baseline, more substantial steps for
countries that have already made moderate progress,
and most ambitious steps for countries that are advanced
performers on open government.
The full report is available for download at http://www.
transparency-initiative.org/reports/opening-government

Laws Against American Social Networking Companies, by Colin
Bennett, Christopher Parsons, and Adam Molnar.

Big Data and Analytics: Seeking Foundations for Effective

Privacy Guidance. Guidance for developing analytics frameworks
that respect privacy. Center for Information Policy Leadership.

Alone together: why we expect more
The Right to Information in International Human Rights from
technology and less from each
Law. Maeve McDonagh, Professor of Law, University
College Cork, Ireland. This article explores the conceptual
basis for the recognition of a right to information. It
commences by reviewing developments in the recognition
of a right to information in international human rights
law. The role of the right to freedom of expression in
furthering the recognition of a
right to information is highlighted
while the engagement of other
rights in such recognition is also
explored. The article considers
the contribution made by
the instrumental approach to
the recognition of a right to
information in international
human rights law. Finally it
explores whether there might exist
an intrinsic right to information
independent of other rights.

other. Sherry Turkle. New York, NY: Basic
Books, c2011

Building a Model for Online Distance

Courses Through Social Media and
Networks.
Ed
Dixon
(University
of Pennsylvania, USA) For anyone
contemplating an online learning
environment, this article explores
principles to maximize participation,
promote learner autonomy and influence
student outcomes when applied to collaborative online learning
spaces. Important lessons are available from this exploration of
the real-life experience of developing, implementing, monitoring
and maintaining an online student learning environment.

H

ow to talk so people listen: connecting in today’s workplace.
Sonya Hamlin. New York, NY: Collins, c2006
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Recent Decisions

GPS

monitoring of company vehicles was the
subject of a recent investigation by the British
Columbia Information and Privacy Commissioner.
The case involved a complaint arising from an
employer’s use of GPS monitoring technology in
company vehicles.
The employer, Schindler Elevator Corporation, collects information
using a GPS and engine status data system installed in its service
vehicles, which are assigned exclusively to its mechanics.
Mechanics do not report to work at an office; they travel from
their homes to job sites on assigned routes. Schindler’s GPS
technology monitors the manner in which each vehicle is driven,
as well as a vehicle’s location, movements, and the time and date
of its locations. The engine status component records the vehicle
engine’s start and stop times, as well as things like excessive
speeding, braking and acceleration. The GPS system generated
reports about vehicle use that deviated from acceptable norms.
Among other things, Schindler collects and uses this information
for employment management purposes; the information is
personal information and employee personal information.
The Commissioner considered whether the collection and use
of “employee personal information” under the PIPA apply in this
case, and concluded that Schindler’s collection and use of the
data is consistent with PIPA: It collects and uses the data for a
purpose reasonably required to establish, manage or terminate
an employment relationship, and the employees were given
notice of the collection. The Commissioner also determined that
the collection and use of personal information in this case was
both reasonable and authorized under PIPA.
Read the Commissioner’s Order at http://oipc.bc.ca/orders/1491

Cell phone privacy was adjudicated in R. v. Fearon

(2013 ONCA 106), the Ontario Court of Appeal
recently found that police may examine the contents
of a cell phone “in a cursory fashion” if the phone
is not password protected or otherwise “locked”.
Although the Court acknowledged “the highly
personal and sensitive nature of the contents of a cell phone
and the high expectation of privacy that they may attract”, the
Court considered that the lack of password protection makes the
contents of the phone—including photos and text messages—
readily available to anyone. The Court further clarified that “If the
cell phone had been password protected or otherwise “locked”
to users other than the appellant, it would not have been

appropriate to take steps to open the cell phone and examine its
contents without first obtaining a search warrant.”
The Canadian Civil Liberties Association, as an intervenor in
Fearon, asked the court to recognize that a warrantless search of
an electronic device that has already been seized incident to arrest
is unlawful, absent exigent circumstances. The Criminal Lawyers’
Association took a similar position, but would permit the police
to do a cursory examination of a cell phone to determine if it
contained relevant evidence. The Director of Public Prosecutions
of Canada submitted that there should be no cell phone exception
to the common law search incident to arrest. Such an exception is
unwarranted and would complicate the law for the worse.
The Ontario Court of Appeal declined to create a specific new rule
for all cellphone searches, and the BC Court of Appeal cautioned
that the propriety of border searches would be determined on a
case-by-case basis. Thus the potential exists that Canada Border
Services will add “cursory” cell phone searches to its list of border
procedures.
To avoid “cursory” examinations of the cell phones and other
devices—and to safeguard any personal or other sensitive
information—encryption and strong passwords should be a
routine procedure for travelers.

N

	
   ewfoundland’s Information and Privacy Commissioner

released Report A-2013-004 concerning an access to
information request for access to the contents of a
solicitor’s file relating to the Applicant. The request was
rebuffed by rebuffed by the Department of Justice,
which refused access to all responsive records
pursuant to section 21 of the ATIPPA (legal advice).
The Department also refused to provide the responsive records to
the Commissioner’s Office in response to the Applicant’s Request
for Review.
After a court-ordered production of the records to the Office of
the Information and Privacy Commissioner, and the additional
claim of section 30 (disclosure of personal information), the
Commissioner determined that the Department had improperly
applied section 21 to the majority of the records. The Department
was attempting to withhold publicly available information that
was created by or had previously been sent to the Applicant, and
information which simply did not fit within the claimed exception.
Consequently, the Commissioner recommended the release of
this information.
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Travelers’ Privacy
Inside the USA and Canada

E

ntering the United States carrying a laptop, smart phone or
other digital storage device can be problematic for Americans and
foreigners alike.
As a matter of protecting against the entry of prohibited materials,
or for other national security reasons, DHS conducts warrantless
searches at the border, without the need to
have any suspicion of wrongdoing. DHS has
for several years searched travelers’ electronic
devices (laptops, cell phones, tablets, cameras,
etc.), and has copied and seized data found on
electronic devices.
In practice, therefore, the Fourth Amendment
rights and other provisions of the Constitution
that are afforded to US citizens have been
suspended while at the border (and they offer
no protection whatever for non-US citizens).

A

traveler who was waiting at Vancouver International Airport
to board her flight to Japan was questioned by a Border Services
Officer to determine whether the traveler was carrying a large
amount of currency. The Officer found nothing of interest when
he searched the woman’s purse but, during further conversation
with the woman, the Officer became suspicious that the woman
might be transporting illegal drugs. As a result, the
officer detained the traveler and her luggage was
examined—revealing that she was transporting a
large amount of methamphetamine. The traveler
was arrested, charged with possession and
trafficking, and subsequently found guilty.
The woman appealed her conviction to the British
Columbia Court of Appeal, which considered the
matter of traveler’s privacy rights and whether
her detention was a violation of her s. 8 Charter
rights.

A March, 2013, decision by the 9th Circuit Court of Appeal has
changed the landscape.
In US v Cotterman, the Court determined that, although travelers
have a “diminished expectation of privacy at the border”, the 4th
Amendment does indeed apply at the border. The Court further
determined that “a suspicionless cursory scan of a package in
international transit [is] not unreasonable”, and that having
password-protected files does not provide reasonable” suspicion.
The Court of Appeal made it clear that such searches are “still
measured against the Fourth Amendment’s reasonableness
requirement, which considers the nature and scope of the search.
Significantly, the Supreme Court has recognized that the “dignity
and privacy interests of the person being searched” at the border
will on occasion demand “some level of suspicion in the case of
highly intrusive searches of the person” (Flores-Montano, 541
US at 152). Likewise, the Court noted that “some searches of
property are so destructive,” “particularly offensive,” or overly
intrusive in the manner in which they are carried out as to require
particularized suspicion Id. at 152, 154 n.2, 155–56; Montoya
de Hernandez, 473 U.S. at 541. The Court has not defined the
parameters of a reasonable border search, and pointed to the
need to determine reasonableness on a case-by-case analysis.
The court’s ruling also acknowledges, for the first time, that the
contents of a laptop can be “personal”:

The British Columbia Court of Appeal determined that travelers
entering and leaving Canada are subject to detention and
search, and that “the liberty interest and expectation of privacy
of travellers is reduced at border crossings regardless whether
they are arriving, in-transit or departing.” Routine screening
procedures, including searching purses and luggage, apply equally
to travelers entering, leaving, and in transit through Canada.
In contrast to the United States, which treats its borders and the
100 miles inland of its borders and shores as “Constitution-free”
zones, the BC Court of Appeal noted that:
Border crossings are not Charter-free zones. Border officials
must be alive to the rights of travellers under Canadian law.
While border officials have a right to make routine inquiries
as part of the screening process, once border officials have
“assumed control over the movement of [a traveller] by a
demand that had significant legal consequences” the person
is detained and must be apprised of his or her rights and
afforded an opportunity to contact counsel. At that point,
constitutional rights are fully engaged. [reference omitted,
para. 81]
The complete decision in R. v. Nagle, 2012 BCCA 373, is available
at www.courts.gov.bc

The amount of private information carried by international

...28
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Travelers’ Privacy Inside the USA
Continued from page 27

travelers was traditionally circumscribed by the size of the traveler’s luggage or automobile. That is no longer the case. Electronic
devices are capable of storing warehouses full of information. The average 400-gigabyte laptop hard drive can store over 200 million
pages—the equivalent of five floors of a typical academic library.... Even a car full of packed suitcases with sensitive documents
cannot hold a candle to the sheer, and ever-increasing, capacity of digital storage.
The nature of the contents of electronic devices differs from that of luggage as well. Laptop computers, iPads and the like are
simultaneously offices and personal diaries. They contain the most intimate details of our lives: financial records, confidential business
documents, medical records and private emails. This type of material implicates the Fourth Amendment’s specific guarantee of the
people’s right to be secure in their “papers.”.... The express listing of papers “reflects the Founders’ deep concern with safeguarding
the privacy of thoughts and ideas—what we might call freedom of conscience—from invasion by the government.”... These records
are expected to be kept private and this expectation is “one that society is prepared to recognize as ‘reasonable.’”
Electronic devices often retain sensitive and confidential information far beyond the perceived point of erasure, notably in the
form of browsing histories and records of deleted files. This quality makes it impractical, if not impossible, for individuals to make
meaningful decisions regarding what digital content to expose to the scrutiny that accompanies international travel. A person’s
digital life ought not be hijacked simply by crossing a border. When packing traditional luggage, one is accustomed to deciding
what papers to take and what to leave behind. When carrying a laptop, tablet or other device, however, removing files unnecessary
to an impending trip is an impractical solution given the volume and often intermingled nature of the files. It is also a timeconsuming task that may not even effectively erase the files.
To read the ruling visit http://cdn.ca9.uscourts.gov/datastore/opinions/2013/03/08/09-10139.pdf

Many people would expect that US Customs may only conduct “border searches” or “border operations” at the US/Canada or

the US/Mexico border, but that is not entirely accurate. The Department of Homeland Security has declared that the US border
extends 100 MILES inland of the border or coastline, and the US courts have deemed that to be a “reasonable distance” within
which to engage in border security operations including warrantless searches. Thus it is not unreasonable to be stopped at a
“border checkpoint” that is located well within the United States. Canadians, and the digital storage devices they carry, are subject
to “border searches” within the 100 mile “constitution-free” zone.
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Legislative Changes

R

ecent amendments to the reporting entity obligations under
Canada’s Proceeds of Crime (Money Laundering) and Terrorist
Financing Act have been approved. The changes will take effect
on February 1, 2014.
The new regulation concerns customer identification
requirements; record keeping requirements; transactions that
must be reported (such as large cash transactions, electronic
funds transfers and casino disbursements); and compliance
regime requirements.
Additional information about the changes will be available in
updates to the FINTRAC Guidelines in the fall of 2013.

Bill C-12, introduced in September 2011, has not moved beyond

first reading. On February 6, 2013, Bill C-475 received first reading.
The bill would amend PIPEDA to require that organizations notify
the federal Privacy Commissioner about any incident that involves
“the loss or disclosure of, or unauthorized access to, personal
information, where a reasonable person would conclude that
there exists a possible risk of harm to an individual as a result of
the loss or disclosure or unauthorized access”.
Bill C-475 includes criteria to evaluate whether a breach meets the
mandatory notice threshold. As with Alberta’s mandatory breach
notification provisions in its private sector privacy legislation, Bill
C-475 provides that the Federal Privacy Commissioner would
be empowered to require organizations to notify individuals
affected by a data breach. In addition, the bill would strengthen
the Commissioner’s power, and provide a right of action against
organizations that fail to comply with the Commissioner’s orders.

Member Discount
CPE Credit

Spring 2013 | THE WINSTON REPORT | Subscriptions@AMINAcorp.ca | page 29

Privacy and Access Council of Canada – Conseil du Canada de l’Accès et la vie Privée

For certification or membership information call 877.746.7222 (877.746.PACC)
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