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From the Editor

The world appears to be changing at a more frenetic pace than many of us ever envisioned.

Technology that not long ago was the stuff of science fiction has become a reality. The
new and unexpected ways that some technology is being used is mind-boggling, and having
a direct impact on individuals, businesses and governments. Through it all, they have an
unanticipated impact on Canada’s privacy and access professionals as well.
This issue of The Winston Report explores some of the more difficult aspects of access and
privacy, from the perspective of business and industry. It’s been a long time coming, but
the disaster recovery, technology and security professionals are realizing that they don’t
have all the answers. Access and privacy practitioners are starting to see that as well. Some
of the modern realities are difficult to grasp, others are difficult to discover, and yet others
are difficult to believe. Yet the modern reality requires that access and privacy can only be
accommodated when all of these disciplines are considered, as a whole. I take a look at a
few of the problems and unanticipated consequences arising out of recent revelations of
state surveillance on citizens, and the impact on access and privacy.
Bill Wood explores the critical intersection between security and privacy and offers some
wisdom and insight based on his many years of professional experience. Lindsey Pinto
takes a look at the impact that individuals have on access and privacy, and how individual
engagement rolls up to have a direct impact on democracy and freedom. Her words are an
inspiration to many people who are content to let others take the risk.
Now that Canada’s access and privacy regime is 30 years old it’s time to ask why so many
access and privacy obstacles exist in our workplaces across the country. Are public policy or
corporate complacency part of the puzzle? Donna Harasymec asks some tough questions
and wonders what it will take to promote awareness and compliance.
For anyone who’s wondered how to prove their privacy program works, or how to
demonstrate accountability, Sandra Smith-Frampton takes us on a journey into the world
of producing evidence to substantiate that organizational privacy policies and practices are
implemented, adhered to, and maintained.
With summer upon us, I hope you enjoy reading these special articles and the Regular
Features, and look forward to your letters, comments, and suggestions for future editions.

Sharon Polsky

Enjoy this issue! Share this journal with colleagues and clients. And reach out to us at The
Winston Report to let us know what’s important to you. Be vocal — your opinion counts!
Send your comments to Editor@AMINAcorp.ca
Sharon Polsky, MAPP
Editor-in-Chief
President, PACC-CCAP
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Editor-In-Chief

Positioned to Win:
How citizen engagement is key to new privacy safeguards
By Lindsey Pinto

Questions like “Why should I care about privacy when I have nothing to hide?” and “How
can I care about privacy when I care about transparency?” are among the first that come to
a person’s mind when they’re asked about their feelings on privacy legislation and policy.

Those who have worked on privacy and civil liberties issues are well-versed in the knowledge
that privacy rights have little do with hiding a wrong and more to do with being in control;
however, for much of the public, these questions are still foremost on their minds.
It’s not that Canadians—even young “digital natives”—don’t care about the issue. When the
discourse shifts from covering-up to choosing what to expose, it becomes clear that today’s
communicators are quite engaged in privacy issues. Even Canada’s Privacy Commissioner,
Jennifer Stoddart, has noted that teenagers in particular “seem to be thinking about privacy
a lot more than other generations did from what we can observe”.
Nevertheless, there’s a widespread perception that citizens, especially citizens online, don’t
care about their privacy. After all, discussions of ‘privacy’ alone—without mention of issues
of control or potential consequences—can be pretty disengaging. But this has become
something of a self-fulfilling prophecy: when advocates and experts believe that citizens
don’t care about privacy, it justifies neglecting to expend energy to help them understand
why they should care. And in so doing, we miss out on an incredible opportunity to assert
our fundamental rights.

The power of the crowd
If you followed the most recent fight against the government’s proposed “Lawful Access”
legislation, you’ve likely come across the Twitter hashtag #TellVicEverything. This was a
snippet of text included in 140-character tweets from Canadians across the country, which
mocked Public Safety Minister Vic Toews’ assertion that people “can either stand with us
[on the side of Lawful Access] or with the child pornographers.”

Those close to go ernment
might tiptoe around for
fear of retribution

The use of this hashtag—and this mode of communication more generally—served two key
purposes: For one, citizens were able to demonstrate to government and to their peers that
they recognize the difference between wanting to be in control of one’s own data and hiding
an illicit or shameful activity. By voicing their views, engaged citizens changed the discourse
around privacy-impacting legislation from the ground up, and used it to push back against
an invasive proposal. Second, and perhaps most importantly, these communications served
as the first rung of a ladder of engagement for a huge number of people who saw a tweet,
wondered who Vic is, and looked into why people in their networks were telling him what
they ate for breakfast.
This kind of citizen engagement has proven to be of utmost importance, perhaps most
notably in the case of online spying bill C-30. This strong show of citizen dissent pushed
this bill off the government’s agenda, despite it having been tabled by a powerful majority
government.

...5
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Continued from page 4
OpenMedia.ca, worked hard to engage citizens in the issue—using
easy-to-understand messaging (“online spying” instead of “Lawful
Access”, for example), and using multiple platforms and kinds of
media to show just how problematic the legislation would be—
and brought together a broad coalition of organizations under
a short high-level statement of unity. With the weight of that
coalition behind them, a large group of people with varying levels
of engagement and expertise—nearly 150,000 by the end of the
campaign—were able to come together and amplify their voices
on one message: stop online spying.

Why bother?
If the ideal of participatory policymaking alone isn’t enough
incentive to engage citizens in privacy issues, then hear this
second reason: it works.
Citizen engagement online is largely credited as
the reason for Bill C-30’s defeat. In this case, a
show of numbers online was translated into
constituents’ power – together we sent the
message that we strongly opposed what the
government was doing, and that we would
remember it come election time. Between the
power of our votes and our ability to collectively
shame those leaders who supported the “poorly
thought out” legislation, citizens turned the tide.
Macleans writer Jesse Browne boiled all of this down quite well in
his piece, Slacktivism defeats Lawful Access, which describes the
beginning of the end of Bill C-30:
Think about it: 70,000 Canadians signed an online petition
against Lawful Access, and we don’t yet have Lawful Access.
Around 100,000 Canadians joined a Facebook group against
a backwards Copyright reform bill, and we don’t yet have
backwards Copyright reform. Almost half a million Canadians
signed a petition against wholesale usage-based billing, and
we don’t have that either.

The ethereal nature of these protests may be the key to their
success. Their message to legislators is simple: thousands of
Canadians are against what you’re doing. Right now they are
angry in their homes, at their computers. Proceed and they may
be angry at your door, or at the polls.

Saying what we can’t
Another benefit to citizen involvement in privacy issues is that
members of the public—who operate outside of the constraints
of a charity, NGO, tribunal, or other organization—are able to
say whatever they want. They can praise or shame leaders in
ways that members of an organization often cannot (despite the
Charter right to freedom of expression); they can raise issues
that fall outside of organizational mandates; and they can ask for
things that we might believe to be too radical to be won and, in
doing so, position privacy advocates’ recommendations
closer to the centre of the spectrum.
This is especially important in cases of privacy
legislation relating to governments themselves
– issues that those close to government might
tiptoe around for fear of retribution.
As of late, for example, many of the privacy
issues represented in the media have focused
on accountability in the private sector—this despite
recent high-profile data breaches at the federal level, and
threats to privacy from agreements negotiated behind closeddoors at the international level, such as those in the Trans-Pacific
Partnership Agreement and the ITU’s proposals concerning
international Internet governance.
Citizens have recognized that privacy legislation is a check on any
power—whether it be government power, corporate, or anything
else—that attempts to control what people can do or access.

PRE-CONFERENCE WORKSHOPS Oct 9th, 2013 | CONFERENCE Oct 10-11th, 2013

Summer 2013 | THE WINSTON REPORT | Subscriptions@AMINAcorp.ca | page 5

...6

Positioned to Win
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How?
For one, privacy advocates need to work to build a united front.
This means participating in inter-organizational conversations,
and creating and joining broad-based coalitions that focus on
relatable areas of mutual concern. These partnerships, to the
greatest extent possible, should include a diversity of businesses,
civil society groups, experts and opinion leaders, and advocates,
all uniting for one goal despite their differences in other areas.
To reach citizens we also need to take advantage of new tools
and platforms, by diversifying communications methods—using
images, videos, and interactive content—and meeting people
where they already are, such as on social media.
Will Horter of the Dogwood Initiative described OpenMedia’s
particular communication tactics succinctly in his October 2012
article:
OpenMedia won its campaigns not exclusively through the media,
but by building a vast list of more than 500,000 supporters in the
last couple years. This army of supporters, which cuts across the
political spectrum, wasn’t reliant on news stories, but rather

on e-mail and social media to be kept informed. This allowed
OpenMedia not only to put less than top-of-mind issues such
as Net Neutrality and online spying on the political map, but
allowed them to keep their army active when the media spotlight
subsided.
Social media and other online fora are the newest and most
effective methods of participatory policymaking. It’s everyday
Canadians taking back the story and defining it ourselves, leading
through a show of numbers that grabs the attention of traditional
media outlets and, ultimately, decision-makers.
The privacy community has been asking for stronger safeguards—
and even for the means to enforce existing rules—for a long time
but with little success. The fight against C-30 showed that citizen
engagement can do a lot when it comes to pushing back against
threats to privacy; it’s high time we bring citizens in as we work to
advance a positive vision of privacy in Canada.
Lindsey Pinto is the Communications Manager of OpenMedia.ca. She aspires to
put Canada on the map as a leader in Internet freedom and accessibility, and the
effective use of independent media for political communication. Her work centres
on advancing informed and participatory digital policy.

Honoring Canada’s Privacy Commissioner
Privacy Commissioner Jennifer Stoddart and actor Anne-Marie
Cadieux are among the outstanding figures who will receive honorary
doctorates from the Right Honourable Michaëlle Jean, University of
Ottawa chancellor, during 2013 Spring Convocation.
The University of Ottawa is proud to announce its 2013 honorary
doctorate recipients, people who have distinguished themselves
through their major contribution to the University, to their profession
or to society in general.
The honorary doctorates were conferred during the Convocation
ceremonies, in June 2013, at the National Arts Centre in Ottawa.
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Letters

Freedom of Information and
Protection of Privacy Act Review
The Government of Alberta has undertaken a comprehensive
review of its Freedom of Information and Privacy (FOIP) law
and is seeking public input.
• How do you access information?
• What would you like to see incorporated?
• How can the FOI law be improved to produce better
outcomes and achieve greater ease of use?
Don Scott, QC, Alberta’s Associate Minister of Accountability,
Transparency and Transformation, has specifically asked for
feedback and suggestions from the practitioners who engage
with the FOIP legislation regularly in their work.

Goals of the Review

• Make the Act easier to understand and easier to follow
• Open government to lessen the need to make FOIP requests
• Make it easier for public bodies to share information so they
can provide programs and services more effectively
• Address technological innovation and its effect on
information access and privacy
• Examine leading international
and Canadian practices

The Elephant in the Room: A Response to Commissioner
Stoddart’s Proposals for an Enhanced PIPEDA
In a stirring keynote address to IAPP Canada’s recent Privacy
Symposium, the federal Privacy Commissioner, Jennifer Stoddart,
introduced and spoke to her proposals to reform and strengthen
the Personal Information Protection and Electronic Documents Act
(PIPEDA): “Canada’s private-sector privacy law,” as it is popularly
misconceived. The problem, however, is not that PIPEDA is weak,
but that it is exists at all. It should not.
On the face of it PIPEDA is unconstitutional, treading on the
exclusive power of provincial legislatures to enact laws in the field
of “property and civil rights in the province.”
PIPEDA was brought into existence to fill not a jurisdictional void
but a legislative vacuum. In 2000, when it was enacted, only
Quebec (1993) had a private sector privacy law. Both British
Columbia and Alberta followed suit in 2003. Barring these
exceptions, the Provinces and Territories of Canada are defaulting
on their constitutional obligation to protect private-sector privacy
within their borders. The ten other governments should not only
enact private-sector privacy laws immediately but also appoint or
invest privacy commissioners with expansive order powers.
Once PIPEDA is repealed, and replaced by provincial/territorial
personal information protection legislation, the problem which
PIPEDA was intended to solve can finally be disposed of in a
framework of constitutional legitimacy.
Barry Cahill, CAPP
Halifax NS

What to Expect

The feedback will be compiled into a summary report after the
consultation closes. The report will be posted online for further
comment. The final report will be used to help guide changes
to the Act and regulations.

How to Submit your Views

Review the online discussion guide and submit your comments
by email, mail or fax.
The discussion guide and contact information are at
alberta.ca/FOIPReview.cfm

Did You Know...
A revised set of proposed Governor in
Council Regulations for Canada’s Anti-Spam
Legislat/030.nsf/eng/00257.html
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Want to build an effective compliance program?
Want to be an engaged citizen?
Wondering who’s defending your Right to Know?
Explore the issues and their impact
on you and your organization
Save the date and join us at the 2013 Sunshine Summit

Toronto

September 23

Victoria

September 27

Calgary

September 25

informative ... practical ... engaging
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Balancing Compliance with Secret Data Transfers
By Sharon Polsky, MAPP

Penmanship is now a thing of the past, and the notion of longhand writing is considered

irrelevant. What was once a fundamental skill to facilitate communication has been replaced
with keyboarding, and educators have removed writing skills from the curriculum. Little
wonder, then, that children are no longer taught to write in cursive script, how to hold a
pencil (or fork) correctly, or even how to print.
When my children were young, I taught them how to do those simple things. After all, I said,
if they only know how to keyboard, what will they do when the power goes out?
People around me insisted that digital communication is the only thing my children needed
to learn because that’s the way of the future; yet I steadfastly encouraged them to learn to
write, and spent hours guiding their small hands. Whether or not they choose to use that
skill is irrelevant. It is important that they have the freedom to choose how to record their
thoughts, wishes, or needs. They have the freedom to express their views, feelings, and
fears with the secure knowledge that the record they create is theirs alone—unless and
until they choose to share their writings.
The same can no longer be said for most of their friends or fellow citizens who, encouraged
by industry and governments alike, have taken to storing all manner of information in “the
cloud” with nary a thought about where the data actually resides. Who considers that
corporate confidences or family secrets might be stored in a jurisdiction where state access
to all data is the norm? Who considers what assumptions interlopers scrutinizing personal
and corporate information might make? Who considers what will be the consequences
when the secure storage facility is breached?

Domestic spying is
irrelevant .....or is it?

In an era when cloud storage and digital communication have been promoted as the norm,
and millions of users have unquestioningly entrusted their data to cyberspace, some are
questioning the wisdom of that choice. The convenience of current technologies is revealing
some weighty consequences. Among them is the awkward dilemma that Canada’s access
and privacy professionals now face: They are responsible to ensure that the personal
data collected, used, held and disclosed by their organizations is done in a manner that
complies with governing privacy and access legislation. Practitioners must also ensure that
personal information held by their organizations is properly safeguarded in accordance with
governing privacy laws, and that records are only disclosed in accordance with governing
access-to-information laws.
While the terms of service of any cloud provider inevitably offer some consolation to
organizations that entrust their digital existence to a third party, the language employed in
service agreements is seldom assessed for the long-term or unintended risks that it invites.
Website and vendor assurances that privacy is a priority, or is respected, are often sufficient
to avert further scrutiny.
Users often fail to realize that the language of some agreements allows the service provider
to expose all data, including sensitive and personal information, in accordance with “laws
that govern” data sharing and use. Such vague language is relied upon by many optimistic
and trusting folk who assume that such language means that data would only be offered
up in important, reasonable, and valid circumstances. Or that the disclosure of personal
information would only be made in specific, reasonable circumstances. And that view
exposes a fundamental problem inherent in the privacy provisions of most agreements:

...10
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Nature and nurture encourage us to expect the best in people;
so why would anyone question such thoughtfully worded
assurances?
From a risk perspective, it is important to recognize that the
language of service agreements is often intentionally vague. Since
it is impossible to anticipate all possible eventualities, a certain
amount of latitude is vital to ensure service providers are not
hamstrung. On the other hand, though, such vague language
can be interpreted to mean that it actually permits the release
personal information, without consent, in response to requests
or demands made pursuant to “laws”. As Canadians might recall
from the ill-fated Bill C-30, the language of some laws permit
disclosure in response to a mere request. While such a request
might indeed be pursuant to “law”, some would argue that such
a law is a bad law subject to broad interpretation and application.
Recent revelations have confirmed that American, European
and Canadian laws permit pervasive and warrantless domestic
surveillance. The disclosure of sensitive, confidential, or personal
information occurs without notice to the affected individuals.
And that leaves privacy and access professionals in
a quagmire: How can one honestly say that their
organization is safeguarding personal information and
only releasing it in accordance with the provision of
governing privacy and access law when, as it turns out,
the data might be part of the wider information dragnet?
The prospect of US telecommunications giant Verizon
entering the Canadian mobile phone market puts even
more pressure on privacy and access professionals.
Conspiracy theorists’ presumptions that phone calls are monitored
were confirmed by the NSA and CSE; so it is

food convenience might also include the health and economic
implications of future generations as well.
The convenience of digitized records also comes at a cost—one
that many people are only now considering for its true affordability
and which puts access and privacy professionals in an unenviable
position.
For many years rumors and speculation have circulated that
Canadian and foreign governments were peering into personal
records and communications, likely with the assistance of private
corporations around the world. People who had the temerity to
voice their concerns were dismissed as conspiracy theorists with
overactive imaginations. Critics scoffed at warnings and attacked
the credibility of those brave souls who came forward to encourage
open discussion about unpleasant risks and possibilities that
could result from unchecked data collection, use, and disclosure.
Surely, they said, someone would have already thought about the
privacy implications.
Critics were equally concerned about the need for genuine
oversight. They realized that, without adequate and
sincere transparency, the promises of openness and
accountability are little more than empty words.
As if vindicated by recent events, the critics are now
in high gear to reiterate the validity of their criticism.
Alas, the reality is that there are no conspiracy theories;
there are only facts including the certainty that Canada’s
privacy and access professionals are caught in an
unenviable quandary.
Recent attention to secretive data sharing has been valuable to
increase citizens’ awareness about how their personal information

In the new digital reality, records that access and privacy
professionals handle are often in digital form, nowadays only
supplemented by old-fashioned paper records; and even those
are being converted to digital records by organizations and
governments alike. (The Library of Canada has undertaken a
multi-year project to digitize Canada’s history.)

...11

Digital documents are considerably easier to collect, and
sophisticated software speeds sorting, querying, and organizing
the digital data.
Digitized records can make the task of monitoring an organization’s
data collection, use and disclosure relatively convenient; but
convenience of any sort usually comes at a cost. And it’s often
difficult or distasteful to anticipate just what that cost might entail.
Experience has shown that the costs of convenience are often
quite broad and far-reaching. We now know that the convenience
of fast food incurs the relatively immediate cost of price and
calories, while longer-term individual costs might include adverse
health implications. Balancing the broader societal benefits
of fast food—from employment opportunities to economic
benefits—are the costs to society and the health care system, and
increased taxes to provide for the medical needs of individuals
whose health has suffered as a result of fast food. The costs of fast

Quotable
When it comes to access and privacy,
Saskatchewan is still a have-not province that
has a considerable distance to go to develop the
kind of access and privacy culture evident in
Alberta and British Columbia
Gary Dickson
Saskatchewan Information and Privacy Commissioner

Summer 2013 | THE WINSTON REPORT | Subscriptions@AMINAcorp.ca | page 10

Balancing Compliance
Continued from page 10

is—and must be—safeguarded. Recent revelations have confirmed
that Canadian and foreign governments do indeed routinely
collect and share Canadians’ personal information—activity that
subverts the diligent efforts of access and privacy professionals
across our nation.
The controversy has been instrumental in opening the
conversation about Canada’s laws that allow personal information
to be collected, shared and disclosed—both domestically and
internationally. Those who practice under the strictures of the
federal jurisdiction often focus on the holy trinity of the Privacy
Act, the Access to Information Act, and the Personal Information
Protection and Electronic Documents Act (PIPEDA). But that is
a narrow and shortsighted perspective, and one that misses
the point and impact of laws that permit wider—and secret—
collection and distribution of personal information.
A recent review of Canada’s laws and regulations1 revealed that
more than 200 federal laws affect the confidentiality of Canadians’
personal information.
Further exacerbating the challenges faced by privacy and access
professionals, as well as other Canadians, is the Access to
Information Act itself. Under this law, the head of a government
institution is not required to indicate if a record even exists. That
provision enables elected representatives and the country’s
administration to engage in conduct that is beyond question and
scrutiny. And the provision also makes it exceedingly difficult to
have confidence that the response to an access to information
request has been addressed, or whether it has been ignored.
1
Strengthened or Sacrificed: Personal Privacy in Canada since 2001—A study of the federal statute
provisions that affect personal privacy, by Sharon Polsky, is a comprehensive review of Canada’s federal
laws that identifies many direct and indirect ways that they strengthen or sacrifice personal privacy; allow
personal data to be disclosed secretly; and prohibit notice that personal data has been sought, obtained, or
disclosed

Of perhaps greater concern, though, is the vast number of
provisions that allow governments at various levels, as well as
public body agencies and their delegates to conduct their affairs in
secret, if it can be construed as relating to international affairs and
defence. Thus, as long as an activity can be construed as relating
to a matter characterized as terrorism-related, activities can be
carried out in secret, and personal information can be collected
and disclosed secretly, without notice to affected individuals—
all the while Canada’s privacy and access professionals do their
utmost to ensure compliance with privacy and access laws.
In an environment swimming with vague laws, foreign and
domestic citizen surveillance makes the life of privacy and access
professionals particularly challenging. TO guard against unexpected
and unpleasant surprises and unwanted consequences, privacy
and access practitioners should pay close attention to pending and
recently enacted laws at the federal and provincial level. Although
job demands on the country’s privacy and access professionals
are quite demanding, professional responsibility behooves the
community to invest the time to monitor legislative changes and
understand the privacy-related implications.
Look beyond the titles of legislation and headlines to discover their
true nature and broader impact. Ensure that third party contracts
provide enforceable privacy protections; and review internal
policies and procedures to mitigate the risks that are growing
daily as technology advances to provide greater conveniences.
Sharon Polsky, MAPP, is President of AMINA Corp. and President of the Privacy and Access
Council of Canada. and, since 2007, served as the elected National Chair of the Canadian
Association of Professional Access and Privacy Administrators. She is a Board Member of the
Rocky Mountain Civil Liberties Association, and on various national advisory boards as well.
She can be reached at President@PACC-CCAP
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Grace-Pépin Access to Information Award

Do you take any opportunity to promote access to information?
Do you regularly ask for information under the Access to Information Act?
The Grace-Pépin Access to Information Award was introduced on September 29, 2011, by
the Federal, Provincial and Territorial Access to Information and Privacy Commissioners. The
award is given to an individual, group or organization that has contributed in a significant
way to promoting and supporting the principles of transparency, accountability and the
public’s right to access government information.
Canada’s federal, provincial and territorial Access to Information and Privacy Commissioners
are inviting you to submit a nomination for this prestigious award, which will be presented
in Ottawa during the “2013 National Right to Know Week” that runs from September 23 to
28.
The award was named in honour of John Grace (1927-2009) and Marcel Pépin (1941-1999),
two public figures who contributed significantly to the development and promotion of
access to information principles in Canada.
John Grace was a journalist, chief editor and vice president of the Ottawa Journal. When
the Journal closed in 1980, he was appointed as the Commissioner of the Canadian RadioTelevision and Telecommunications Commission. In 1983, Mr. Grace began a seven-year term
as the first Privacy Commissioner of Canada, and from 1990 to 1998 he was the Information
Commissioner of Canada. Independent-minded and full of integrity, Mr. Grace remained
steadfast in his beliefs concerning the importance of privacy, government transparency, and
accountability.

Recognizing those
who contribute to the
promotion of access to
information principles

Marcel Pépin was a journalist for Le Droit (Gatineau-Ottawa), La Presse (Montreal), and
Le Soleil (Québec). He gained further recognition as the founder and president of the
Commission d’accès à l’information du Québec. After completing his first term, Mr. Pépin
returned to journalism to head Radio-Canada’s radio news services, which led to his
promotion as vice-president of French-language radio, and then ombudsman for the CBC

...12
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Grace-Pépin Award
Continued from page 9

French Network in 1997. Mr. Pépin was also part of the Paré
Commission that prompted the National Assembly to adopt the
Act respecting Access to documents held by public bodies and the
Protection of personal information. Mr. Pépin was a passionate
policy maker, and a strong advocate of freedom of information as
being the foundation of democracy.
In order to continue the efforts of these two great men in
promoting a Canadian’s right to know, the recipient of this award
should demonstrate an exceptional contribution to supporting
the principles of transparency, accountability and the public’s
right to access information held by public institutions.
Darrell Evans of Vancouver, B.C. was the 2012 recipient of
the Grace-Pépin Access to Information Award. Mr. Evans was
recognized for his years of dedication and hard work in advancing
the principles of access to information both in his home province
and across Canada.
Mr. Evans began work in 1990 to establish the British Columbia
Freedom of Information and Privacy Association (FIPA) and served
as President when it was established in 1991. FIPA is a nonpartisan, non-profit society that promotes and defends freedom of
information and privacy rights in Canada. Through FIPA, Mr. Evans
played a major role in the passing of British Columbia’s Provincial
Freedom of Information and Protection of Privacy Act (FIPPA), in
1992. Mr. Evans has also been instrumental in defending access
to information legislation and coordinating extensive public
education and outreach programs that have helped to shape
the debate around access to information and transparency, not
only in British Columbia, but also in other provinces, and at the
municipal and federal levels.
For more information on the nomination process for this
prestigious award, please visit www.righttoknow.ca

Freedom from fear, conflict and violence is the most fundamental human right, and the essential foundation for building peaceful and
prosperous societies. At the same time, people the world over expect their governments to be honest, accountable, and responsive
to their needs. We are calling for a fundamental shift – to recognize peace and good governance as core elements of wellbeing, not
optional extras. This is a universal agenda, for all countries. Responsive and legitimate institutions should encourage the rule of law,
property rights, freedom of speech and the media, open political choice, access to justice, and accountable government and public
institutions. We need a transparency revolution, so citizens can see exactly where and how taxes, aid and revenues from extractive
industries are spent. These are ends as well as means.
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Facebook, Twitter, MySpace, YouTube and personal email accounts….

how far can an employer go when it comes to using
their contents as evidence against an employee?

With the proliferation of social media, employers are more and

more tempted to resort to their employees’ personal accounts
so as to obtain valuable evidence whenever a dispute arises. For
example, whether it be to provide proof of an employee’s state
of mind, of activities that are incompatible with an employment
injury or of fraudulent acts, Quebec tribunals have lately been
called upon to decide how far an employer can go when it comes
to retrieving and using the contents of an employee’s social
media or email account as court evidence.
Two (2) main issues arise in this context: (1) Is the specific content
offered as proof even admissible? (2) If so, how much weight
should the tribunal grant to such evidence, when it contradicts
the employee’s testimony, for example?
With respect to the first issue, the conditions of admissibility
are clear: as long as the employer obtains the contents of the
employee’s social media account through legal and legitimate
ways, it will be considered as admissible proof. In fact, even

Privacy and Access Training Programs
onsite programs where and when it’s convenient for you
Training and awareness courses are available as private
on-site programs when yo need to have a group of
employees trained within your organization. They can
be identical to be program offered in the AMINA Course
Calendar, or modified to suit your specific requirements.
Take advantage of the opportunity to save time and
travel expenses by having our instructor(s) come to you.

though the information posted on social media accounts may
be intrinsically personal, it is not of a private character since the
point of posting such information is to share it with one’s network.
The employee cannot, in those circumstances, claim to have a
legitimate expectation of privacy when it comes to the contents
of his or her account.
However, if the employer were to create a fake Facebook account
and “lure” an employee into becoming a Facebook friend with
the sole intention of gaining access to that employee’s page, for
example, the tribunal would judge the evidence to be inadmissible
because of the fraudulent tactics used by the employer.
When it comes to personal email accessed from the workplace, the
expectation of privacy is somewhat greater but still not important
enough to restrict an employer from using it as evidence when it
has reasonable grounds to do so.
The second issue as to the value of such evidence is not as easy to
settle in a conclusive manner. There is some reticence from Quebec
tribunals in taking the contents of social media accounts at their
face value, especially in the presence of contradictory evidence.
It seems that the tribunal considers – and rightly so – that is it
much easier to lie on Twitter than in a courtroom. Consequently, if
the employer cannot provide corroborating evidence as to dates,
activities, persons, etc., it runs the risk of having the judge or
arbitrator prefer the testimony of the employee to the contrary.
In conclusion, an employer planning on using the contents of an
employee’s social media or personal email account as evidence
in court should make sure (1) not to use any fraudulent means
in gaining access to the contents of the account and (2) it can
provide corroborative proof of the contents.
Elif Oral is an associate with Norton Rose, Canada, whose practice focuses mainly on civil
and commercial litigation, including researching and drafting legal opinions. She also advises
clients on intellectual property matters, in regard to both the drafting of agreements and
infringement, and on labour law matters. She can be reached by email at elif.oral@nortonrose.
com or by phone at 418.640.5068.

For more information on these programs, please visit
www.AMINAcorp.ca or email Register@AMINAcorp.ca
to request your own copy of the current course catalog.
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Security, Access and Privacy:
More than Kissing Cousins
By Bill Wood

F

amily relationships are often friendly, sometimes strained, and sometimes bizarre. Te
reality of human interactions is mirrored by Security, Access and Privacy that are, like many
families, more than just kissing cousins precisely because they are bound by their constant
interaction and overlapping relationships. You cannot impact one without some detriment
or increase risk to the other.
As a computer professional of 35 years, I’ve analyzed many relationships—between people,
processes, and technologies. I’ve read numerous articles and papers on Security, Access
and Privacy, most of which focus on explaining how and why these domains are inherently
different. Are the distinctions emphasized to over simplify matters of terminology or merely
to better describe their use and applicability?
While the differences between security, access and privacy aren’t always clear, the true
challenge is to view them from a blended perspective.
For much of the 1970s and 1980s Information Technology focused on rapid development
or application deployment and getting folks to buy into proprietary formats. Acceptability
based on popularity was commonplace: Word vs WordPerfect, Oracle vs Novel, Norton vs
McAfee. This model provided an easy mechanism to channel businesses into expanded
product lines and services. In those early days of desktop computers, the popular view
held that controlled access equaled security and therefore confidentiality (or privacy). In
essence, all three were bundled to some manner of physical or a highly defined logical
barrier. Remote access was also tightly controlled and restricted via dial-up or dedicated
high speed T1 and T3 lines (replaced by a typical ISP service today).
The explosion and exploration into distributed client/server and Internet connected worlds
in the 1990s and 2000s morphed the mix again. Users enjoyed increased functionality and
less dependency on the actual physical location of the hardware. Additional reliance was
placed on the logical side definitions for security, access, and privacy protections of backend and centralized data storage or processing. Still, the interconnection between Access,
Security and Privacy became more intertwined and further obfuscated behind the scenes.
Some would argue today that the intranet and cloud-based storage or Software as a Service
has taken us beyond the physical realm. In reality, though, security remains tied to access
and, where appropriate, access is the foundation for confidentiality and privacy. The degree
of control handed to ubiquitous external environments, combined with the pace and impact
of Software as a Service offerings that promise cost cutting transformational business
change, is staggering. From my experience, the “one size fits all” security perspective often
afforded to cloud access and privacy protection is overwhelming shortsighted and has
significantly elevated the potential for accidental and future privacy exposures.

The expectation of
legislators, privacy
commissioners and the
public do not appear to
mesh with the level of
personal data protection
offered by many businesses

In contrast, since 2001 the gradual, almost casual, uptake of legislative privacy responsibilities
by many businesses has been hampered by recent decisions and case law. Businesses
are challenged to understand the legal “grey” areas. Less isn’t more in this case, as the
expectation of legislators, privacy commissioners and the public do not appear to mesh with
the level of personal data protection offered by many businesses. In my experience, most
business leaders embrace the legislative “black and white” quite well, but often struggle
to interpret the “grey” items, preferring to do little more than address some perceived
minimum level.

...13
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Kissing Cousins

Continued from page 12
Federal Privacy Commissioner Stoddard recently asked for a
clearer mandate with real punitive capabilities. The Commissioner
has proposed that PIPEDA be revised to include Court ordered
statutory damages for certain contraventions and damage awards
based on a number of contributing factors, all
without the requirement of a claimant having
to prove an actual loss stemming from an
identified contravention.
Additionally, in the murky world of “iEverything”
many users might never ask where their data is,
was or might yet be, because they really don’t
care (or are afraid of what the answer might
be). Their only concern is being able to have
convenient multi-device access to your “stuff”
with minimal effort and no monetary cost.
The availability of ever-increasing storage enables users to be
data packrats: there’s no need to throw anything out, to bother
keeping it organized, or to deal with it in any manner. I submit
that this is a fundamental human flaw in the public’s perception
of cloud based services.
Many folks I have spoken with simply believe they are getting
something for next to nothing. Does the average Joe consumer
not consider “security” as a business or services issue and

someone else’s responsibility? Would not many people consider
privacy as a government or legislative directed watchdog effort?
Unfortunately, I’m often led to believe that the average person’s
privacy awareness level is woefully inadequate.
To a large degree I don’t blame public for a lack
of concern and their focus on the “free use”
marketing campaigns. In the early years, many
of us leveraged free Internet access and/or
free software applications and services.
Next came “Free with Registration”, which
I personally used for a number of years in
combination with secondary email accounts to
reduce the threat of being overrun with spam.
With some measured degree of caution it was
possible to receive years of benefits for minimal effort. Alas, those
days are over by choice for this access and privacy professional.
Nowadays I simply lament the loss of many freeware applications
each time I’m forced to rebuild an older personal computer or
laptop. Free applications still abound in the mobility realm
but there, too, I’ve cut back to what makes the most sense for
personal value and use.
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A Matter of Perspective or
A Matter of Jurisdiction
On May 15, 2013, CBC News in Nova Scotia reported that a customer of Nova Scotia Power (the province’s chief public utility) had
stated his intention to file a privacy complaint against NSP because his personal information was disclosed without his consent.
On the face of it, the would-be complainant has a case because Nova Scotia Power is subject to the federal Personal Information
Protection and Electronic Documents Act (there is no private-sector privacy law in Nova Scotia). The customer’s personal information
would have been collected and used in the course of commercial activities, that is, the purchase of electrical power from the utility.
The information, however, was disclosed by Nova Scotia Power to, and in compliance with the statute governing Efficiency Nova
Scotia Corporation, an independent, not-for-profit body not subject to provincial privacy law.
Efficiency Nova Scotia, which is obliged to keep confidential any information provided to it by public utilities, disclosed information
about the customer’s “electricity usage and load” to Opower, an American-based multinational which expanded to Canada last year.
Efficiency Nova Scotia’s information-sharing contractual arrangements with Opower to perform residential energy consumption
audits have not been revealed.
So the questions arise: Is Efficiency Nova Scotia Corporation subject to PIPEDA, despite
the fact that it does not collect, use or disclose personal information in the course
of commercial activities; and, if so, did it violate PIPEDA by disclosing customer
information to a third-party service provider?
It is important to note that Nova Scotia’s Freedom of Information and Protection of
Privacy Act provides that any organization (such as Efficiency Nova Scotia Corporation)
“that performs functions pursuant to an enactment” can be designated by regulation
under FOIPOP as a public body for the purposes of the Act. In the nearly twenty years
of FOIPOP’s effective life—it came into force 1 July 1994—Cabinet has never exercised
this power.

Kissing Cousins

Continued from page 12
As a reminiscing professional, perhaps the legacy I can leave is akin to the environmental awareness and zero impact footprint my wife
and I tried to pass on to our children. But I have to ask: should we not also consider the educator’s approach, to help others become
better aware of the interdependencies and interactions in the security, access and privacy environments, and to assist them in being
responsible citizens within such?
So my advice is to tread carefully, stay on the path whenever possible, do your part to pick up the garbage left by others, eagerly greet
those you meet and let them know where the slippery slopes and dangerous roots are to be found, deflect the cynicism and believe it
yourself when musing whether it was worth the effort.
There are no absolutes; security, access and privacy stewardship is about a balancing theory within life’s realities. My personal preference
is to limit sharing private information to cases where it can be viewed as a lower risk of exposure or when it facilitates convenience and
appears to be appropriately protected and controlled (i.e. I have provided all manner of personal information plus a retina scan for the
ease of global entry between US and Canada, yet I steadfastly refuse to give my cell phone number to the grocery clerk or my driver’s
license number as an alternative identification for a lost library card). Like family relationships, we must all make our own informed
choices and follow our own courses in life.
Bill Wood is a Corporate Security & Privacy Officer at Central 1 Credit Union.
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Upcoming Events

July 15-19. Privacy and Information Management
July 15-19. Design and Delivery of an Effective Freedom of
Information and Records Information Management Program.
September 23-26. 35th International Conference of Data
Protection and Privacy Commissioners. Warsaw Poland
September 23. Sunshine Summit. Toronto ON
September 25. Sunshine Summit. Calgary AB
September 27. Sunshine Summit. Victoria BC
October 10-11. Privacy and Access 20/20: A New Vision for
Information Rights, Vancouver BC
November 6-7. Privacy Law and Compliance. Toronto ON
November 14-15. North American Digital Economy Summit.
San Diego, CA
November 19-21. Fall IM Days. Kanata ON
February 5-7, 2014. 15th Annual Privacy and Security
Conference. Victoria BC

Details of these and other data privacy, access, governance and
information risk management events are at www.AMINAcorp.ca

PACC-CCAP is leading the move
to have cities across Canada proclaim

September 23-28 as
Right to Know Week
Join the Movement
For information about having your City Council recognize
Right to Know Week, contact info@PACC-CCAP.ca
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Balancing Core Responsibilities
By Donna Harasymec, MAPP

Right to Know – Duty to Assist. These two very simple statements are the core of

our responsibility as access and privacy professionals. So, why is it that after more than
30 years of having legislation in place, do we still encounter access and privacy obstacles
in our workplaces across the country? What is it going to take to promote awareness and
compliance?
One of the most commonly evident practices seems to be that both in the public and
private sector, administration of access to information and protection of privacy is to left
to designated individuals who are tasked with the responsibility of compliance within
their organizations. As employees come and go, the requirement for ongoing education
on the principles and basic requirements of access and privacy legislation appears to go
by the wayside. Once again, it all comes back to the need for public education at all levels
of an organization, beginning with the senior management, who are the decision makers.
Not until a problem surfaces, do organizations stop and take notice. Granted, there are
pockets in our country where compliance with access and privacy requirements operates
like a “well oiled” machine. Some organizations are serious about privacy protection and are
implementing internal privacy programs. It would be ideal if this were a consistence practice
in all jurisdictions. So, what do we collectively do about those who are somehow left behind
(usually by choice – until a problem surfaces)?
Commissioners, provincial ombudsmen, and practising privacy professionals have over the
years put out vast amounts of excellent and helpful information to assist the public and those
in the industry. In the last ten years, the world has undergone huge technological advances.
Vast amounts of personal and personal health information are being stored on databases.
The fast pace and expectations of our work schedules cause people to transport personal
information on portable devices for easy access. Do we ensure that proper provisions are
in place for the protection of this information? Have the users of this information been
advised of their responsibilities and accountability to both the individuals the information is
about and to the credibility of their employer in safeguarding the information that has been
collected? Is someone assisting them to perform their job related tasks properly? Again, it
comes back to public education and on-the-job training. We cannot become complacent.
On-going training does not cease but must be a continuous learning process to maintain
the required level awareness in this ever changing landscape. It is amusing that quite often
some administrators may remember that the public have the right to challenge compliance,
however, with the proper assistance, as stipulated in the legislation under the provision
of “duty to assist” they could, in some cases, alleviate the complaint process. Training and
communication speaks volumes to the handling of any situation!

Members of the public
don’t know what they don’t
know. We have a duty to
assist—which is a basic
principle of human respect
and courtesy

Unfortunately, we are speaking to the converted. Those of us in the industry are aware of the
need to provide timely access to information and the requirements of protecting information
collected under certain provisions of the law. It is the rest of the public population that we
need to educate. We must make an effort to try and identify those segments of the population
who are consistently collecting more and more information through the use of technology,
about their obligations and requirements to their consumers. In some areas, there appears
to be the sentiment that the laws were passed to block the release of information, which is
the result of people not wanting to learn about what they are required to do, or using the
legislation as an excuse for non-disclosure. For them it is simply easier to say that everything

...17
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Balancing Core Responsibilities

Continued from page 16

is private and confidential and cannot be released. This mindset
must change. Perhaps the Privacy Commissioner, in her recent
comments at a conference this Spring, was accurate in saying that
in order to effectively implement compliance across the country,
oversight bodies require the capability to issue compliance orders
and impose penalties or to provide compliance incentives . One
would agree that this is a noble suggestion and a start to the
solution, but we all know all too well that such a project requires
trained resources and money!

and protection of privacy.

Back to the Basics

In many cases, members of the public do not know what they
don’t know or have accessible to them. It will undoubtedly create
a level of trust between you, the person asking for information
and the company you represent. If we present a caring and
helpful attitude that is also knowledgeable and informative, we
will reduce the number of complaints filed as a result of the
inquiry. As simple as this suggestion might sound, it is a basic
principle of human respect and courtesy. People appreciate being
provided with sincere assistance and normally go out of their way
to being accommodating to our business schedule if their inquiry
is treated in a professional and caring manner.

In this fast paced world of getting things done at record speed,
perhaps we should step back and think about what access and
privacy is really all about. Around the world the principle of
access to information began as the right for individuals to obtain
information held by governments. This has now expanded to
include an individual’s right to information held about themselves
and the manner in which that information is collected, used,
disclosed and eventually destroyed. This applies to both public
and private sector organizations as mandated by various statutes.
As professional access and privacy administrators, we have a “duty
to assist” those individuals who ask us questions and should also
consider it our duty to provide as much assistance to the public as
possible to reduce the number of complaints that are filed with
oversight bodies for various reasons.
Our assistance to the public sets the tone for the individual
seeking information to develop a working relationship with the
organization and to understand their rights, as well as those of
the organization. This very simple statement – duty to assist
- is incorporated into every piece of legislation throughout our
country and around the world dealing with access to information

Communication by electronic methods has drastically changed
the way we speak to others. In the case of access to information
to government and or personal information, let us try to
communicate in person with the individual who has a need to
know something. A personal telephone conversation or faceto-face meeting in most instances will allow you to narrow the
scope of a request or help a person understand what is available
to them.

The public has a “right to know” and as access and privacy
professionals, we have the “duty to assist!”
It’s a small and simple effort, but it works!
Donna Harasymec, MAPP, is a privacy consultant with experience specializing in access
to information and protection of privacy advisory and consultative services. advising
government and the private sector. She is a certified Associate Business Continuity
Professional and can be reached at donna.privacy@mts.net .
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Proving Privacy Program Accountability
with ISO Auditing Techniques
By Sandra Smith-Frampton, MAPP CIPP/C CRM

E

very organization has an accountability framework, but has that framework been verified
and evaluated against legislative requirements?
Regulators are gently probing organizations to understand their Privacy Management
Program can, and will, be held accountable for compliance to applicable privacy legislation.
Regulators have the legislated authority in Canada to audit an organization’s Privacy
Management Program.
Being able to demonstrate organizational accountability cannot be reliant solely upon the
knowledge of an organization’s employees. Organizations can, and must, take proactive
steps to demonstrate due diligence for an effective Privacy Management Program.
Accountability is not about having a policy or a practice; it is about being able to demonstrate
and produce evidence that the policies and practices are implemented, adhered to, and
maintained. The only way to validate accountability is to prove the Privacy Management
Program promotes good practices. Done properly, a Privacy Management Program should
promote consumer trust and confidence, and thereby enhance competitive and reputational
advantages for organizations— as defined in Getting Accountability Right with a Privacy
Management Program (from the Office of the Privacy Commissioner of Canada).
Evidence based auditing enables a third party to measure an organization’s Privacy
Management Program against Regulator’s accountability criteria. ISO[a] auditing techniques
leverage a series of predetermined framework questions, much like a Privacy Impact
Assessment, but goes further than just asking and answering questions. Evidence based
auditing evaluates results through supporting documentation, interviews and observations,
which are scored and evaluated. The end product provides qualitative and quantitative
(measurable) results. Evidence based auditing enhances credibility and supports
standardization. Evidence of a comprehensive Privacy Management Program will provide
proactive justification for why privacy incidents should not occur, as opposed to the reactive
approach where organization only track the incidents that do occur.

Evidence based auditing
evaluates results and
enhances credibility

Being able to identify gaps and key strengths of a Privacy Management Program demonstrates
due diligence; and proves accountability. Organizations need be more than reactive to meet
legislative requirements—demonstrating accountability with auditing techniques proves an
organization’s capacity to comply with applicable privacy laws.
It’s time to move towards Accountability Standardization and leverage ISO auditing
techniques and reporting to produce evidence based results needed to demonstrate Privacy
Program Management accountability. Standardizing how Privacy Programs are audited for
compliance will satisfy Regulators and organizational management, and boost corporate
reputation and brand.
Sandra Smith-Frampton is the founder and Chief Executive Officer of PIC SOS Consulting. She has over twenty years of subject
matter expertise and has held senior positions specializing in privacy, information management, operational compliance, risk,
corporate governance, and legislative interpretation and research. Her experience spans various industries including finance,
legal, communication, education, government, and oil and gas. Sandra has designed and implemented privacy and information
compliance programs that have received Provincial, National and International recognition. She was instructor at the University
of Grant MacEwan, and is a graduate of the University of Alberta’s National Information Access Protection of Privacy program.
In addition to holding her Masters Access Privacy Professional designation, she is also a Certified Information Privacy Professional
and Certified Records Manager, Sandra is an avid public speaker that has presented at numerous local and international venues.
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Important Reading

Providing access to data has the potential to offer many benefits to society, but the growth

in our aging population with multiple chronic conditions will provide vast quantities of health
information The system inefficiencies that are present when commoditizing data jeopardizes
the privacy and confidentiality of that information, unless the data can be effectively deidentified.
The Guide to the De-Identification of Personal Health Information by Dr. Khaled El Emam,
offers a practical guide to responsibly making health data more accessible by protecting
patient privacy and complying with current legislation and regulations. Dr. El Emam explores
the case for de-identifying personal health information, how to assess and evaluate risk, to
measuring re-identification risk and practical solutions to de-identify and safeguard personal
health data.

T

he Privacy Commissioner of Canada presented the Annual Report to Parliament
2012: Privacy and Your Reputation — Who Shapes Your Identity Online?
The Report on the Personal Information Protection and Electronic Documents Act

details complaints, issues, and plans addressed by the Office of the Privacy Commissioner of
Canada during 2012. A common element in complaints and breaches across industry sectors
appears to be the need for training and for organizations to ensure that the training is carried
out.

The explosive growth of “big data” has raised concerns of regulators, lawmakers and consumer

advocates about the impact that data extracted from consumer activities and mobile devices
can have on individuals’ privacy.
The Software and Information Industry Association has issued recommendations to enable
companies to balance innovation and privacy. The Association also cautioned that too much
regulation could discourage “data-driven innovation.”
Akin to the Privacy by Design philosophy promoted by Dr. Ann Cavoukian, Ontario’s Information
and Privacy Commissioner, and the many Privacy by Design Ambassadors, the SIIA recommends
that companies design privacy protections into their policies (to avoid having that requirement
imposed upon the companies). The Association also recommended that lawmakers avoid
taking a one-size-fits-all approach to regulating data collection through default provisions,
and acknowledged that nimble developers and technology companies outpace governments’
abilities to effectively deal with the changes.
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IP Addresses divulge more than Phone Book Information
The Office of the Privacy Commissioner of Canada recently examined the privacy implications of subscriber information elements
which are not found in a phone book: email address, mobile phone number and Internet Protocol (or IP) address.

The report, What an IP Address Can Reveal About You, was prepared by the Technology Analysis Branch of the Office of the Privacy
Commissioner of Canada and findings revealed that knowledge of subscriber information, such as phone numbers and IP addresses,
can provide a starting point to compile a picture of an individual’s online activities, including:
 Online services for which an individual has registered;
 Personal interests, based on websites visited; and
 Organizational affiliations.
It can also provide a sense of where the individual has been physically (e.g., mapping IP addresses
to hotel locations, as in the Petraeus case).

As information technologies become more and more common in our lives, and the more they
become an extension of our very selves, the more sensitive and revealing subscriber identification
information becomes.

Alex Queral

This information can be sensitive in nature in that it can be used to determine a person’s leanings,
with whom they associate, and where they travel, among other things. What’s more, each of
these pieces of information can be used to uncover further information about an individual.

Referring to such data as being on par with what one would find in the white pages of a phone book grossly misconstrues and
underestimates what can ultimately be gleaned from such information.
As such, it is truly more than just “phone book” information.
The English version of the report is available at http://www.priv.gc.ca/information/research-recherche/2013/ip_201305_e.asp and the French version is at http://www.priv.gc.ca/information/
research-recherche/2013/ip_201305_f.asp

Darwin Moments
A state appeals court has rejected a cellphone thief’s argument that San Francisco police violated his privacy by using GPS to track him
down.
Lorenzo Barnes pleaded guilty to robbing a couple at gunpoint in 2009.
The woman allowed her cellphone provider to ping her phone. Police traced the stolen
phone to the Mission District of San Francisco and within an hour Barnes was under
arrest.
Barnes was sentenced to 13 years and 8 months in prison but
appealed after the U.S. Supreme Court last year barred police
from using evidence obtained by attaching a GPS tracker to a car.
The First District Court of Appeal ruled against Lorenzo Barnes, reasoning that Barnes
had no legitimate expectation of privacy over a cellphone he’d stolen.
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Recent Decisions

H.J.

Heinz Co. of Canada Ltd. v. Canada (Attorney General) (April
2006). Third parties who apply for judicial review of a decision to
disclose information under section 44 of the Access to Information
Act may rely on the section 19 privacy exemption, and are not limited
to the section 20 confidential business information exemption.

E

conomical Mutual Insurance Company v. British Columbia
(Information and Privacy Commissioner), 2013 BCSC 903
Insurance companies use the Canadian Property Loss Score (CPLS)
as a tool to assist in making underwriting decisions concerning
homeowner policies of insurance. The CPLS is a number derived
from selected items of information in an individual’s credit report
using a particular statistical tool. The CPLS has been determined
to be statistically valid and a useful predicator of future risk of
loss.
A policy-holder learned that Economical had obtained certain
information from his credit record, and complained to the
Information and Privacy Commissioner for BC that he had not
consented to Economical obtaining this information. A subsequent
inquiry found that Economical’s collection of the CPLS was for a
reasonable purpose but held that Economical had not given the
Complainant proper notice of its purpose for collecting the credit
information. The resulting orders to the Complainant and to all of
Economical’s policyholders.
As a result of the settlement made with the OPC, all new applicants
for insurance now receive such notice and all policies that are up
for renewal will have received such notice by July 2013. The court
found that the public interest in relation to the privacy rights of
Economical’s individual policyholders was protected.

D

isclosure of personal employees’ personal information
was considered in the case of Providence Place For Holistic
Health Incorporated (Re), 2013 CanLII 20695 (SK IPC) in which
a Providence discovered that her employer had disclosed her
personal information and personal health information to an
external party. The Commissioner found that Providence did not
have the authority to disclose the information in the circumstances
and that it had failed to take adequate steps to ensure the
accuracy of the information prior to the disclosure. Further, due
to Providence’s lack of an appropriate policy and procedure to
handle disclosure of personal information and personal health
information to external parties, it failed to adequately protect its
employees’ privacy.

In Order PO-3217 (Appeal PA12-138) the Ontario Information and

Privacy Commissioner examined the case of an appellant who
submitted a request for access to certain personal information
that had been withheld from a Motor Vehicle Accident Report. The
ministry denied access to the information pursuant to the s. 21(1)
mandatory exemption (personal privacy). During the processing
of the subsequent appeal, the ministry advised the appellant
that as an “authorized requester,” it could obtain the information
through the ministry’s Authorized Requester Information Services.
The appellant decided to pursue access pursuant to the Act, and
relied on the factor favouring disclosure in section 21(2)(d) (fair
determination of rights). The adjudicator found that although the
appellant had established the relevance of the factor favouring
disclosure in section 21(2)(d), the availability of the information
through the “Authorized Requester Program” nullified any weight
to be given to this factor, and upheld the ministry’s decision to
refuse access to the information pursuant to section 21(1).

D

ealing with American data? The Association of Inspectors General offers a Directory of Oversight agencies at http://
inspectorsgeneral.org/directory-of-state-and-local-government-oversight-agencies/
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A

lberta recently introduced the Aboriginal
Consultation Levy Act to provide the Province with
additional funds to balance the amount of public
monies granted to assist First Nations and “other
identified aboriginal groups”(which have not yet been
identified) in planning and facilitating “any required
Crown consultation in respect of...an activity on Crown land for
which an approval is required” or that is described as a provincial
regulated activity.”
Under Bill 22, a mandatory levy must be paid by industry proponents
for resource development projects and land management
activities when there is a duty to consult with First Nations.
Under section 3 of Bill 22, proponents undertaking provinciallyregulated activities—defined as “an activity on Crown land for
which an approval is required, or …described by the regulations
as a provincial regulated activity—will have to pay a consultation
levy to the government. Proponents may also be required
“to provide the Minister with information, including third
party personal information, records and other documents,
including copies of agreements relating to consultation
capacity and other benefits pertaining to provincial regulated
activities....”
Thus Bill 22 might result in disclosure of personal information
disclosure of information from proponents arising out of the
consultation process. Given the nature of such consultations, the
amount of personal information can be significant. In addition, as
the Leader of the Opposition noted, “agreements for First Nations
are going to be subject to disclosure, which is not the case for
nonaboriginal landowners who have similar agreements with the
energy companies”
From the perspective of access to information, the Bill requires
annual reporting that summarizes the operation of the Fund
during the preceding fiscal year. The Bill is silent, however, as to
identifying grant recipients or funding particulars.

Saskatchewan’s new Securities Amendment Act, 2012
excludes certain records from the certain records from
the Freedom of Information and Protection of Privacy
Act, that could be interpreted to give corporations a
right of privacy.

The province’s office of the Information and Privacy Commissioner
was not consulted about the proposed legislation.

O

ntario has introduced new amendments to its
health privacy legislation, the Personal Health
Information Protection Act (PHIPA). The
amendments proposed in Bill 78 contemplate
creating or maintaining electronic health records.

The Health Professions Act of Newfoundland and
Labrador now has a wider audience. With the passage
of Regulations 45/13 46/13 and 47/13, the statute
now applies to Audiologists and Speech-Language
Pathologists, and to Dental Hygienists.

N

ova Scotia’s Personal Health Information
Act, passed in December 2010, comes into
force on 1 June 2013. The long delay between
enactment and proclamation is probably due to the
complexity of the Regulations that had to be developed and
the time needed in order to help entities covered by the Act
prepare for compliance and a successful implementation. The
Personal Health Information Regulations (“Regulations Respecting
the Collection, Use and Disclosure of Personal Health Information
and Respecting Record Access Fees”) were approved by Order in
Council on 4 December 2012 and come into force with the Act.
Manitoba was the first jurisdiction in Canada to enact a personal
health information law (in 1997) and Nova Scotia is the eighth to
do so; the Personal Health Information Act no doubt benefited
from the accumulated wisdom of its predecessors.
The Act comprises 115 sections in nineteen parts: purpose
and definition of terms; application and scope; consent to
collection, use or disclosure of personal health information (PHI);
substitute decision-maker; collection, use and disclosure of PHI;
collection; use; disclosure; retention, destruction, disposal (final
disposition other than destruction) and de-identification of
PHI; health research using PHI; information practices to protect
the confidentiality of PHI; reporting a privacy breach; access
to an individual’s own PHI; process for requesting access to an
individual’s own PHI; correction of an individual’s own PHI;
review and oversight by the Privacy Review Officer (who is the
Review Officer under the Freedom of Information and Protection
of Privacy Act); “general” (no liability lies against custodians
of PHI or their agents); offences and penalties (privacy breach,
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security breach); and twenty-two areas where Cabinet may make
regulations. There is no provision for regulations by the Minister
of Health and Wellness, who is the minister responsible for the
Act.
The purpose of the Personal Health Information Act “is to
govern the collection, use, disclosure, retention, disposal and
destruction of personal health information in a manner that
recognizes both the right of individuals to protect their personal
health information and the need of custodians to collect, use
and disclose personal health information to provide, support
and manage health care” (Section 2). Nova Scotia’s Freedom of
Information and Protection of Privacy Act (FOIPOP), passed in
1993 and significantly amended in 1999, applied by implication
if not explicitly to personal health information; though the term
itself was not defined, personal health information fell under
the definition of personal information. From and after 1999,
however, Section 71 of the Hospitals Act (“confidentiality of
hospital record”) overrode FOIPOP (hospitals are local public
bodies to which FOIPOP otherwise applies). The Personal Health
Information Act repeals both Section 71 of the Hospitals Act and
the clause of FOIPOP according to which Section 71 prevails over
it. The interface with FOIPOP, which binds the entire provincial
public sector (the municipal falls under separate legislation), is
perhaps the most challenging aspect of the Personal Health
Information Act. Sometimes it applies, sometimes FOIPOP applies
and sometimes they both apply. The Personal Health Information
Act sets forth criteria to enable that determination to be made.
The Act defines personal health information very broadly:
“identifying information about an individual, whether living
or deceased, and in both recorded and unrecorded forms, if
the information relates to the physical or mental health of the
individual, including information that consists of the health
history of the individual’s family; relates to the application,
assessment, eligibility and provision of health care to the
individual, including the identification of a person as a provider of
health care to the individual; relates to payments or eligibility for
health care in respect of the individual; relates to the donation
by the individual of any body part or bodily substance of the
individual or is derived from the testing or examination of any
such body part or bodily substance; is the individual’s registration
information, including the individual’s health-card number; or
identifies an individual’s substitute decision-maker.” The Personal
Health Information Act is intersectoral, binding the provincial
public sector, the provincially-regulated private sector and the
private sector generally.
The long title, “An Act Respecting the Collection, Use, Disclosure
and Retention of Personal Health Information,” is revealing.

Collection, use and disclosure are information access and privacy
terms; retention is a records management term. Used in the
privacy sense, “retention” means preserving or storing personal
health information no longer than authorized or required by
act or regulation. Used in the records management sense,
“retention” means the phased deactivation or ageing of a file
once closed. The Personal Health Information Act normally uses
“retention” in the records management sense. Records and
information management professionals would substitute the term
“management” or “records scheduling” which better reflects the
actual meaning of the term “retention” as used in the Act.
Both personal health recordkeeping and records management fall
under “information practices,” which, in relation to a custodian
or a prescribed entity, means the policies of the custodian or
a prescribed entity for actions in relation to personal health
information, including when, how and the purposes for which the
custodian routinely collects, uses, discloses, retains, de-identifies,
destroys or disposes of personal health information, and the
administrative, technical and physical safeguards and practices
that the custodian maintains with respect to the information.
The term “prescribed entity” (which is not defined in the Act)
means an entity to which PHI may be disclosed without consent,
further to subsection 38(1)(j). Entities may be so prescribed by
Regulation.
“Custodian” means any individual or organization which has the
custody or control of personal health information for businessoperational purposes. Custodians include the Department of
Health and Wellness; a district health authority, hospital, clinic
or group medical practice; a dentist, midwife, chiropractor or
any other regulated heath professional; the Izaak Walton Killam
Health Centre (Atlantic regional hospital serving women, children
and youth); the Review Board under the Involuntary Psychiatric
Treatment Act; a pharmacy or druggist; a continuing-care facility;
Canadian Blood Services; and any individual, group of individuals
or organization designated a custodian by the Regulations.
“Agent”, in relation to a custodian, means a person who, with
the authorization of the custodian, acts for or on behalf of the
custodian in respect of personal health information.
Express consent to the collection, use or disclosure of personal
health information about an individual “may be written or oral”
(s. 16). Oral consent is an example of personal health information
“in unrecorded form”, to which the Act applies [s. 3(r)]. Section 38
provides that a disclosure of personal health information without
consent may be made, subject to very strict conditions. Section
42 provides that a record of the disclosure must be created and
that it must contain a description or copy of the personal health
information disclosed, the name of the person or organization to
whom the personal health information was disclosed, the date of
the disclosure and the authority for the disclosure.
Section 109 provides that no later than three years after its
coming into force, the Minister of Health and Wellness is obliged
to “undertake, with public input, a comprehensive review of the
operation” of the Personal Health Information Act.
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