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From the Editor

I

ssues surrounding information privacy and access to information are enjoying attention
like never before — to the chagrin of some and the delight of many more. In the process, a
great many of our colleagues, friends and family members might be asking How do I learn
more? and How does this affect me and my organization? This edition of The Winston
Report delves into the debate.
As Editor-In-Chief of The Winston Report and President of the Privacy and Access Council
Canada I have had many opportunities to meet with colleagues and members across the
country and listen to their professional development concerns. Members of the PACC
are passionate about the need for worthwhile, practical training for privacy and access
professionals; others have remarked at the value of PACC’s robust certification program.
Commissioners across the country have espoused similar sentiments. As I remarked to the
gathered Commissioners, Ministers of provincial legislatures, executives and professionals
at the recent BC Privacy and Security Awareness day event in Victoria, BC, I firmly believe
that education about digital citizenship, responsibility and resilience must be instituted in
pre-kindergarten as a mandatory part of the core educational curriculum. How else will
children be able to correctly understand the far-reaching impact of sharing their personal
information? How else will they be able to preserve their privacy and dignity — or ensure
that their democratic freedoms can be preserved — in this age of ever-infringing smart
devices that balance availability and convenience with the cost of privacy and access to
information?
The concern for educating Canadians about access and privacy is echoed in the insightful
articles in this Spring 2014 edition of The Winston Report. Karen Jack, MAPP, explores the
benefits and challenges of conducting a Privacy Impact Assessment in a post-secondary
institution and the importance of PIAs that are more than checklists. Gerry Bliss offers
a roadmap to show how to go about educating the business community. And Tatiana
Shcherbina provides perspective that comes from being Canada’s first graduate of the
Sydney, NS-based Health Information Management Program at the Center for Distance
education.
Educator Mohamed K. Sheriff looks at the broad challenge faced by Canadian educational
institutions as they grapple with the challenge of providing fair access and increased privacy
while reflecting proper data governance and compliance regulation.

Sharon Polsky

Cynthia Clarke weighs in on the delicate issue of whether or not health clinics on site at
private schools have access to student health records, and Lisa R. Lifshitz considers some
of the practical concerns and technicalities in the final anti-spam law that goes into effect
this summer.
Enjoy this issue! Share this journal with colleagues and clients. And reach out to us at The
Winston Report to let us know what’s important to you. Be vocal — your opinion counts!
Send your comments to Editor@AMINAcorp.ca
Sharon Polsky, MAPP
Editor-in-Chief
President, PACC-CCAP
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Editor-In-Chief

Access and Privacy in
Canada’s Post-Secondary Sector
By Mohamed K. Sheriff

G

iven the current climate of big data, online espionage, identity theft and data analytics
to name a few, students (including their parents and concerned citizens), faculties and staff
of Canadian educational institutions are asking a fundamental question which this article
will address. “How can Canadian educational institutions provide fair access and increase
privacy to student, faculty and staff records whilst concurrently reflecting proper data
governance and compliance regulation?”
This question is more pertinent today because of the increasing demand for more data,
specifically metadata, by private businesses and public institutions. In addition, according
to a March 2013 survey by the Office of the Information and Privacy Commissioner (OIPC)
of Alberta, 97% of respondents believe it is important to protect the privacy of personal
information; however, only 39% feel secure about the privacy of their own personal
information. Survey respondents also believe it is important to protect the right to access
information (93%). Similarly in 2013, the Office of Privacy Commission of Canada (OPC)
commissioned Phoenix Strategic Perspective Inc. to conduct a survey of Canadian privacy
related issues, and respondents expressed a significant level of concern about the protection
of their privacy, with one quarter saying they are extremely concerned. The demographic
concern about privacy protection (scores of 6-7) was higher among women (45%), college
(46%) and university graduates (44%), and Ontarians (48%) compared to Quebeckers (39%)
and British Columbians (35%). It also increased with age (from 27% of those under 25 to
46% of those 55+).
Furthermore, as a result of the USA PATRIOT Act, which was signed into law by President
George W. Bush on October 26, 2001, all persons and companies doing business in the
United States must comply with the Office of Foreign Asset Control (OFAC) Regulations.
Why? Because the OFAC compliance programs ensure that our data is scanned against
the latest US government (OFAC) list and by the other members of the Five Eyes. As such,
companies in the United States and organizations outside the USA that are doing business
with American companies and institutions are subjected to sharing or giving or facilitating
access or providing easier access to their data for storage by the USA government with
the sole purpose of enabling the US government to use that data. Reminiscent of the allknowing authorities in the movie Minority Report, the current rationale is that there is an
urgent need for having a repository of all metadata that will be used to fight terrorism or
crime in general.

Mohamed K. Sheriff

The wholesale collection of metadata affects libraries and educational institutions as
well. No longer can such public bodies assure that the data they collect will only by
the institutional custodians of that data. Instead, the data can be transferred to private
businesses to be used for business analytics or siphoned into government databases. The
action of governments siphoning and storing every bit of data — be it educational data,
personal or business data — have also stirred debates in the USA, Canada and around the
world. These issues have come to the fore in recent months in the wake of revelations by
Edward Snowden, the former contractor who revealed the pervasive domestic espionage
programs of the American, Canadian and other governments. Given the close geographical
proximity between Canada and USA and the close ties and cooperation between the two
governments, it is not unreasonable to expect that the data from Canadian educational
institutions (including data about and by students, faculties and staff) will be accessed or
end up in the wrong hands particularly when one considers the following:

...4
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Whether we examine physical access and privacy of educational
data (hard copy) or online access and privacy of educational
data, the goal is to understand the impact that unfair access and
dwindling privacy of Canadian educational data have on society
and indeed upon our democracy as a result of:

• The behaviour of USA government when it comes to “big data”
• The increased and unregulated use of data analytics by private
businesses
• The targeting of students by businesses through online
marketing or the selling of goods and services to them
• The significant rate of identity theft and online espionage

• The unfair access (through insidious laws and subversive means
by which government and businesses get student, faculty and
staff data),

• The many laws and agreements that Canada has in place
that require the sharing of personal information with the US
Government and other foreign authorities

• The unfair restricted access of student, faculty and staff to their
own records and
• The need for more effective privacy laws and greater control by
individuals over their own privacy

• The many information breaches acknowledged by the
Government of Canada and the lack of adequate data
safeguards in Canada as revealed by the Privacy Commissioner
of Canada.

All of these begin with the necessity for us to examine PIPEDA,
enacted by the federal government of Canada, and the Freedom
of Information and Protection of Privacy Act law enacted by the
BC, and similar laws enacted by other Canadian jurisdictions.

Hence, the above-mentioned behavioral concerns, the online
espionage policies of governments and corporations, and the

Breaches  acknowledged  by  the  Government  of  Canada  
as  revealed  by  the  Privacy  Commissioner  of  Canada  

6318  

Number  of  Breaches  
3763  
2983  
1372  
532  

223  

0  

0  

8  

10  

10  

109  

219  

Number  of  
Number  of  
Number  of  
Number  of  
Number  of  
Number  of  
Number  of  
Number  of  
Total  number  of   Total  number  of  
Number  of  
Approximate   Number  of  people  
breaches  reported   people  aﬀected  by   breaches  reported   number  of  those   aﬀected  by  six   reported  breaches   breaches  ESDC   breaches  at  NSERC   departments  that   departments  that   breaches  reported   breaches  reported   breaches  reported  
to  the  privacy  
to  the  privacy  
reported  all   didn’t  report  any  of   to  the  privacy  
for  10  months  of   those    (10  months   at  the  Canada   breaches  the  CRA   breaches  at  the   at  Employment  and   reported  to  the   reported  to  the  
Oﬃce  of  the  
breaches  to  the   their  breaches  to   commissioner  in   commissioner  in   commissioner  so  
Social  
privacy  
2013-‐14  ﬁscal  year   of  2013-‐14  ﬁscal   Revenue  Agency   said  were  privacy   NaLonal  Science  
the  privacy  
2009-‐10  ﬁscal  year   2012-‐13  ﬁscal  year  far  in  2013-‐14  ﬁscal  
commissioner  
Privacy  
privacy  
breaches  
and  Engineering  
Development  
year)  breaches  
year  
commissioner  
commissioner  
Commissioner  
Research  Council  
Canada  
(NSERC)  

results of the surveys done by OIPC and OPC indicate that the
demand for more data governance and compliance is highly
warranted. Yet despite this need for fair access and increased
privacy for Canadian educational institutional data, we are faced
with more (and more insidious) laws. The USA PATRIOT Act, the
NSA espionage programs, and the OFAC compliance program
get much attention; but Canada’s Anti-Terrorism Act and other
broadly-worded laws permit the Government of Canada and its
agencies to conduct similar programs. In addition, the apparent
lack of political will to amend PIPEDA or other access and privacy
laws will continue to compromise our right to privacy; and that
will in turn lead to unfair access to the data collected by Canadian
educational institutions.
The concern about unfair access and dwindling privacy in
education is not new. Indeed, it has increasingly dominated our
thinking since early 2000, when the masses started experimenting
with relatively modern era communication vehicles such as
YouTube, Web 2.0, and integrated computing mobile wireless
devices that have become ubiquitous.

PIPEDA and FOIP

PIPEDA (Personal Information Protection of Electronic Documents
Act) is a law that was enacted by the federal government of Canada
on April 13, 2000 in order to protect data privacy; and it regulates
the collection, use, disclosure, retention, access and security of
personal information in the course of commercial activity. For
many people the assumption at the time of enactment was that
the law would apply to businesses only, and that it would not be
extended to educational institutions, be it K-12 or post secondary
institutions.
In the years since PIPEDA was enacted, however, various rulings
by the Office of the Privacy Commissioner of Canada indicate that
the law is not clear when it comes to its applicability to educational
institutions, particularly higher educational institutions.
On July 14, 2005 the Office of the Privacy Commissioner of
Canada noted that PIPEDA does not apply to the core operations
of universities which raises the question: What does the Privacy
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Commissioner meant by core activities? And why is it important
to know the answer? The Privacy Commissioner has also said that
PIPEDA would apply to non-core university commercial activities
such as the selling or bartering of alumni lists or the operation of
parking garages, bookstores and coffee shops.

and lack of confidence by the student, faculty and staff will in turn
lead to lack of data or insufficient data that will lead to the poor
assessment of the following:

In addition, on January 27, 2009, the Office of the Privacy
Commissioner of Canada released guidelines for processing
personal data across borders, which was alarming to privacy
advocates. Of particular concern is the reality that s7(3)(c) of
PIPEDA states:

• Online learning

(3) For the purpose of clause 4.3 of Schedule 1, and despite the
note that accompanies that clause, an organization may disclose
personal information without the knowledge or consent of the
individual only if the disclosure is

• Classroom size

(c) required to comply with a subpoena or warrant issued or
an order made by a court, person or body with jurisdiction
to compel the production of information, or to comply with
rules of court relating to the production of records;
(c.1) made to a government institution or part of a government
institution that has made a request for the information,
identified its lawful authority to obtain the information and
indicated that
(i) it suspects that the information relates to national
security, the defence of Canada or the conduct of
international affairs,
(ii) the disclosure is requested for the purpose of enforcing
any law of Canada, a province or a foreign jurisdiction,
carrying out an investigation relating to the enforcement
of any such law or gathering intelligence for the purpose of
enforcing any such law, or
(iii) the disclosure is requested for the purpose of
administering any law of Canada or a province;

• Localizing and tailoring our education to fits individual students
for example
• Online assignment portal etc
• Predictive analysis for example
• Student: teacher ratios
• Number of students per teacher/faculty
• Bus route and parking facilities
The cumulative effect of poor results from unreliable data will
handicap and degrade the quality of our educational system, the
educational process, and governance. The negative impacts from
such data degradation can be mitigated by introducing privacy
consultant and robust oversight to help K-12 and post secondary
institutions educate parents, students, faculties and staff about
the laws and to concurrently ensure that educational institutions
implement effective information risk management, proper data
governance, compliance and accountability mechanisms.
Canadian educational institutions also need to consider privacy
and access issues that arise with third party vendors, outsourcing
and service providers. Oblique contractual provisions can
affect who gets to keep the data during and after the contract.
Why is this important? Because in an era of data analytics and
commoditization of personal information, third party providers
can target students and sell the data to other organizations that
will target students.
K-12 schools often lack sufficient IT department resources to
successfully complete IT projects hence they rely heavily on third
parties or outsourcing companies or service providers to get its IT

(i) required by law.

...6

According to these provisions, particularly subsection c.1 (ii and
iii), some would argue that the fact that Canadian educational
institutions are provincial government institutions, and the
health records of students, faculties and staff can be subpoenaed.
When that happens, Canadian educational institutions have little
choice or recourse but to surrender the responsive records to
the government or to the courts; yet if the same records are in
the hands of a doctor or hospital, they can claim patient doctor
confidentiality and the HIPPA regulation to avoid handing in the
said records. Hence, in the not too far distance future the lack of
recourse by Canadian educational institutions when it comes to
mental health records will have a profound and devastating effect
in our educational system.
Why? Because students, parents, faculty and staff might well
be reticent to sign a form agreeing that educational institutions
should gather their information or their children’s information
which can be used to hunt them down in the future. Such a fear

«It has been said that “the blood

running through the veins of
twenty-first century commerce
will increasingly consist of
information about individuals.”
Those veins clearly stretch around
our planet. »
Jennifer Stoddart
Privacy Commissioner of Canada 2003-2013
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projects successfully done. Contractual provisions, inadequate due
diligence, and excessive trust could all lead to present and future
abuses or misuse of students’ data. Furthermore, it is difficult
to ascertain whether third party vendors’ apps provide —and
will continue to provide —privacy protections that comply with
Canadian law. Avoiding these pitfalls is crucial, and it is important
to have competent, unbiased and trustworthy experts such as a
certified privacy consultants to bargain with third party vendors,
outsourcing companies and service providers whilst concurrently
giving impartial guidance to the educational institutions.
Even organizations with stronger IT departments are not immune
to privacy and data risks that come with cloud environments and
third party apps, and these institutions can be prone to privacy
and unfair access issues — hence the need for consultants in the
areas of information risks management, data governance and
compliance training and implementation. Adequate and valid
guidance is important to avoid future targeting of students due to
data analytics by big businesses.
Having said, the provinces in Canada have done a great job in
coming up with freedom of information and protection laws that
apply to educational institutions. In Province of British Columbia
the Freedom of Information and Protection of Privacy Act requires
public institutions such as Kwantlen Polytechnic University to:
• provide the public with the right of access to records in its
custody, or under its (i.e. Kwantlen Polytechnic University or
any other educational institution in BC) control,
• provide individuals (students, faculties and staff) with the right
to access and correct personal information about themselves
• withhold from disclosure certain records as specified in the Act

• prevent the unauthorized collection, use, or disclosure of
personal information
• provide routine public information and personal information
about the person requesting it
• provide information as part of a formal FOIP request
BC educational institutions are bound by the provincial FOIP
legislation. Similar legislation is in place in other jurisdictions in
other provinces. In their efforts to comply with the governing laws,
Canadian educational institutions have established policies that
govern requests for information. As well, Canadian educational
institutions have established dedicated roles to deal with FOIP
or similar legislation as well as records management, intellectual
property and copyright issues.
Canadian educational institutions should be applauded for taking
the positive steps they have taken so far in the area of access and
privacy, but more needs to be done if we are to increase our level
of confidence based on the results of the surveys mentioned in
this article. TWR
Mohamed K. Sheriff has more than 15 years of university teaching experience
that started in London, England, and continues in Canada. Through his years in
academia, he has acted as a Subject Matter Expert by reviewing and developing
courses, labs, books and case studies for Fairleigh Dickinson University, British
Institute of Technology, Kwantlen Polytechnic University, University of Phoenix
and Meritus. He also has over 20 years of industrial experience in Information
Technology and Communication helping executives implement the latest
technology and policies. His areas of research interest include information
systems, internet, cyber security, cyber forensics, cloud computing, policies,
software architecture and development. He can be reach at Mohamed.sheriff@
kpu.ca or msheriff@email.phoenix.edu

The technetronic era involves the gradual appearance
of a more controlled society. Such a society would be
dominated by an elite, unrestrained by traditional
values.
Soon it will be possible to assert almost continuous
surveillance over every citizen and maintain up-todate complete files containing even the most personal
information about the citizen. These files will be subject
to instantaneous retrieval by the authorities
Zbigniew Brzezinski, Between Two Ages: America’s Role in the Technetronic Era (1970)
Polish-American political scientist, National Security Advisor to US President Jimmy Carter
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CASL:
Clear As Mud
By Lisa R. Lifshitz

O

n Dec. 4, 2013, the Government of Canada published the final regulations to Canada’s
Anti-Spam Legislation along with the related Regulatory Impact Analysis Statement. After
three years of waiting, most of CASL, including the sections dealing with commercial
electronic messages, will finally come into force on July 14. Mercifully, those sections of the
act relating to the installation of computer programs will only come into force on Jan. 15,
2015, and the coming into force of the new private right of action for non-compliance with
CASL will only be implemented July 1, 2017.
While compliance with CASL has been the subject of discussion by lawyers for years, the
truth is many businesses have been caught unaware as they waited to see how Industry
Canada would sort out some of the most problematic aspects of this act. Unfortunately,
while some changes have been made in the regulations to address practical concerns, the
act remains a tortured mess, full of technicalities and gaps.
Rather than deter spam, it seems instead to have been designed to provide meaningful
employment for technology lawyers over the next few years as we endeavour to parse out
the act’s ambiguities and provide meaningful guidance to our clients.
Unfortunately, the government is not making it particularly easy for lawyers practising in this
area, let alone our clients. There are myriad flaws in the sections dealing with commercial
electronic messages (never mind the remainder of the act dealing with unsolicited
installation of computer programs) but I will focus on a few obvious ones.
Industry Canada seems to have a very odd view of the modern Canadian family since
the exceptions relating to “family relationships” only encompass relationships between
two people related through marriage, common law partnership, or legal parent-child
relationships. I certainly hope my sisters will be able to rely on the companion “personal
relationship” exemption, not to mention my aunts, uncles, and cousins, to communicate
with me. Since my grandparents are no longer with us, I don’t have to worry about them,
but is this really something anyone needs to think about?
The regulations clarified that in order to “reduce regulatory duplication in situations where
CEMS are sent from Canada to other states that have their own regulatory requirements”
CASL will not apply when messages are sent from Canada to any of the states listed in
Schedule 1 of the regulations (most of the world, including the United States, members of
the European Union, Australia, New Zealand, China, and Japan) that have their own antispam legislation, as long as the commercial electronic message complies with that country’s
anti-spam laws “which address conduct that is substantially similar to conduct prohibited
under the Act.”

Lisa R Lifshitz

This “exemption” applies when the person who sends the message or causes or permits it to
be sent “reasonably believes” the message will be accessed in the foreign state.
The RIAS states this “exclusion” was added to the regulations to mitigate the “regulatory
burden” of requiring businesses to comply with both foreign laws and CASL but I genuinely
cannot see how this makes the situation better if senders of messages are still obliged to
ponder their compliance with both CASL and “applicable” foreign law to see if they even
meet this so-called “exemption.”
Am I the only person who thinks it odd that one of the key definitions in the act, that of
“commercial electronic message,” is so broad and convoluted? Who decides whether “it
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would be reasonable to conclude as its purpose, or one of its
purposes, to encourage participation in a commercial activity?”
What is this analysis actually based on?
The Regulatory Impact Analysis Statement itself states that to
clarify the scope of the act, “guidelines are more appropriate
than Regulations,” but it must be remembered the RIAS is merely
a guidance/interpretation document and of no legally binding
effect.
The statement says to the extent a message is sent in a preexisting commercial context but does not fall within the definition
of CEM provided in ss. 1(2) and (3) it is not a CEM — the mere fact
a message involves commercial activity, hyperlinks to a person’s
web site, or business-related electronic addressing information
does not make it a commercial electronic message “if none of its
purposes is to encourage the recipient in additional commercial
activity.”
The RIAS then says electronic messages may come within the
definition of a CEM “if it would be reasonable to conclude that
one of the purposes is to encourage the recipient to engage in
additional commercial activities, based on, for example, the
prevalence and amount of commercial content, hyperlinks or
contact information.”
Is this really helpful? How would one be expected to evaluate and
measure “prevalence and amount?” It seems rather subjective
and vague and designed to err on the side of inclusion rather
than exclusion to ensure compliance with the act’s onerous
requirements.
One of our government’s nastier decisions regarding this
legislation was its refusal in the regulations to recognize implied
consents previously obtained under Canada’s federal privacy law,
the Personal Information Protection and Electronic Documents
Act.
While the RIAS confirmed that “express consents, obtained before
CASL comes into force, to collect or use electronic addresses to
send commercial electronic messages will be recognized as being
compliant with PIPEDA,” implied consents will not be recognized,
i.e. if there is no longer an exclusion nor any form of consent
under CASL.
Can someone please explain to me why the government refused
to consider these as valid? This single decision will cause
enormous headaches for companies that have not systematically
differentiated between collecting e-mail addresses on the basis
of express or implied consent. So companies that had previously

collected e-mail addresses on the basis of what they thought to
be valid implied consents under PIPEDA will now have to move
quickly to collect valid express consents before July 1, failing which
they will have to rely on much narrower CASL-compliant “implied
consents” to continue communicating. Since many individuals
ignore their e-mail, non-replies will have to be removed from
CASL-compliant databases unless other exemptions can be found.
Oddly, while the RIAS lauds the importance of clarifying issues
through guidelines, it is abundantly clear our pending anti-spam
legislation is just a “work in progress” and the government itself is
still figuring it out. Why else would they feel the need to reassure
a panicking constituency that “together, the CRTC and Industry
Canada will issue new Frequently Asked Questions and Responses
on the CRTC and Fightspam.gc.ca web sites?”
Am I supposed to be comforted? How quickly will these
clarifications happen? Before or after July 1? And what about the
fact the RIAS itself noted the “previous guidance issued by the
CRTC on October 10, 2012 are not legally binding.” Stay tuned for
further updates!
Is this really the best the federal government can do?
I could go on and talk about the convoluted regulation rules
regarding third-party referral marketing/promotions, the difficult
conditions for use of consent, etc. While all of this might be
academically interesting, the problem is, unlike certain other
Canadian statutes, CASL is “law with teeth.”
By way of reminder, while the act explicitly says the purpose of
penalties is to “promote compliance” with the act and not to
punish, the fact remains that individuals are subject, per violation,
to administrative monetary fines in the amount of $1 million with
companies subject to fines of $10 million as well as additional
fines for non-compliance with the act. Ouch.
There is no doubt spam is a scourge, but isn’t it obvious after
three years, the real answer is to stop trying to fix a fundamentally
flawed piece of legislation using regulations and non-binding
guidance documents and instead scrap CASL altogether and draft
something balanced, clear, and not designed to drive business
away from Canada? Even if it means fewer billable hours for me
over the next few months? TWR
Lisa R. Lifshitz is a partner in Torkin Manes’ Business Law Group, specializing in the areas of
information technology and business law and is the leader of the firm’s Technology, Privacy
and Data Management Group. Lisa also practises in the area of privacy and information
management, advising both Canadian and international clients on compliance with Canadian
privacy requirements.
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Sedona Conference
Commentary on Information Governance

TGovernance
he Sedona Conference® Commentary on Information
was issued in December 2013. The eleven
Principles outlined in the Commentary are intended to
provide clear and uniform information policy guidelines that
help organizations meet their information management
objectives.
Taking a holistic approach to information governance
is important to eradicate the silo approach — in which
privacy, resilience, records management and other aspects
of governance are addressed individually.
Taking a comprehensive approach to address information
governance is useful to provide consistent approaches; to
eliminate duplication of effort; reduce cost and minimize
risk. Employing Privacy by Design as well is valuable to
ensure that information governance is applied through all
aspects of information, and throughout the full lifecycle of
that information.
Adopting a comprehensive set of information governance
policies — that speak to all aspects of information
compliance including privacy, access, information security,
records management, collection, use, retention and
destruction — is imperative to reduce operational and
reputational risk.
Information governance is particularly valuable in the face
of Big Data, data breaches, and international data flows
1. Organizations should consider implementing an
Information Governance program to make coordinated
decisions about information for the benefit of the overall
organization that address information-related requirements
and manage risks while optimizing value.
2. An Information Governance program should maintain
sufficient independence from any particular department or
division to ensure that decisions are made for the benefit of
the overall organization.

3. All information stakeholders should participate in an
organization’s Information Governance program.
4. The strategic objectives of an organization’s Information
Governance program should be based upon a comprehensive
assessment of information-related practices, requirements,
risks, and opportunities.
5. An Information Governance program should be established
with the structure, direction, resources, and accountability to
provide reasonable assurance that the program’s objectives
will be achieved.
6. The effective, timely, and consistent disposal of physical and
electronic information that no longer needs to be retained
should be a core component of any Information Governance
program.
7. When information governance decisions require an
organization to reconcile conflicting laws or obligations, the
organization should act in good faith and give due respect
to considerations such as privacy, data protection, security,
records and information management, risk management, and
sound business practices.
8. If an organization has acted in good faith in its attempt to
reconcile conflicting laws and obligations, a court or other
authority reviewing the organization’s actions should do
so under a standard of reasonableness according to the
circumstances at the time such actions were taken.
9. An organization should consider reasonable measures to
maintain the integrity and availability of longterm information
assets throughout their intended useful life.
10. An organization should consider leveraging the power of
new technologies in its Information Governance program.
11. An organization should periodically review and update its
Information Governance program to ensure that it continues
to meet the organization’s needs as they evolve. TWR
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Privacy in HIM:
A Case Study
By Tatiana Shcherbina

The use of online technologies in post-secondary education has become very common,
allowing students to remain at home, continue to work, and still have the opportunity
to pursue their educational goals. Once I identified Health Information Management
(HIM) as my career choice, I enrolled in the CHIMA accredited HIM program at the
Centre for Distance Education in Sydney Nova Scotia.

The program addresses three Domains of Practice for the HIM professional: eHIM, Data
Quality and Privacy, and explores the nuances of health information privacy through a
distance education setting.
Privacy is a broad topic integrated into every facet of the HIM profession. As such, it
was a component part of most of the courses, with special emphasis in the HIM I and II
courses, as well as Health Information Law, and Ethics in Health Care.
As many students do, I started the program with a basic understanding of privacy
in health care: I was confident that my records were protected from everyone
except those who needed to know. Two years of HIM courses revealed some serious
shortcomings of that philosophy. I had thought in terms of the whole record, and it was
eye opening to consider individual data elements that, in various combinations, were
all health information. It was astounding to discover the number of people involved
with collecting, using, updating, coding, storing, or transmitting the data.
The simple example of an inpatient with mobility issues who requires a chest x ray
helped me realize how many people need to know some things about the patient to do
their job. Beginning at the point of registration, clerical staff collects information in order
to create the initial record. Some of that information is fed to the hospital information
system with its many different applications such as laboratory services, pharmacy, or
housekeeping. Patient transport needs to know the person’s room and name and exam
time in order to transport the patient to a Digital Images room. Technicians need to
know the patient’s name, any physical limitations to be considered in equipment setup,
and the specific exam to be done. The radiologist needs to know the patient’s name,
the exam being performed, and any relevant history that might affect the interpretation
of the exam. The dietary department needs to know the patient’s name, room location,
dietary requirements and any allergies. Physiotherapy needed to know the patient’s
name, room, and limitations in order to ensure the appropriate supports are available…
and so on. All of these were in addition to the clinical staff collecting much of the
personal information in order to provide care, and the HIM staff who are responsible
to monitor data quality, data reporting to governments and/or CIHI and/or Statistics
Canada, and various other parties to whom data must be reported. An astounding
number of individuals and agencies legitimately have access to or are provided data
by health agencies. The issues of privacy, confidentiality, and information sharing are
extremely complex!

Tatiana Shcherbina

Students learn in great detail the Fair Information Principles, and their application
within the health sector.
Many lessons focus on how these principles form the basis of much privacy legislation,
health legislation, and the education of health professionals in all provinces. Applying

...12
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Privacy in HIM

Continued from page 12

these principles in certain situations challenged the student
to choose the best option, which may or may not be the
instinctive response. Websites of the provincial and federal
Information and Privacy Commissioners were key resources to
help in understanding the common issues, as were resource
documents from agencies as diverse as CIHI, CHIMA, COACH,
and Infoway.
Students learn in which situation they could provide
appropriate responses to different requests. It is very
important for students to understand how different legislation,
regulations, professional practice and organizational policy
affect the release of information. Overriding it all are two
general rules: for the health care of the person, information
may be exchanged to those providing care; and information
may not be not shared without consent. The challenges with
these two are significant, and learning the exceptions is a
significant part of the course material. For example, how do
you deal with subpoenas? What information can be shared in
the event of public health scenarios (e.g. a SARS epidemic)?
What access does a coroner have? If a person dies, who has
the right to review records relating to the deceased? If an
individual requests a copy of their entire health record, what
are the processes?
Release of data goes far beyond providing full records;
it includes providing select data for certain purposes, or
aggregate data. Using case studies and current events, students

learn about the complexities
of sharing data for non-clinical
purposes. For example, may
facilities share aggregate data
with other health agencies to
measure performance? What
information do funders need in
order to evaluate and provide funding
to an agency? Quality of care agencies such as Accreditation
Canada, and professional bodies such as the College of
Physician and Services, need data to perform their services;
but what data are they legally allowed to have, and under
what circumstances? What information may be shared with
lawyers or with Workplace Health and Safety? What about
researchers? Answers for these and many other questions are
covered in Health Information Law. A key learning tool was the
development of an information matrix for disclosure health
information with or without consent.
Aligned with the issues of privacy, confidentiality and release
of information, the HIM student is schooled in the issue of
information safeguards — administrative, technical, and
physical. The processes protecting the data and users of the
data in an organization through rules, regulations and policies
are a core subject matter. The exploration includes a review of
different policies and procedures, confidentiality statements,
security programs, etc., that different organizations have in
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Privacy Training & Resources
E-course: How to do a Privacy Impact
Assessment — 5 Modules delivered
using weekly Live Webinar.
Each module includes templates, tools
and resources, and case study.
Starts May 20 — Replays available too!
Privacy, Confidentiality, Security
Training Webinars — See our upcoming training events, including webinars, interviews, and e-courses.
Privacy Nuggets – Subscribe Now!
Sign up here for our occasional bits of
privacy wisdom that you can use to
make your information more secure!
Connect on

Privacy Breach Management Resource
Package — Digital multi-media bundle.

Includes: How-to-article, policy & procedure templates, reporting forms, training
materials including access to webinar:
“3 Mistakes in Managing a Privacy
Breach”. Special Bonus: Media Training
with Grant Ainsley.

Implementing Credit Card Payments
Resource Package — Coming soon!
Digital multi-media bundle helps you to
implement credit card payments into
your healthcare practice.
Includes: How-to-article, policy & procedure templates, guidelines on how to
select vendors, ROI business case templates, risk assessment, training materials
and training webinars.

Information Managers Ltd
Tel: 780.237.7605
Fax: 1.866.655.7780
www.informationmanagers.ca

@InfoManLtd

ca.linkedin.com/in/jeaneaton/

Let us take care of the elephant in the room
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Privacy in HIM

Continued from page 13

place. An interesting student exercise was to try to find and
analyze certain policies on public websites such as health care
agencies, or organizations that use data (e.g. CIHI or provincial
eHealth agencies).
The technical processes by which data is protected were
taught in both the Health Informatics course as well as the HIM
courses both of which covered the issues of audits, security
protocols, role based access controls, firewalls, etc. While
many of the concepts (e.g. passwords) are familiar concepts
in any organization, the HIM student is learning the levels and
complexities of these issues required when dealing with health
information. A review of recent health RFPs and RFQs related
to system acquisitions reinforced the reality that information
security is — and should be — a component in everything from
designing a building to providing patient education services.
Physical processes by which data are protected by security
of the physical environment and the implications of these
were considered. Recent cases of massive data breaches
through stolen laptops, lost USB devices, and unsecured areas
were examined by students who looked at more than what
happened; rather, they examined why the breaches occurred,
and identified potential preventive measures. HIM students
now read the news with a different perspective!
It was interesting that the human factor was acknowledged
as the key in all discussions on privacy, confidentiality, access,
release and protection of information. The best policies or
most stringent rules cannot eliminate or curtail the actions
of humans. Whether through accident, lack of training, or
malicious intent, health information is always vulnerable,
whether from unsecured workstations or the installation of
viruses or the insertion of Trojan horses into an authorized
application to transfer information. The disclosure of
confidential, sensitive or embarrassing information has many
potential impacts — from compromising patient care to loss of
credibility or reputation of an organization. The human factor
cannot be underestimated, and the HIM professional must
learn to embrace constant vigilance.
The student practicum is a vital part of the learning experience,
representing the synthesis and integration of knowledge
acquired in coursework and other learning experiences. It
is the application of theory and principles in a setting that
approximates some aspects of professional practice and helps
students identify gaps and knowledge in privacy, confidentiality
and disclosure of patient information.
Whether through the formal lessons, case studies, the analysis
of current news events or through a review of information
on public websites, the privacy of health information was
integrated into many course components of the HIM program.
Two years of HIM courses changed my perspectives of privacy
and security of health information.
My eyes were opened to the “big picture” and to considering
individual data elements. It was astounding to realize that

the human factor is the key in all discussions on privacy,
confidentiality, access, release and protection of information.
The HIM program helped me understand more clearly the
extent to which I will encounter private information in my
career as an HIM professional.
While HIM professionals have traditionally worked in hospitals,
many other career options are now available for trained
HIM professionals — including educational, researching, risk
management, computer software and hardware vendors.
Regardless which career path an HIM professional pursues,
there is no question that HIM professionals need to be
knowledgeable about the complexities surrounding privacy,
confidentiality and release of information. TWR
Tatiana Shcherbina is the first graduate of the Health Information Management
Program, Center for Distance Education, Sydney, NS. She has Bachelor Degree
in Applied Mathematics, Voronezh University (Russia). During her studies
in the HIM Program she contributed to the Ontario Telemedicine Network
project (February, 2014). Tatiana also participated in a pan Canadian survey of
the HIM program practicum experience (October-December, 2013), intended
to identify and quantify the practicum challenges and opportunities related to
the Health Information Management (HIM) program as noted by the facilities.
Tatiana is eligible for certification with CHIMA and can be reached by email at
tatianashch@hotmail.com

Did You Know...

56%
59%
58%
35%
33%
30%

of end-users admit they have not received
any security awareness training from their
employer.
of end-users admit they store work
information
on
cloud
services
of end-users admit they store companysensitive information on their personal
devices
of end-users admit they have clicked on an
email link from an unknown sender

of end-users admit they use the same
password for both work and personal
devices
of end-users admit they leave mobile
devices unattended in their vehicles

Source: David Monahan, Research Director Security and Risk Management, Enterprise Management
Associates
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Legislative Changes

Bill C-31, the Economic Action Plan 2014 Act, No. 1 is the

enabling mechanism to implement some of the provisions of
the February 2014 federal budget. The Bill has a clear impact on
privacy and data sharing and imposes additional due diligence
requirements upon Canadian financial institutions.
Among the income tax measures introduced by the Bill which
have the greatest impact upon privacy are provisions that:

• require certain financial intermediaries to report to the

Canada Revenue Agency international electronic funds
transfers of $10,000 or more;

• make amendments relating to the introduction of

the Offshore Tax Informant Program of the Canada
Revenue Agency;

• permit the disclosure of taxpayer information to an

appropriate police organization in certain circumstances if
the information relates to a serious offence; and

• improve the Canada Revenue Agency’s ability to provide

feedback to the Financial Transactions and Reports Analysis
Centre of Canada.

• make amendments relating to the introduction of the

Offshore Tax Informant Program of the Canada Revenue
Agency;

• permit the disclosure of confidential GST/HST information to

an appropriate police organization in certain circumstances
if the information relates to a serious offence.

Part 5 enacts the Canada–United States Enhanced Tax
Information Exchange Agreement Implementation Act and
amends the Income Tax Act to introduce consequential
information reporting requirements.
Division 19 of Part 6 amends the Proceeds of Crime (Money
Laundering) and Terrorist Financing Act to, among other
things, enhance the client identification, record keeping
and registration requirements for financial institutions and
intermediaries, refer to online casinos, and extend the
application of the Act to persons and entities that deal in
virtual currencies and foreign money services businesses.
Furthermore, it makes modifications in regards to the
information that the Financial Transactions and
Reports Analysis Centre of Canada may receive,
collect or disclose, and expands the circumstances
in which the Centre or the Canada Border Services
Agency can disclose information received or collected
under the Act. It also updates the review and appeal provisions
related to cross-border currency reporting and brings Part 1.1
of the Act into force.
The Bill also permits the disclosure of taxpayer information to a
“law enforcement officer of an appropriate police organization”
if the official making the disclosure has “reasonable grounds
to believe that the information will afford evidence of an act
or omission in or outside of Canada” that, if committed in
Canada, would be an offense under the Corruption of Foreign
Public Officials Act or the Criminal Code.
The full text of Bill C-31 is available here.
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This is your opportunity to have your voice heard. PACC invites your views to help shape a new
Personal Information Protection Act in the wake of the Supreme Court of Canada declaring the Alberta
law invalid.
This is a rare opportunity to tell the Government what you want in a new PIPA law.
Your employment or other associations might limit your latitude to express personal views. As an
independent organization, the Privacy and Access Council of Canada is at liberty to express the views
of its members and others.
SUBMISSIONS WILL BE ANONYMIZED and integrated into a single comprehensive report to Government.
Send your comments by email to PIPA[@]PACC-CCAP.ca or by mail to PACC at Suite 330, Unit 440, 10816 Macleod Trail SE,
Calgary AB T2J 5N8. For more details, visit www.PACC-CCAP.ca
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Legislative Changes

Continued from page 15

The Digital Privacy Act, Senate Government Bill S-4, was

introduced in early April 2014 to amend the Personal
Information Protection and Electronic Documents Act (PIPEDA)
to provide breach notification and other privacy-protective
measures, and introduces broad authority for warrantless
disclosure of all personal information to a very broad audience.
Bill S-4 introduces breach notification both to the Commissioner
and to affected individuals in the event that a breach would
result in a real risk of significant harm; and the Bill articulates
criteria for assessing real risk of significant harm.
The Digital Privacy Act redefines “personal information” to
simply mean “information about an identifiable individual”,
and provides an exception to the consent rule for business
transactions.
PIPEDA’s consent provisions are amended to provide a very
broad requirement that, in concert with Canada’s Anti-Spam
Law (coming into force in July 2014), will place an onerous
burden on organizations:
“6.1 For the purposes of clause 4.3 of Schedule 1, the
consent of an individual is only valid if it is reasonable
to expect that an individual to whom the organization’s
activities are directed would understand the nature,
purpose and consequences of the collection, use or
disclosure of the personal information to which they
are consenting.”

As Dr. Michael Geist notes, however, Bill S-4 also provides for
the warrantless disclosure of personal information to a great
many interested parties, not just law enforcement. Bill S-4
proposes that:
an organization may disclose personal information
without the knowledge or consent of the individual...
if the disclosure is made to another organization
and is reasonable for the purposes of investigating a
breach of an agreement or a contravention of the laws
of Canada or a province that has been, is being or is
about to be committed and it is reasonable to expect
that disclosure with the knowledge or consent of the
individual would compromise the investigation
As Dr Geist notes, when look beyond the legalese it becomes
clear that Bill S-4 will permit any organization to disclose any
personal information without consent (and without a court
order) to any organization that is investigating a contractual
breach or possible violation of any law — and includes current,
past and potential future violations. In true Kafkaesque
fashion, it will be impossible to challenge the disclosure
that one cannot know is happening — precisely because the
disclosures will be made in secret without the knowledge of
the affected person, and might only relate to an agreement or
event that has not yet occurred.
To understand how S-4 might play out and affect our lives, we
are reminded to watch “Minority Report” and wonder if that
was art imitating life or if life is now imitating art. TWR
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Upcoming Events

April 24-27, 2014. Alberta Library Conference. Jasper AB
May 2-3, 2014. Western Canadian Conference on Computing Education. Richmond BC
May 2, 2014. Munk Debate: “Be it resolved state surveillance is a legitimate defence
of our freedoms.” Toronto ON and live stream
May 4-10, 2014. Privacy Awareness Week #2014PAW
May 23-24, 2014. Ontario Connections Conference. Toronto ON
May 28-31, 2014. Canadian Bioethics Society Conference. Vancouver BC
June 4-5, 2014. Saskatchewan Connections. Regina SK
June 23-24, 2014. Maritime Connections
July 23-24, 2014. 12th Annual conference on Privacy Security and Trust. Toronto ON
September 16-23, 2014. Democracy Week in Canada
September 21, 2014. Winnipeg Sunshine Summit
September 22, 2014. Toronto Sunshine Summit
October 15-17

September 23, 2014. Waterloo Sunshine Summit

2014	
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Calgary	
  Alberta	
  Canada	
  

RISKY
BUSINESS
September 24, 2014. Calgary Sunshine Summit

EMBRACING PRIVACY & DATA
GOVERNANCE IN A HOSTILE WORLD

September 26, 2014. Victoria Sunshine Summit

•
•
•
•
•
•

Privacy Implications of New Technology
Canada’s Privacy Landscape — What needs to change
Canada’s Access Landscape — When will change occur
Business Resiliency in the face of Data Breaches
Anti-Spam and Cyberbullying Laws
FATCA, TPP and International Influences

September 22-25, 2014. 36th International Conference of Data Protection and Privacy
Commissioners. Mauritius
October 15-17, 2014. Privacy in the Age of Information. St John’s NL
October 15-17, 2014. National Privacy & Data Governance Congress. Calgary AB

Join an all-star cast of leaders and experts for two full days of engaging discussion and
workshops as we tackle these and other important privacy and data governance topics
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Important Reading

The Unintended Consequences of Privacy UK-ICO PIA Code of Practice to help demonstrate
Paternalism — by Ann Cavoukian, Ph.D., Information & compliance by ‘Privacy by Design’ was issued by the Information
Privacy Commissioner, Ontario, Canada; Dr. Alexander Dix,
LL.M., Commissioner for Data Protection and Freedom of
Information, Berlin, Germany; Khaled El Emam, Ph.D., Canada
Research Chair,in Electronic Health Information, University
of Ottawa — sets out to reinforce the fundamental privacy
principles of purpose specification and use limitation that
prescribe limits to the collection and use of personal data. We
respond to a recent proposal to dramatically revise the OECD
Fair Information Practice Principles in the era of Big Data,
Cloud Computing and the Internet of Things.
The co-authors of the proposal argue that the current practice
of “Notice and Choice” is deeply flawed in today’s era of
ubiquitous data availability, and
that the principles of Purpose
Specification, Collection Limitation
and Use Limitation be diminished
in favor of greater emphasis on
ensuring accountability by data
users/controllers. We believe the
proposal reflects a paternalistic
approach to data protection that,
if implemented, will likely weaken
rather than strengthen privacy in
the 21st century.
Leaving it up to companies and
governments to determine the acceptable secondary uses of
personal data is a flawed proposition, that will no doubt lead
to greater privacy infractions.
If the history of privacy has taught us anything, it is that an
individual’s loss of control over their personal data leads to
greater privacy abuses, not fewer. Inadequate restraints and
a paternalistic approach could lead to what privacy advocates
fear most — ubiquitous mass surveillance, facilitated by
extensive and detailed profiling, sharpened information
asymmetries and power imbalances, ultimately leading to
various forms of discrimination, old and new.

Commissioner’s Office (ICO). The Code is intended to ensure
a ‘fit’ between PIAs and organisations’ project development
process, and help organisations comply with Data Protection
Act (DPA) obligations.
“The [C]ode is designed to ensure that [PIAs] fit into the
project development process, allowing organisations to follow
a Privacy by Design approach to developing new ways of using
people’s information,” said Steve Wood,
ICO Head of Policy. “[The Code is] to help
organisations of all sizes ensure that the
privacy risks associated with a project are
identified and addressed at an early stage
during a project’s development. Successfully
adopting this approach can only be good for consumers and
for business and can enable organisations to demonstrate
their compliance with the DPA.”

The Briefing Paper on International

Standards on Transparency and
Accountability, published by the Centre

for Law and Democracy (CLD), working with
Democracy Reporting International (DRI),
is one of a series which focuses on the main foundations
of democracy. These, in turn, are drawn from a 2011 DRI
report outlining the key components of a strong democracy,
International Consensus: Essential Elements of Democracy.
The Briefing Paper provides a succinct and clear explanation
of the international law foundations for transparency and
accountability, as well as the relationship between them.
It starts by providing definitions of transparency and
accountability, two concepts which are mutually supporting
but also overlapping. The main part of the Paper outlines the
key international law foundations that underlie transparency
and accountability, with a particular focus on the more specific
rules underpinning the right to information.
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Free Choice for Free Beer
New uses for existing technology often gives people a greater appreciation for the value utility
of personal information when used in some novel applications.
Canadian athletes and tourists visiting the Sochi Olympics earned a new regard for the
personal information in their passports when it gave them a distinct advantage over all other
Olympic-goers: A fridge fully stocked with Molson beer. The iconic brand was a taste of home
for Canadians at Sochi — who could only open the fridge using a Canadian passport.
The fridge was specially equipped with an electronic passport reader, similar to that at airports,
that can recognize unique features of a Canadian passport including the Canadian government
seal, the font, and the word “Canada” on the passport.
The Toronto-based ad agency, ReThink, conceived the idea for the beer fridge for a Canada Day
television spot as part of a Molson marketing campaign.
ReThink posted a 90-second YouTube video and a 30-second TV spot that followed the welltraveled Molson Canadian beer fridge as it appeared in unexpected places across Europe.
After its European tour, the Molson Canadian-only appeared at the Maple Leafs vs. Red Wings
match up at the NHL Winter Classic played at the University of Michigan campus in Ann Arbor
on New Year’s Day 2014 before making its appearance in Sochi.
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OWLS Go Global

T“OWLS”
he New Zealand Privacy Commissioner recently launched
- a series of 24 lesson plans on different privacy topics, for

How is the OWLS resource meant to be used?

teachers will have different levels of experience with privacy
topics. So they can either be taught separately to fit in with an
existing classroom programme, or as a whole course.

If you want to run a structured programme using all 24 modules,
or the whole of a particular stream, then go for it.

teachers to use in their classrooms (available at www.netsafe.org.
nz/owls). The target age group is 6-12 year olds, but the topics may
also be useful for older children. The plans have been designed
for maximum flexibility, to cater for the fact that students and

OWLS is a series of 24 modules on different aspects of managing
personal information online. There are six modules in four
broad learning areas:
Own your information
Wait before you upload
Lock your information
Safety first

OWLS Topics include:

The OWLS resource can be used in any way that suits your
classroom programme: If only one or two lesson plans appeal to
you, then just select what you need.

You don’t have to stick slavishly to our discussion questions or
activity suggestions – adapt the lesson plans in whatever way
works for you and your students.

- Sharing photos
- Looking after your storage devices
- Using apps
- What does a good password look like
- Who are you really talking to

Each module has a lesson
plan that teachers can adapt to suit their classroom needs for
cyber-education together with activities and suggested resources.
The modules take students from basic concepts through to more
sophisticated topics. The more advanced modules are intended
to be suitable for more experienced or older students. Even the
basic modules may be flexible enough to have something to offer
at a variety of learning levels, or may be a useful way to refresh
what students have already learned.

Range of audiences

The resource is aimed at primary and intermediate schools, and
secondary schools may be able to adapt it for their own use.
Schools, teachers and students will have very varied experience
and knowledge about how to handle personal information – from
little access to technology in the classroom and little knowledge
about how to use technology, all the way to highly sophisticated
and confident users.
There are obvious cross-overs between some of the topics – some
people find this useful, and some prefer to avoid repetition. The
choice is yours.

The aim is to let teachers and students recognise success
– they can see clearly what they have already learned and
what they might usefully explore.

The topics are broadly graded for complexity and agesuitability (modules 1 through 6 in each stream), but the
choice is left to the teacher about how to adapt and use
the information. The topics progress from things like using and
protecting passwords, sharing photos, signing up for competitions
and using social media, through to biometrics, encryption and
sexting.
The OWLS programme was teacher-led, and was developed in
partnership with NetSafe (New Zealand’s leading internet safety
organisation) and the NZ National Commission for UNESCO. All
the lesson plans, including the owl graphics, are available on a
creative commons (attribution) licence, so anyone is welcome
to use and adapt them as long as the New Zealand programme
is acknowledged as the source. The Privacy and Access Council
of Canada has created a link to the materials and is going to
customise it to refer to the most relevant Canadian resources, but
in the meantime feel free to use the material direct from the New
Zealand site.
The NZ Commissioner’s office welcomes any feedback on OWLS
and suggestions for developing it or adding new resources: either
use the feedback tab on the OWLS website, or email the office
direct at enquiries@privacy.org.nz.
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Privacy Impact Assessments:
Broader Scope for Better Advice
By Karen Jack, MAPP

Every day, and in every industry, privacy professionals help their organizations live up

to the privacy expectations of their stakeholders. Those expectations can be framed by
legislated obligations or simply a belief in the inherent value of protecting privacy in a
free society. Canadians demand that organizations that hold their personal information
undertake responsible stewardship of it, and of course, they should expect no less.
So, how does a large institution like the University of Waterloo meet these expectations
in light of the burgeoning interest in “big data” and the legislated requirement that
information be shared appropriately both internally and externally?
Like many other institutions across Canada, Waterloo is turning to a Privacy Impact
Assessment (PIA) process to evaluate the effect that systems or technology will have
on the privacy of personal information. Early work in this venture revealed to me the
benefits of adding IT security-related questions to the process. In doing so, I can weigh
in more fully on the privacy impacts of proposed initiatives. How? Read on.
As you might expect, universities are multifaceted places. In carrying out their various
scholarship, teaching, and research activities, university communities are rich in
diversity in student bodies, employee groups, and not least, data sets. And, as you would
anticipate, we store a lot of personal information relating to our students’ academic
achievements. But what you might not expect is that universities also hold all sorts of
other information as a result of community members who live, eat, study, and play on
campus. Talk about big data!
The University of Waterloo’s PIA process includes the customary elements: a full
description of the proposed system, its information flows, and why it’s needed; analysis
of legal authorities, notices of collection, and consents; descriptions of accountabilities
and data minimization practices; and, when a system involves an external party, an
assessment of the contract. But by also asking project leaders to provide information
that responds to an important IT security principle referred to as “CIA”, I am able to
better understand the security safeguards in place (or not) and the resulting risks to
protecting privacy.

Karen Jack, MAPP

In the IT security field, CIA is used widely as a yardstick for evaluating the technical
security of a system. It stands for: confidentiality, integrity, and availability.
Confidentiality refers to the need to ensure data is provided only to those who
should have it.
Integrity speaks to the need to ensure data’s accuracy for its intended purpose
Availability concerns the need for data to be accessible when it’s needed.
CIA principles harmonize well with my own requirements for any given system. And
here at Waterloo, when we include questions based on these principles in what we call a
Privacy and Security Impact Assessment, we not only meet the IT security group’s needs,
but we also strengthen my understanding of proposed projects and their various risks.
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Measure the Heartbleed
of your Data

From these questions I am provided with clear and detailed
information about the scope of user access, the likelihood of
loss of data integrity, and the possibility and consequences of
outages. Thus, I can better understand the operational impact
of an initiative and provide the university with a well-informed
opinion about whether or how to proceed.

Heartbleed is a bug in OpenSSL, an encryption
standard used in many major websites, including
some Government of Canada websites.

PIAs: Broader Scope for Better Advice

So, the next time you’re thinking about a PIA, think about
incorporating CIA-related questions into it. Doing so just might
enrich the quality of your advice as you help your organization
live up to its privacy-related responsibilities.
Karen Jack, MAPP, is the Privacy Officer at the University of Waterloo in Ontario.
She has been the key point person re: access and privacy matters at the university
since 2006, and is a passionate advocate for developing privacy awareness at
Waterloo. She can be reached by email at: kjjack@uwaterloo.ca.

Recent reports indicate that Heartbleed has been in use for the
past couple of years, and went entirely undetected. The bug
itself has been fixed, but there is little if any way to tell what
data has been compromised.
Many organizations are now working feverishly to verify
data security and integrity. Canada Revenue Agency is one
organization that shut down its online services while it works
to ensure the safety of data entrusted to the CRA by taxpayers
To guard against your own personal information being
compromised, change all passwords and use strong passwords
that include upper and case lower case letters, as well as
numbers and symbols. For good measure create passwords that
are an odd number of digits and are at least seven characters
long.
To check if a website is affected by Heartbleed, use the LastPass
Heartbleed checker

Darwin Moments
Dutch student Shawn Buckles has taken the bold decision to auction off his complete “data soul” to the highest bidder. Buckles set up
a website with an online bidding system in order to make a comment about privacy and the value of personal data.
Buckles auctioned his location records, his medical records, his personal calendar, the content of his emails
all the information from his social media communications, and “his thoughts” to be able to decide for himself
who gets access to his personal information. Buckles sold his online conversations, his consumer preferences
and his Internet browsing history. The lot. And for his soul he received €350 — which is preferable to “silently
consenting to a surveillance state by making all this data available for free.”

Better than a tinfoil hat is the new Wi-Fi Detection Cap that can seek out 802.11 b/g/n signals.
Anyone looking for a Wifi connection in a public place can check the two LED lights on the cap to
determine network availability and strength. Of course, anyone looking for a Wifi connection can also
look at wireless icon on their smart phone or tablet.
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Recent Decisions

The question of how to balance employees’ privacy right The importance of Privacy Impact Assessments was again
to be free of surreptitious surveillance except in certain
circumstances was addressed in the labour arbitration case
of Canadian National Railway Company v Teamsters Canadian
Rail Conference, 2014 CanLII 15954 (CA LA).
The four-part test was endorsed by the Federal Court and
adopted by Arbitrator Picher in CROA 3900. Those elements
reflect a balancing of interests between privacy interests of
employees with the legitimate business interests of employers.
They are as follows:
1. Is the measure demonstrably necessary to meet a specific
need?
2. Is it likely to be effective in meeting that need?
3. Is the loss of privacy proportional to the benefit gained?
4. Is there a less privacy invasive way to achieve the same end?
The arbitrator found that the Company was not investigating
any breach of an agreement, or the contravention of provincial
or federal laws; rather, the Company was investigating an
allegation of harassment.
The Arbitrator found against the Company’s argument that
section 7 (1)(b) of PIPEDA applies. The Arbitrator also found
that installing a camera to undertake surreptitious surveillance
in the book-in room the Company violated article 152 of the
collective agreement and PIPEDA.

underscored by the Alberta Information and Privacy Officer
in Investigation Report F-2014-IR-01. During an investigation
of the public disclosure by the Edmonton Police Service of
personal information identifying individuals with outstanding
warrants, the Commissioner noted that EPS “does not have a
specific policy that identifies when a privacy impact assessment
(PIA) is required.”
The three recommendations arising from this investigation are
relevant to other organizations:

• Complete and submit a PIA to [the Commissioner’s] Office

prior to undertaking any new initiative involving the public
disclosure of personal information. Among other things, the
PIA should include the legal authority and purposes for each
element of personal information to be disclosed for the
project, and should identify the privacy risks and mitigation
measures for the project.

• Establish a policy for requiring privacy impact assessments

when designing major projects or initiatives that involve the
collection, use or disclosure of personal information prior to
the implementation of the project.

• Develop a review and approval process that includes

the [organization’s] FOIPP Coordinator/FOIPP Office on
initiatives or projects that involve the collection, use or
disclosure of personal information. TWR

5 Things School Officials Must Know About Privacy
Daniel Solove’s new short video addresses some of the most important broad points that school officials
should know when it comes to privacy. The information is relevant to students, parents and educators in
Canada; simply replace references in the video to the American FERPA law with the relevant Canadian
statutes.
The five main points that Solove makes are:
1. Protecting privacy involves much more than following FERPA.
2. Just because software and services can do something does not
make it legal.
3. Someone must wear the privacy hat.

	
  

4. Protecting personal data is your responsibility – and it remains
your responsibility when third parties are using data you
shared with them.
5. Members of your school community should be educated
about how to protect their data.
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Privacy Education
By Gerry Bliss

Why Privacy Training?
At a fundamental level we all understand privacy. Our homes have curtains and front
doors, and we all wear clothes. A few individuals espouse the “if you have nothing to
hide” argument against privacy, but I find those individuals also generally prefer to wear
clothes and are reluctant to share their financial and medical information with me.
So why don’t individual understandings of privacy translate naturally to the business
environment?
The problem arises with the mixture of people, technology, and complex information
flow processes. The essence of the problem is twofold:
1. Organizations tend to be large and their information management processes
complex. The information management tools they use are equally large and complex,
and vary substantially in functionality related to such privacy factors as access control
and monitoring,
2. The builders of information management tools focus on the purpose of the tool.
Users invariably find many other ways to use and misuse that tool, accidentally or
intentionally. There is no shortage of examples of authorized users making unauthorized
use of information systems on purpose or, more commonly, by accident. And, like the
Heartbleed bug recently demonstrated, technology often behaves in ways that no one
anticipated.
So it’s important for organizations to educate their employees to understand privacy in
the context of business information tools and uses, to be aware of the circumstances
that impact privacy, and to be able to generalize the basic privacy principles that
organizations articulate through policy, procedure and training across a wide variety of
paper and electronic process and tools.
Why do organizations seek privacy education?

Gerry Bliss

Privacy advisors often get the call to help with staff education after a privacy breach.
When we arrive at the accident scene, we often find one or a combination of a short
list of causal factors:
1. Lack of senior management commitment to privacy
2. Gaps in policy or policy implementation
3. Absence or gaps in staff privacy education
Sometimes executive clients come to us with a genuine well-founded concern about
privacy and the capability of their organization to protect personal information and
demonstrate accountability.
A common theme driving privacy education is the need to be compliant with privacy
legislation. Sometimes compliance is mistaken for the goal.

...25

This summary overview is based on experience
over the past two decades helping organizations
meet their privacy education goals, and teaching
privacy concepts to students in the School of Health
Information Science at the University of Victoria.
The focus is on privacy education in the organizational
rather than the academic environment, and much of
the context is taken from the health system and recent
roles in building electronic health records solutions.
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Privacy Education

Continued from page 24

What are the goals of privacy education?
Protecting personal information in the custody of the
organization is the ultimate goal of privacy education and
the accompanying information risk management framework
surrounding personal information holdings.
The product of successful privacy education is an employee:
1. Who is aware of privacy risks and the controls in place to
manage them,
2. Who has the skills and knowledge within the scope of
their organizational role to protect personal information and
identify and report threats to privacy before they become
breaches, and
3. Who is motivated by an understanding of fundamental
ethical privacy principles and a personal stake in protecting
privacy.
Organizations whose staff are well educated about information
risk management are far less susceptible to accidental and
malicious privacy breaches, are better positioned in their
markets from a credibility perspective, and are more likely to
earn and retain the trust of their clientele.
What is the scope of privacy education?
The following outline some of the key elements for inclusion in
a privacy education programme.
Definition
While most individuals have their own understanding of privacy,
those personal models vary substantially. (For an excellent
summary of pioneering research on privacy perceptions and
attitudes refer to Alan Westin’s paper from Carnegie Mellon:
http://reports-archive.adm.cs.cmu.edu/anon/isri2005/CMUISRI-05-138.pdf).

«Training for ATIP coordinators
has been the subject of a
number of reports on access to
information law reform. ATIP
coordinators should be required
to have extensive training and
be certified pursuant to national
standards »

Report of the Standing Committee
on Access to Information, Privacy and Ethics

It’s important as a cornerstone of privacy education to have
a clear shared understanding of what privacy is, stated in a
way that reflects the nature of information gathering and
management for business purposes. (For a thorough treatment
of this challenging concept, it’s hard to do better than Daniel
J. Solove’s “Understanding Privacy”, 2008, Harvard University
Press)
One good working definition of privacy for education purposes
is “the ability of an individual to decide who can have access
to what personal information for which purposes.” This
definition clarifies the individual as the owner of the personal
information, reinforces the concept of their consent to share
the information, and emphasizes the limits on the use of the
information to the purposes for which it was collected. This
last assertion establishes the accountability of the collecting
organization for limiting use and protecting the information.
Ethical Framework
In privacy education it is important to understand the ethical
principles that form the foundations of privacy accountability
from personal, professional, and legal perspectives.
The right of the individual to privacy is part of the set of
personal rights and freedoms that enable personal autonomy
and self-determination. In the same way that the ethical
principles supporting Habeas Corpus protect the physical
person, the right to privacy protects information about the
person. Without the ability to control access and use of their
personal information, individuals are exposed to misuse of that
information by other individuals, organizations, or the state.
In terms of translating these rights principles into accountability
principles, at the professional level, Hippocrates had it right
2500 years ago:
“All that may come to my knowledge in the exercise of my
profession or in daily commerce with men, which ought not
to be spread abroad, I will keep secret and will never reveal.”
For a useful example of a modern professional informatics
code of ethics, refer to the International Medical Informatics
Association “Code of Ethics for Health Information
Professionals”: http://www.imia-medinfo.org/new2/pubdocs/
Ethics_Eng.pdf
Legal Context
Privacy legislation has emerged in Canada over the past
three decades to formally encode privacy ethical principles
and organizational information privacy accountabilities for
the public and private sector. Any privacy education should
reflect the legislative requirements for the jurisdiction in
which it is provides and, where multiple acts apply to a given
organization, be specific as to what requirement applies under
varying circumstances. For example, in health care in Canada
physicians practicing medicine as part of an incorporated entity
(as opposed to working for a hospital) are usually covered by
private sector privacy legislation, while the hospitals in which
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they visit their patients are covered by public sector privacy
legislation.
It’s important to translate legislative terminology into
consumable information that individuals can absorb and be
able to generalize to varying situations.
Organizational Accountability and Obligations
Where professional codes or legislation require specification
of accountability roles, these should be clearly defined in
terms of their function and scope of responsibility, and the
individuals holding accountability positions (e.g. Chief Privacy
or Security Officer) should be identified.
Where legislation requires specific processes to be in place,
(i.e., information access, quality assurance, access monitoring,
security audit) these should be described at an appropriate
level of detail in the education programme in terms of the
individuals responsible for the process and the responsibility
of the individual staff member in terms of the process.
Where legislation requires the triggering and completion
of risk assessment processes it should be made clear what
the triggers for risk assessment are. Consider how large an
information management process change has to be to trigger
an new privacy impact assessment, versus amending an
existing PIA.
Making it Personal
In privacy education, it is especially effective to help individuals
put themselves in the place of the person whose information is
being collected and used to help them think about the impact
mismanaging that information. With the volume and scale of
privacy breaches increasing in recent years, this has been less
an act of imagination and more one of recollection for many
trainees.

«An individual’s loss of control

over their personal data leads to
greater privacy abuses, not fewer.
Inadequate restraints could lead
to more of what we fear most —
ubiquitous mass surveillance,
detailed profiling, and the abuse
of personal information. »
Dr Ann Cavoukian
Information & Privacy Commissioner of Ontario

Making privacy personal helps with the though process around
limiting collection – “Do we really need that information?”, and
access – “Do you really need to see that information?”, and any
number of related privacy accountabilities.
Breach Recognition and Response
This is an education area that has not always been dealt with
effectively, to the point where an organization with good
breach polices is often surprised and embarrassed by a breach.
Three keys to successfully implementing breach polices and
procedures through education are:
1. Be thorough on the definition of the scope and nature of a
breach, and provide extensive examples. Some organizations
forget to include failure to comply with policy and procedure
as a breach. Policies are part of your control structure and any
control failure, no matter how minor, is a breach.
2. Encourage staff to err on the side of reporting something
that is questionable (i.e., staff think it might be a breach but
they are not sure) rather than waiting until they are certain. It
is better to report a memory stick or laptop missing, finding it
with a red face an hour later, than to take two days to look for
it and read about it in the Globe and Mail.
What are some education tools and approaches?
Privacy Training Workshops
In my experience there are always good education workshops
at privacy conferences and increasingly good privacy
workshops at professional (e.g. health care, legal, accounting)
conferences. Another source of this type of education is
organizations like the Privacy and Access Council of Canada
(PACC-CCAP), IAPP, ISACA, COACH and SANS which provide a
wide range of privacy and security workshop offerings. Also
worth noting is the highly regarded University of Alberta
Information Access and Protection of Privacy certificate level
program for organizations that require individuals to be trained
at an academic institution.
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The workshop option is especially useful for the individual in a
privacy role who needs to get up to speed as a new appointee,
or requires in-depth knowledge of specific aspects of privacy
or privacy related security. A strategic benefit of this type of
education can be realised in the situation where organizations
are being supported by external privacy consulting services.
Workshops are a good way to incrementally select areas of
privacy competence that they are ready to internalize, and to
wean themselves away from dependence on external skill sets.
Online Education Packages
Online privacy and security training is a mixed bag. Some
Canadian provincial jurisdictions, Alberta and Saskatchewan
for example, have developed online training packages for
public sector and health region staff. A quick Internet search
will reveal that there is no shortage of online HIPAA training
offerings in the US.
But since there is no current comprehensive survey of online
privacy or security training in Canada or any recognized process
for evaluating the quality of the offerings it is difficult to find
and select a useful web based privacy training package.
One security education offering I have found useful and am
implementing for a client as part of a multi-year corporate
privacy and security framework implementation is the SANS
Securing the Human (STH) security awareness training This
courseware contains 24 SANS security-training modules
built using the SCORM Learning Management System (LMS)
standards. While not focused explicitly on privacy, given the
substantial scope overlap between privacy and security, we
have decided that this is the best way to get the corporate
information risk management
training ball rolling. The
advantage of using an LMS
standardized system is that
student training activity can
be scheduled and progress
monitored for management 	
  
information.

Accreditation of Educational
Courses for Privacy and
Access Professionals
The Privacy and Access Council of Canada values the
development of a wide range of access and privacy
educational offerings that provide a range of educational
value to students in terms of the scope and depth of training,
duration, manner of delivery, and jurisdictional content.
The needs of privacy and access professionals, employers,
and the public depend on impartial and comprehensive
options such as those embodied in PACC’s accreditation
process that:

• Enables students, employees and employers to use the
PACC Accredited designation as a guide when choosing
educational courses and programs related to the field of
access and privacy
• Ensures that PACC Accredited courses can prepare students
to meet the current and anticipated needs of business and
government for qualified access and privacy professionals
• Ensures that PACC Accredited courses and PACC certification
requirements are aligned to the needs of individuals who
might apply for certification
• Ensures that PACC Accredited courses meet PACC Core
Learning Outcomes.

In-House Staff Training
Most organizations today deliver privacy training via
customised training programs with content designed to reflect
locally applicable legislative accountabilities and unique
organizational configuration.
According to best practices new staff are required to have
completed privacy and security training and have signed their
confidentiality agreement or equivalent before receiving
information asset access authorization and login credentials,
followed by annual refresher courses.
Periodic informal privacy awareness activities are an excellent
way to keep staff thinking about privacy issues and concepts.

For accreditation information
and to apply for accreditation
call 877.746.PACC — 877.746.7222
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What is the best way to make privacy education work?
Start with the tone at the top. The senior management need to
be seen to be committed to privacy and the education process.
In a recent engagement, I invited the CEO to kick off the first of
a series of privacy training sessions we were delivering across
his organization. He accepted, and then went out of his way to
introduce every one of the remaining training sessions. That
degree of commitment makes a huge impression on staff and
managers. Conversely, if the senior management team isn’t
showing commitment, you might be better off investing in
breach management than on training.
Other key roles in privacy training are the Chief Privacy Officer
and the Chief Security Officer (or Chief Information Security
Officer), both of whom will provide input into training priorities
and content and will have oversight roles in training planning
and implementation.
Two roles that are sometimes overlooked are the HR and the
Operations managers. Ideally, once privacy training has been
developed and implemented through the first business cycle,
the HR manager will take over responsibility for integrating it
with existing training programs and maintaining the training
and compliance agreement process. Operations managers are
responsible for ensuring all new hires receive privacy training
and that staff receive time and support for completing training
requirements. In some cases, management performance
bonuses are tied to the percentage of staff who have completed
privacy training.
Two other key factors for successful privacy education are
comprehensive privacy and security policies and procedures,
and established privacy and security roles with documented
responsibilities. Policies and procedures provide ongoing
guidance for well-trained and motivated staff. The privacy
roles are key enablers of organizational privacy accountability.
Without polices and procedures to guide privacy decision
making, training has limited sustainable value. Without the
roles to oversee, evolve and evaluate the privacy education
process, there is no one to measure success.

New Perspectives on Student Populations
Wearable technology is, like so many modern innovations,
a lesson in balance. While it offers great convenience, that
convenience often comes at a surprising or unexpected
cost.
As wearable technology advances it,
like computers themselves, are being
miniaturized. The same RFID technology
used to track cattle from the farm to
the fork now fits neatly between the
laminated plastic layers of a credit card.
That small size makes it convenient to
track domestic and wild animals as well as
human populations.
Some educators, faced with the unlikely possibility of
misplacing students, have invested in RFID-enabled
identification badges for students and staff, and require
students to wear the badges as a convenient way to track
movements and behavior. From the schools’ perspective
the RFID chips are useful to reduce student absenteeism,
and to monitor whether and when a young person enters
a particular area on school grounds — or strays off school
grounds.
From the students’ perspective — especially that of
students not prone to cutting class or getting lost in the
school corridors, however, the convenience to school
administrators is far outweighed by the invasion of students’
privacy. The mandatory tracking technology is little more
than a way for administrators to watch students and track
how long they’re in the bathroom, cafeteria, or hallways.
It is also useful to identify which students associate with
which other students and draw conclusions that might or
might not be valid.
One wonders whether school boards that engage in cost
benefit analyses consider the fact that mandatory RFID
badges might bear a costly risk to that most critical of
intangibles: trust. And one wonders whether the pervasive
and impersonal tracking of students , staff and teachers
has outweighed the old-fashioned practice of allowing
students to associate without being monitored by anyone
other than a classmate appointed hall monitor.

Summary
Privacy education is one key component of a comprehensive
privacy risk management and compliance framework. The
quality of a privacy education programme is reflected in an
organization that understands the fundamentals of privacy and
applies appropriate, reasonable controls to protect personal
information and demonstrate legislative accountability. TWR
Gerry Bliss provides information risk management consulting services in Canada
and the United States. The first corporate Information Access and Security Officer
for the Calgary Health Region, he is a co-author of the COACH “Guidelines For
The Protection of Health Information”, Past-President of ISACA Victoria, and a
founding director of the Calgary Security Professionals’ Information Exchange. He
is currently delivering privacy and security advisory and implementation services
to clients in Western Canada and teaching at the University of Victoria.

Spring 2014 | THE WINSTON REPORT | Subscriptions@AMINAcorp.ca | page 28

On-site health clinics: does a private school
have access to its students’ health records?
By Cynthia Clarke

S

chools and school administrators are very experienced in managing confidential
information about their students. School administrators maintain a variety of records
concerning their students, from academic performance to behavioural conduct. As more
private schools begin to provide students with access to on- campus health clinics, the
question becomes: how does the school manage the health records generated through the
clinic? Are the health records treated in the same fashion as other school records? The
answer is a resounding “no”. This article provides a brief overview of relevant privacy laws
that pertain to the management of health information and how they apply to the disclosure
of students’ personal health information.
The short answer is that personal health information is confidential. It is information that is
generally only shared with other health care providers for the purpose of providing health
care. A school administrator may have great interest in the information, particularly if the
student about whom the information relates resides on-campus. However, great interest in
the information does not lead to a legal right to access. A legal right to access exists when
the student, the person about whom the information relates, or his or her decision maker
(parent or guardian) has provided express consent for the information to be shared with the
school administrator, teacher, coach or other school official.
In Ontario, personal health information is confidential and can only be disclosed if permitted
by law or with the consent of the patient. This consent is presumed when it comes to
disclosure to the health practitioners involved in providing a student’s care. However, this
presumption does not automatically extend itself to the school that houses the health clinic.
The law requires that a school and its administration receive express consent before accessing
students’ health information for any reason. It is important for school administrators to
understand that regulated health providers, including nurses and physicians, are mandated
by their professional obligations to maintain the confidentiality of health information and
to ensure it is only disclosed in accordance with the law. Breach of confidentiality provisions
could place the disclosing health practitioner’s professional license in jeopardy and subject
the individual accessing the information to fines.

Cynthia Clarke

Consent is the key to ensuring appropriate information flow between an on-campus health
clinic and a school. Of course, one of the primary reasons schools offer such services is to
ensure students have timely access to health care and to ensure that the school community
is equipped to manage the health needs of the student. It is likely that many parents would
expect the school to know precisely what care has been provided to a child in the health
clinic. The health issue could impact on the student’s school performance, behaviour or
participation in school activities. As such, it is very important to establish consent procedures
to properly manage student health information.
Many schools will already have a process in place for requesting background medical
information from its students upon enrollment. This is common and expected practice.
In our view, it could also become common practice to obtain written consent authorizing
designated school officials to have access to a student’s health information from an on-
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campus health clinic. If the school explains in writing to parents
and students what information it will be seeking, why the
information will be sought, and how it will be used, then the
school can obtain written consent authorizing it to receive
students’ health information.
Parents and students mature enough to make their own health
decisions ought to be asked to sign a written consent form
confirming the consent for the health clinic to share information
with school administrators. This form would need to set out what
information is being collected about the student, who will have
access to that information, who gets to decide if additional people
should have access to the information and how newly acquired
information will be managed through the on-site health clinic.
The form can be drafted such that it provides consent for the clinic
to share information that comes to its attention over the course
of the school year.
Given that it is very reasonable and appropriate
for a school to insist that certain information be
shared, if such consent were denied, the school
would be able to decide whether it could still
support that student’s enrollment in the activity
for which the information is being sought, or if
necessary, the school itself. The school would want
to talk to parents or students who refuse to consent
to understand the rationale for the refusal and to
ensure it explains to the parent and student the
implications of the refusal.
If a school is seeking to obtain consent, it must
also consider who to ask. For a student who is 16
years of age or older, consent should generally be
obtained directly from him or her. Alternatively, for
a student under 16, consent should generally be
obtained from his or her parent or guardian. Both
of these rules are subject to exception based on a

student’s mental capacity to consent (i.e. the ability to understand
and appreciate what it means to disclose that information). While
not required by law, it is reasonable to ask both parents and
students to sign the consent when the student is over age 12 and
can generally understand the nature of the request. This assists
in ensuring that both the parents and students understand the
implications of signing the consent form.
Legally, it is within a school’s prerogative to request consent
for unfettered access students’ health care records at an onsite clinic. However, prior to instituting such a policy, a school’s
administration should consider the implications of making such
a request of its students and parents. There may be a concern
that students with serious challenges would avoid the health
clinic and seek care elsewhere (or not at all) in order to keep
that information away from the school. As such, it is important
for a school to consider balancing its need for such
information and the potential chilling effect that
such disclosure may create for some students. TWR
This article first appeared in a BLG Education Law Newsletter

Cynthia (Cindy) Clarke, partner with Borden Ladner Gervais,
practises civil litigation with a particular expertise in medical
malpractice and product liability defence. She is an elected
member of the firm’s governing body, National Council, and
is a member of the Toronto office management committee.
A leading participant in the Firm’s Class Actions Group, Cindy
appears before all levels of court and various administrative
tribunals, including the Consent and Capacity Board, the Health
Professions Appeal and Review Board, the Health Services
Appeal and Review Board, and the Human Rights Tribunal.
Cindy defends hospitals, Community Care Access Centres (CCACs)
and other health organizations in many medical malpractice
actions on behalf of the Healthcare Insurance Reciprocal of
Canada. She also represents health and service organizations in
court and before administrative tribunals. In addition, Cindy is
involved in defending several product manufacturers in multimillion dollar product liability actions involving pharmaceuticals
and other products with health effects.
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