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A new era is dawning over Canada’s privacy and access regime.  Canadians are looking 
forward to great things from the country’s new Privacy Commissioner, Daniel Therrien, and 
from new Commissioners in Ontario, Nova Scotia, and Saskatchewan.

The changing of the guard is an opportune time to reflect on past achievements and we are 
delighted to offer extensive interviews with Gary Dickson and with Dr. Ann Cavoukian who 
share their thoughts and predictions about privacy and access.

Along with the new faces comes a raft of new laws that have a significant impact on Canadian 
businesses and individuals. The American FATCA and Canadian anti-spam law were a long 
time in the making, and will have sweeping impacts — both financial and informational. Our 
contributor Bonnie Butlin offers some insight about the less obvious aspects of CASL. She 
will also explore the situation when she  speaks at the upcoming National Privacy and Data 
Governance Congress in October. Details and the Congress agenda are on the PACC website 
at PACC-CCAP.ca, and we look forward to seeing you there.

Michael J. Paris explores Ontario’s first class action lawsuit arising from the new tort of 
“intrusion upon seclusion” and Karen Jack, MAPP, examines some of the global implications 
on free expression that come from removing entire domains from Google search results

These and other important issues — from big data to genetic discrimination — will also be 
explored at the National Privacy and Data Governance Congress in October in Calgary. PACC 
members and the members of our partner organizations enjoy significant savings when they 
register to attend the Congress. 

The Congress organizing committee has heard from PACC members who describe how 
disappointed they are by other conferences:  there’s never enough time after a presentation 
to ask relevant questions or meet a speaker. The PACC Congress  2014 will change that, with 
a new format that’s long overdue. 

Congress sessions will be longer, and presentations will be shorter, so you will have time to 
engage in meaningful conversation with presenters and speakers. And of course you’ll have 
time to network with colleagues, and enjoy the fine food and local events.

Enjoy this issue! Share this journal with colleagues and clients. And reach out to us at The 
Winston Report to let us know what’s important to you. Be vocal — your opinion counts!

Send your comments to Editor@AMINAcorp.ca

Sharon Polsky, MAPP 
Editor-in-Chief 
President, PACC-CCAP

 

Sharon Polsky 
Editor-In-Chief

From the Editor
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In Conversation With
Gary Dickson, QC

As the latest chapter of a distinguished career closed, lawyer, politician and Saskatchewan 
Information and Privacy Commissioner Gary Dickson took time to talk openly about his 
achievements and hopes for the future.

TWR: What first sparked your interest in information privacy? 

Gary Dickson: As a young Calgary lawyer in the 1970s I worked with a senior lawyer who 
was doing a pro bono case for an individual who had been the subject of surveillance 
by the RCMP and security forces. The individual over many years had been attempting 
unsuccessfully to obtain access to the voluminous file that those agencies had compiled 
with respect to him and his activities. Although my role was minor, I remember being struck 
by the frustration and anxiety associated with knowing that you were a surveillance subject 
but unable to readily determine what information was being surreptitiously collected about 
you. I found the issues in that case fascinating and engaging. 

My next significant experience was not until 1990 when Laurence Decore, leader of the 
Alberta Liberal Party at that time asked me to work with another lawyer in drafting a 
model access and privacy law for Alberta. We developed such a draft bill that became a key 
promise of that leader and political party leading up to the 1993 Alberta general election. 
That led to my first exposure to the Williams Commission on Freedom of Information and 
Individual Privacy Report of 1980 and study of the subsequent Ontario legislation, then the 
most progressive in the nation. That really started me on this road of information rights that 
I’ve never really left.

TWR: Did you set out to become Commissioner or was it, like so many people’s careers, a 
matter of being in the right place at the right time and seizing an opportunity?

Dickson: Certainly in part it was good luck. On the other hand when I started in November 
2003, I had considerable exposure to the Alberta office and previous experience with access 
and privacy.

When I was first elected as MLA for Calgary Buffalo in a 1992 by-election I was given a number 
of critic responsibilities including freedom of information and privacy. I continued to have 
that responsibility for the remainder of the nine years that I served as MLA. In that role, I 
had the unique opportunity to be directly involved with the creation and implementation 
of Alberta’s Freedom of Information and Protection of Privacy Act and Health Information 
Act. During my time as MLA I would often travel to Ottawa and Toronto where the federal 
Commissioners (Privacy and Information respectively) and the Ontario Information and 
Privacy Commissioner would be willing to discuss the work of their respective offices 
and the kinds of new and emerging issues that were engaging their offices. I would then 
return to Alberta full of ideas of what Alberta could do to become a leader in information 
rights. Starting in 1995, I advocated in the Alberta Assembly for a private sector privacy 
law that would be substantially similar to the 1995 European Union Privacy Directive. I also 
had the opportunity in 2002 and 2003 to co-chair a working group of about 15 Alberta 
privacy lawyers under the auspices of the Canadian Bar Association that provided input in 
the development of the Personal Information Protection Act. During my 9 years as MLA for 
Calgary Buffalo I was a member of the Legislative Offices Standing Committee that oversaw 
the work and budget of the independent officers including the Alberta Information and 

...4
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Privacy Commissioner. I remember thinking at the time that to 
be an Information and Privacy Commissioner would be the most 
interesting, challenging and satisfying job I could imagine. When 
the Saskatchewan Legislative Assembly advised that I was the 
selected candidate I was very excited with the opportunity to try 
to apply good lessons I had learned from this prior experience.

TWR: What was your biggest concern when first taking on the 
role of Commissioner? 

Dickson: In preparing for my interview with the Saskatchewan 
selection committee, I had learned that the legislation (Freedom 
of Information and Protection of Privacy Act and the Local 
Authority Freedom of Information and Protection of Privacy Act) 
was not widely understood and was seldom utilized. There had 
been no full time Commissioner for the first 11 years of FOIP 
but instead a succession of three brave Regina lawyers who did 
this work on a part time basis off the corner of their law desk. 
Those decisions that were issued by the part-time commissioners 
were not publicly available and were not written for the purpose 
of being records readily available to the public. There was no 
comprehensive manual to help anyone understand the law and 
how to comply with it. There was no dedicated office within 
executive government with responsibility for developing tools, 
and resources for compliance. There was no recognized position 

In Conversation with Gary Dickson
Continued from page 3
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of FOIP Coordinator in most public sector bodies and no proper 
delegation of administrative responsibility for FOIP compliance.

Considering those circumstances, my most pressing concern was 
how to build capacity not just in the OIPC but throughout public 
sector and how to assist in the development of an access and 
privacy regime. 

TWR: What’s your biggest concern now?• 

Dickson: Saskatchewan is the only province west of Ontario 
that has failed to address private sector privacy issues and the 
challenge posed by both the European Union focus on protection 
of personal information and the reasonable expectations of 
Saskatchewan patients, customers and employees that their 
privacy will be respected by any organization that collects, uses or 
discloses their personal information regardless of whether public 
sector, private sector or NGO.

TWR: What have been the highlights and your greatest success as 
Commissioner?

Dickson: I am happy to chat about things that the office achieved 
during my ten year term but these were achievements of our 

National Privacy & Data Governance Congress
October 15–17, 2014

Calgary Alberta Canada

Discover practical solutions for the data challenges you face every day. 
Join the nation’s Commissioners, Chief Privacy Officers and Data Governance professionals to discuss 
current and trending issues. 

Engage in meaningful discussion with speakers, peers and colleagues as you learn how to put theory 
into practice to build consistency, eliminate duplication, and reduce cost and risks. 

Invest in yourself.
Invest in your career.

Invest in your future.
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Government of Saskatchewan announced they are acting on most 
of those earlier recommendations.

There was an earlier decision that has proven to have long 
legs. This was initiated by more than 100 complaints about 
the Prevention Program for Cervical Cancer our fledgling office 
received in 2004. The complaints were principally from women 
who had been advised that their PAP test reports would 
henceforth be provided by the laboratory not just to the family 
physician who had ordered the test but also to the provincial 
Cancer Agency. The Cancer Agency would then be corresponding 
with women about their specific test results and what follow 
up might be required. When women complained to the Agency 
or the Health Ministry they were advised that it did not matter 
whether they were comfortable with this disclosure of their 
personal health information to an agency with whom they had no 
prior relationship since the Program was relying on the “deemed 
consent” provision in HIPA. In Investigation Report H-2005-002 
we recommended that women should have the right to ‘opt-out’ 
of the disclosure to the Cancer Agency. This was a feature of a 
similar program in New Zealand that was working satisfactorily 
and would be more respectful of the autonomy of these patients. 
The then Minister of Health, despite strong opposition from the 
Ministry, agreed with our recommendation and this has been 
implemented. The approximate 200 page report permitted us 
at an early stage to provide direction to trustees as to how we 
were interpreting most of the moving parts of HIPA. This became 
important since the Ministry has never produced a comprehensive 
manual to assist both patients and trustees understand what is 
required of trustees. In addition, the opt-out mechanism has been 
adopted for other health surveillance programs in Saskatchewan 
and at least one other province. Incidentally, our work on this 
investigation led to sustained efforts to remind trustees that 
implied consent, not deemed consent, was the emerging national 

In Conversation with Gary Dickson
Continued from page 4

remarkable crew at the OIPC. None of the things I might identify 
as an “achievement” would have been possible but for the 
contributions of the staff I worked with and who continually 
inspired and supported me. 

The recent announcement by Saskatchewan Health that it will be 
implementing a number of recommendations that my office had 
advocated over much of the last decade to improve compliance 
with HIPA was very welcome news. This included revising the 
offence provision to address snooping by health care workers, new 
rules to deal with abandoned medical records and amendments 

to HIPA to ensure that medical clinics owned 
by non-physicians will be fully subject to HIPA. 

I am also proud that our Saskatchewan 
office was an early supporter of Right to 
Know Week in Canada and the wonderful 
collaboration we witnessed when disparate 
groups in Saskatchewan came together to 
put a public focus on access to information 
and why it should matter to all citizens. We 
had the opportunity to work with academics, 
journalists, lawyers, librarians and many others 

to assemble each year a program of presentations and events 
around the ‘right to know’. This included an annual presentation 
of the Chief Justice E.M. Culliton Right to Know Award. Culliton 
had written a report for the Saskatchewan Government in 1980 
that recommended the adoption of a comprehensive access and 
privacy law for the province. This award was presented to a public 
sector organization or health trustee that had demonstrated 
excellence or innovation in promoting the public’s right to 
know. Interestingly, every organization that received the award 
appeared to subsequently redouble their efforts to bolster and 
enhance their access regime..

TWR: Which investigations have had the most profound impact 
on access or privacy in Saskatchewan/Canada?• 

Dickson: In 2011 we responded to a single telephone call to our 
office that there appeared to be a significant amount of personal 
health information that had been thrown into a dumpster in south 
Regina. We attended at the location with no real sense of exactly 
what we would find. Little did I, and the two investigators from 
my office who accompanied me, know at the time this would 
prove to be the biggest privacy breach that we would encounter 
in the first 10 years of our office (with a full-time Commissioner). 
This led to our Minister of Health sending out a registered letter 
to every physician in the province encouraging them to become 
familiar with our office’s advice on how to protect their patient 
personal health information. The notoriety associated with the 
investigation and our report led to many other complaints to our 
office from citizens and trustees, and in one case from a homeless 
man who had encountered patient records in the course of rooting 
around through Regina dumpsters, about abandoned or lost 
health records. No amount of paid advertising could have been 
more effective in raising awareness of health privacy challenges 
and solutions. Our 2011 Investigation Report triggered a high-level 
Ministerial review of a variety of outstanding recommendations 
from our office for legislative and policy reform. In 2014 the 

...6

«No matter how good a job this 
office does or did and no matter 
how talented my staff are or how 
hard they work, at the end of the 
day, the people who are really 
going to make a difference are the 
access and privacy professionals 
in each one of those 3,000 
organizations we oversee.»

Gary Dickson, QC 
in conversation with CTV News
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standard for personal health information and, in any event, in 
a province committed to a patient-centric healthcare system 
extensive reliance on deemed consent or no consent would take 
us in the opposite direction.

One of the most satisfying developments was the decision of 
the Saskatchewan Government to abort the project to issue 
‘enhanced drivers licences’ as was being done in Ontario, 
Manitoba and British Columbia. This followed a critical analysis 
done by our office of privacy risks associated with the proposal. 
Our office raised a number of concerns with the radio-frequency 
identification device that would be embedded in those licences. 
The decision was a courageous one since the project had been in 
development for most of a year and substantial public funds had 
already been spent to prepare for implementation of this project. 
Subsequent to that decision by the Saskatchewan Government, a 
number of other provinces cited the Saskatchewan decision as a 
factor they considered in making a similar decision not to proceed 
with enhanced drivers’ licences.

Another very gratifying development was the adoption by the 
Automobile Injury Appeal Commission of a new policy to protect 
the personal information of citizens who 
appeared before it. This included masking 
the names of applicants before publishing 
those decisions on the Commission website 
and providing full information on its use 
and disclosure practices to all applicants 
and prospective applicants. We were able to 
work with colleagues in other jurisdictions 
to develop a set of FAQs for tribunals that 
might contemplate Internet publication of 
their decisions which might be replete with 
all kinds of sensitive and prejudicial personal 
information that had been collected in the 
course of their claims files.

TWR: Who were your greatest allies in overseeing and enforcing 
privacy and access?

Dickson: Key people scattered through executive government, 
local authorities, the media, the Canadian Bar Association and 
universities all played a part in raising awareness of access and 
privacy issues and the laws that were in force in Saskatchewan to 
protect those fundamental rights of citizens. When I was starting 
there was good support from the Deputy Minister of Justice and 
the Deputy Minister of Executive Council/Premier’s Office that 
helped us to gain credibility and support. 

On privacy among our children and youth 

TWR: Do you think today’s children and youth are more or less 
concerned about privacy than you and your peers were at their 
age? To what do you attribute the differences? 

Dickson: In conjunction with a meeting of federal, provincial and 
territorial Commissioners in Regina about 6 years ago, the OIPC 
Director of Compliance, Diane Aldridge, worked with a high school 
in Moose Jaw to engage a number of computer savvy students 

in a discussion with commissioners about their experience and 
attitudes towards information privacy. It was interesting how 
protective they were of their younger siblings who were engaged 
in online activities. Since then I have seen a number of studies, 
opinion surveys and focus group reports that have persuaded me 
that youth are very much concerned about asserting control over 
their personal information but are often unaware of many major 
risks when they share information over social networks. I’d have to 
say that over just the last five or so years, I think most Canadians, 
regardless of age, have become much more aware of information 
privacy risks generally and more interested in mitigation strategies 
available to them. I think there is a compelling case to make to 
ensure that students are exposed to both the advantages and 
risks of electronic information sharing. After all, schools are 
already providing students with email accounts and equipping 
them with the technical skills to utilize computer technology. 
Surely that needs to be accompanied by an understanding of the 
challenges posed by that technology and those students need to 
be equipped with strategies to protect themselves and others 
from abuse of that same technology.

In this regard, the Manitoba Ombudsman and the Ontario 
Information and Privacy Commissioner have 
developed some excellent privacy materials for 
schools in those two provinces.

On the future of privacy and access legislation

TWR: Through the years there’s been several 
attempts to modernize Canada’s many 
privacy and access laws, and you made 
recommendations to the provincial legislature 
to change and strengthen Saskatchewan’s 
privacy and access laws. What direction do you 
see the provincial and federal laws taking in the 

next few years with respect to privacy and access to information?

Dickson: Those laws will not change, and federal, provincial 
access and privacy laws have certainly proved tough to have them 
amended, until governments see compelling reasons to open 
those laws up. 

I think the amount of attention that media are currently giving 
access and privacy matters and breaches will have an effect on 
Canadians. I think Canadians will let their legislators know that 
they need and expect better protection than is afforded by 
existing laws, many of which are first generation laws of this type. 
I also think that the current interest in Open Government and 
the government wish to be aligned with other nations that are 
much further ahead in Open Government and not to be seen as 
an international laggard may also lead to legislative reform. 

As Commissioner Denham has said in her office’s interesting 
and helpful Investigation Report on Open Government in British 
Columbia, any jurisdiction’s access and privacy law must be 
viewed as an essential foundation piece for any open government 
initiative. After all one of the challenges with Open Government 
is how to manage concerns about personal information, Cabinet 

In Conversation with Gary Dickson
Continued from page 5
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confidences, third party confidential business information, etc. It 
is the FOIP law in any jurisdiction that provides the tests, criteria 
and machinery to resolve those concerns.

Given the existence of 14 different access and privacy regimes 
(one in each province, territory and the federal level), it is really 
hard to generalize with any confidence as to accuracy. 

TWR: If you could add one clause or provision to any of Canada’s 
privacy laws, what would that be and why?

Dickson: I think the specific requirement for a statutory review 
of the legislation every 3 or 5 years (as exists in a number of laws 
already) is an essential feature. It doesn’t guarantee legislative 
change but it at least creates a public forum to discuss and assess 
what is working and what is not and requires change.

On health care privacy

TWR: Electronic medical records and mobile devices offer a 
wealth of convenience to patients and health care practitioners 
alike. Everything from heart monitors to exercise apps can benefit 
patients and their physicians to improve health care. What are 
your greatest concerns about digital health care?

Dickson: I spent at least half of my time as Commissioner 
dealing, one way or another, with health information issues. My 
concerns are pretty well documented in Annual Reports on the 
Saskatchewan website www.oipc.sk.ca. At issue is whether we 
are constructing an electronic health record that is respectful 
of each patient’s privacy and protective of their personal health 
information. Although there has been encouraging progress in 
Saskatchewan and elsewhere in the country, I have found that the 
overwhelming concern is convenience for providers and providing 
health ministries with access to a huge amount of information 
about citizens that they would not otherwise collect. 

Overall, the major problem areas usually involve security, consent, 
disclosure and access. In addition, despite a decade of working 
on the electronic health record, there are still issues around how 
to properly provide accountability for what happens with patient 
information in the electronic health record to the individual 
patient. Accountability presents one of the major challenges in 
part because of the multiplicity of organizations and individuals 
who can view patient information in the electronic health record 
and in some cases, add to or change it.

TWR: What are your thoughts about the trend toward RFID and 
mHealth being used to monitor medication adherence, and the 
partnerships between pharmaceutical companies and telcos to 
facilitate the engagement between patients and their health care 
providers?

Dickson: As Commissioner I had no mandate to oversee private 
corporations developing health technologies unless and until our 
regional health authorities or trustees started to utilize same. 
A number of the new technologies are being offered directly to 
patients and don’t actually have direct access to data held by 
trustees. 

In Conversation with Gary Dickson
Continued from page 6
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On data breaches
TWR: The turn of the century saw organizations and governments 
investing millions of hours and dollars to upgrade systems to 
ensure they would continue to run smoothly as the year 2000 
arrived. Since that time, entire industries have been spawned 
to provide hardware, software, apps, and solutions to help 
organizations safeguard information. Yet with all of that, data 
breaches continue to happen — with increasing frequency, scope, 
and impact. What do you think would have the greatest impact 
on reversing that trend?

I have watched very large sums of public funds committed to 
protection from outside hackers or criminals getting access to 
databases. Yet, in the OIPC experience over the last 10 years in 
Saskatchewan, the largest threat isn’t from that kind of external 
threat at all. The largest threat is attributable to snooping by 
employees who have been approved as users by their employer 
organizations. The solution is not high-tech but rather a lot more 
thought in designing and implementing effective education of 
staff dealing with personal information.

On state surveillance and data brokering
TWR: What do you think will be the impact in Canada from the 
Edward Snowden revelations? Will it change how individuals 
manage or share their own information, or in what they expect or 
demand from companies and governments?

Dickson: I have already seen organizations offering enhanced 
security and advertising this as a competitive advantage for 
the protection of personal information. Despite the notoriety 
attached to the Snowden revelations, I am not sure that this will 
translate into most of us demanding more protection. I do think 
that it will lead to a lot more scrutiny by legislators and journalists 
of government information sharing practices. 

TWR: What are your thoughts about how the Trans Pacific 
Partnership (and ACTA before it) and similar international 
agreements are negotiated, largely with the input of industry 
stakeholders but without input from privacy commissioners, civil 
society, or citizens?

Dickson: I think that in the information age, when information 
about individuals is itself a valuable asset, it is very important that 
privacy oversight bodies, civil society organizations and members 
of the public not be ignored or shut out of from consultation. 
We may increasingly come to see that industry stakeholders will 
often have a very different perspective on the collection, use and 
disclosure of personal information than individuals.

On the access and privacy profession
TWR: The last year has seen more publicity about privacy, 
breaches, and access in relation to national and international 
issues. We’ve seen record-shattering data breaches, government 
secrecy, privacy-invasive laws from C-30 to the Fair Election Act, 
domestic and international surveillance, corporate complicity 
with state surveillance, inability for citizens to gain access to 
information — the list is long.

How do you think government, industry, and 
citizens perceive the value that access and 
privacy professionals bring to government, 
industry, and Canadian society?

Dickson: Having served as Saskatchewan Commissioner in a 
province with only 1 million residents and with jurisdiction 
restricted to public sector organizations and health trustees, 
I am in no position to speak authoritatively on national trends. 
The best I can do is to offer some commentary that reflects just 
the OIPC experience in this province. Good access and privacy 
professionals can provide a valuable service to their respective 
organizations. I have seen many examples of this and have seen 
these professionals use this experience as a springboard to more 
senior leadership positions. One of the important assets such 
people bring is the need to have a good working knowledge 
of virtually all of the information/data flows within even large 
organizations. Very few other jobs in the same organization would 
afford that same kind of breadth of knowledge.

TWR: What direction do you see Canada’s access and privacy 
profession moving in the next five years?

Dickson: I expect that the demand for advice and solutions from 
access and privacy professionals will continue to grow. Public 
expectations around transparency and privacy protection are 
unlikely to diminish any time soon. 

TWR: What are your thoughts about Access and Privacy becoming 
a self-regulating profession? Would you support it, or would you 
rather see it be subsumed by the legal profession, or would you 
rather see it remain as it is? 

Dickson: I have long believed that there is a compelling need 
for access and privacy professionals to be recognized by their 
employers as members of a profession. I support an accreditation 
and certification process. I have been frustrated in my 
Saskatchewan position when faced with a position-classification 
process that, in my view, did not adequately recognize the unique 
kinds of skills and knowledge required of men and women who 
need to navigate access and privacy laws. Some of the very 
best access and privacy professionals that I have met have been 
non-lawyers. Some of the most disappointing experiences as 
Commissioner have come from dealing with lawyers who try to 
interpret FOIP or LA FOIP or HIPA without considering the purpose 
of the law and the values such a law highlights.

TWR: What will have the greatest impact — both positive and 
negative — on the profession itself and on the country’s access 
and privacy professionals?

Dickson: No single thing but rather a host of issues including 
electronic health records, collection, use and disclosure practices 
of law enforcement and security services and the dramatic 
proliferation of shared services by our provincial and territorial 
governments.

TWR: Thank you, Gary, for your time in conversation with The 
Winston Report, and for your dedication throughout your tenure 
as Information and Privacy Commissioner of Saskatchewan. TWR

In Conversation with Gary Dickson
Continued from page 6
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The data captured in the EMC Privacy Index gives a fascinating view into the attitudes of global 
consumers and validates a fundamental point – respecting privacy and safeguarding data is a core 
value that should be shared by businesses, governments and individuals to enable a more trusted 
ecosystem. If organizations are transparent and accountable for their information management 
practices, individuals will be able to better manage their digital lives consistent with how they want to 
share information about themselves.

Michael Kaiser 
Executive Director of the National Cyber Security Alliance
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Stolen Customer Data results in Ontario’s
first certified privacy class action

By Michael J. Paris

Businesses that collect personal information have an added incentive to monitor 
employees handling customer data – Ontario’s first class action arising from the new tort of 
“intrusion upon seclusion” was certified last week.

In Evans v Bank of Nova Scotia, the plaintiffs sought to certify a class action against the 
bank and one of its employees, Richard Wilson, who provided private and confidential 
information about the bank’s customers to third parties in an identity theft scam foiled by 
Calgary Police.

The Breach
Wilson was employed by the bank as a Mortgage Administration Officer and in that role 
had access to highly confidential customer information. The bank was alerted to a potential 
privacy breach involving Wilson by Calgary Police, who had recovered several personal 
profiles of the bank’s customers in the execution of a search warrant. The profiles identified 
Wilson as the individual who had accessed and printed the customer profiles and Wilson 
later confessed to improperly accessing and disseminating that information.

The bank ultimately identified 643 customers whose files were accessed by Wilson during 
the relevant period (the Notice Group). To date, 138 members of the Notice Group have 
advised the bank that they have been victims of identity theft and/or fraud. The bank 
provided individual compensation to every customer who identified losses arising from the 
data breach (fraudulently obtained credit cards, unauthorized purchases, account takeovers 
etc.) and offered a complimentary subscription to a credit monitoring and identity theft 
protection service to all members of the Notice Group.

The Action
The plaintiffs claim damages from the bank and Wilson for among other things, breach of 
contract, negligence, waiver of tort and the tort of intrusion upon seclusion. The plaintiffs 
claim that the bank is vicariously liable for the actions of its employee, Wilson.

The court’s certification of the intrusion upon seclusion claim is the first of its kind, but likely 
a harbinger of things to come as the courts are confronted with the fallout from large scale 
breaches of privacy and data theft.

The tort itself was recently established in the 2012 decision of the Ontario Court of Appeal 
in Jones v Tsige and its elements were described in that case as follows:

The key features of this cause of action are, first, that the defendant’s conduct must be 
intentional, within which I would include reckless; second that the defendant must have 
invaded, without lawful justification, the plaintiff’s private affairs or concerns; and third, 
that a reasonable person would regard the invasion as highly offensive causing distress, 
humiliation or anguish. However, proof of harm to a recognized economic interest is not an 
element of the cause of action.

...12

 

Michael J. Paris
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Notwithstanding that the judge did not consider the tort to yet 
form part of the settled law of Ontario, the claim was certified 
on the basis that it was not “plain and obvious” that such a claim 
could not succeed against the bank under a theory of vicarious 
liability.

The Importance of Employee Oversight
Although the bank was quick to offer preventative measures for all 
members of the Notice Group and compensation to the members 
directly affected, the bank also acknowledged a complete lack of 
oversight of its employees, including Wilson, with regard to the 
improper access to personal and financial customer information. 
Though the bank was not directly involved in the improper access 
of customer information, the theory of vicarious liability “is strict, 
and does not require any misconduct on the part of the person 
who is subject to it.”

Privacy in HIM 
Continued from page 11

Certification does not involve a consideration of the merits of 
the case and we await the trial outcome (should there be one) 
to further understand the scope of the tort. As well, it is unclear 
what damages will be assessed if there is a finding of liability at 
the merits stage of the proceeding. Nevertheless, the decision 
provides an added incentive for employers to monitor the 
activities of their employees in the use of employer technology. As 
set out in earlier client updates, proactive monitoring can not only 
diminish the employee’s reasonable expectation of privacy over 
“on the clock” personal use, but can also reduce the likelihood of 
privacy breaches involving customer information that may now 
result in class action exposure. Employers should continue to 
monitor the evolving developments in this area.. TWR

Michael J. Paris, a commercial litigator with Bennett Jones LLP, focuses on 
complex commercial litigation, fraud recovery, and class actions. His practice also 
includes advising clients in the context of corporate arrangements, employment 
and privacy law matters. Michael has also acted in defamation proceedings and 
complex insolvency litigation. He has appeared before all levels of court in the 
Province of Ontario, and he can be reached by email at parism@bennettjones.com
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Legislative Changes

Senate Bill S-201 — the Genetic Non-Discrimination Act — 
prohibits any person from requiring an individual to undergo 
a genetic test or disclose the results of a genetic test as a 
condition of providing goods or services to, entering into or 

continuing a contract with, or offering specific 
conditions in a contract with the individual. In 
this Act, “genetic test” means a test that analyzes 
DNA, RNA or chromosomes for purposes such as 
the prediction of disease or vertical transmission 
risks, or monitoring, diagnosis or prognosis.

Exceptions are provided for medical practitioners 
and researchers, and for insurance providers in respect of high-
value insurance contracts if provincial laws expressly permit a 
requirement that existing genetic test results be disclosed.

Bill S -201 also amends the Canada Labour Code to protect 
employees from being required to undergo or to disclose the 
results of a genetic test, and provides employees with other 
protections related to genetic testing and test results. The 
Act also amends the Canadian Human Rights Act to prohibit 
discrimination on the ground of genetic characteristics and 
includes discrimination based on the refusal of a request 
to undergo a genetic test or to disclose, or authorize the 
disclosure of, the results of a genetic test.

Ontario’s Bill 179 proposes significant amendments to the 
Municipal Freedom of Information and Protection of Privacy 
Act and the Freedom of Information and Protection of Privacy 
Act, and imposes greater record-keeping obligations.

Under the new provisions, institutions governed by MFIPPA 
would have to develop, document and implement “reasonable 
measures…to preserve the records in accordance with any 
record keeping or records retention requirement, rules or 
policies, whether established under an Act or otherwise, that 
apply to the institution.”

Accordingly, institutions would have to meet a positive duty 
to prevent intentional destruction of records, and to have a 
document destruction plans and retention schedules that 
considers the contents of documents when determining 
whether and for how long to preserve documents. 

Compliance with Bill 179 will be encouraged through the 
offence provisions of the act: Under the new law it would 
be an offense under FIPPA and MFIPPA to “alter, conceal or 
destroy a record, or cause any other person to do so, with the 

intention of denying a right under this Act to access the record 
or the information contained in the record”. 

Prince Edward Island’s Health Information Act received 
Royal Assent on May 14, 2014. Under the Act personal health 
information” means:

identifying information about an individual in oral or 
recorded form that

• relates to the individual’s physical or mental health, 
family health history or health care history, including 
genetic information about the individual,

• relates to information about an individual that is 
collected for the purpose of registering the individual for 
the provision of health care, including a health number, 
medical record number and any other identifier assigned 
to an individual,

• relates to the provision of health care to the individual,

• relates to an individual’s entitlement to benefits under or 
participation in a health care program or service,

• is collected in the course of, and is incidental to, the 
provision of a health care program or service or payment 
for a health care program or service,

• relates to a drug, a health care aid, device, product, 
equipment or other item provided to an individual under 
a prescription or other authorization issued by a health 
care provider,

• relates to information about payments or eligibility for 
health care in respect of the individual, or eligibility for 
coverage for health care in respect of the individual,

• relates to the donation by the individual of any body part 
or bodily substance of the individual or is derived from 
the testing or examination of any body part or bodily 
substance,

• identifies the individual’s substitute decision maker, or

• identifies the individual’s health care provider.

The penalties for individuals who contravene the Act include 
fines up to $15,000 or six months in jail, or both. Fines for 
corporate non-compliance are significant at $50,000.

http://www.assembly.pe.ca/bills/pdf_first/64/4/bill-42.pdf

TWR
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 TORONTO WATERLOO CALGARY VICTORIA 

July 23-24, 2014. 12th Annual conference on Privacy Security and Trust. Toronto ON 

August 15-17, 2014. 4th Annual Access to Information and Privacy Law Symposium: 
Competing Interests. Ottawa ON 

September 22, 2014. Toronto Sunshine Summit 

September 23, 2014. Waterloo Sunshine Summit 

September 24, 2014. Calgary Sunshine Summit 

September 26, 2014. Victoria Sunshine Summit 

September 22-25, 2014. 36th International Conference of Data Protection and Privacy 
Commissioners. Mauritius

October 6, 2014. 2014 Manitoba Connections: Access, Privacy, Security and 
Information Management. Winnipeg MB

October 15-17, 2014. Privacy in the Age of Information. St John’s NL

October 15-17, 2014. National Privacy & Data Governance Congress. Calgary AB

October 28-30, 2014. The Canada 3.0 2014 conference. Calgary AB

November 26-27, 2014. Maritime Connections Conference. Halifax NS

April 16-17, 2015. Atlantic Security Conference

Upcoming Events

Early Bird Rates until August 15, 2014
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In Conversation With 
Dr. Ann Cavoukian

After a record-setting 15 years as Ontario Information and Privacy Commissioner, Dr. Ann 
Cavoukian shares her thoughts about the office and the access ad privacy profession.

TWR: What first sparked your interest in information privacy? Did you set out to become 
Commissioner or was it, like so many people’s careers, a matter of being in the right place 
at the right time and seizing an opportunity?

Ann Cavoukian: Exactly the latter! In the mid-1980s, I had been working as the chief of 
research for the Ministry of the Attorney General. I had the good fortune of working with 
(now) Justice Sidney Linden for five years. At that time, he was heading up the police 
complaints commission. I had the opportunity to do some research for him on data and 
various policy-related issues. Eventually, when he was appointed as the first Privacy 
Commissioner of Ontario, he chose to bring with him a core team of people.  Fortunately, 
he considered me among that core group. He knew I had an interest in civil liberties and 
felt that privacy would be a good fit for me. I agreed to give it a try as I’d been at the 
Attorney General’s office for several years and it was time to move on.  I didn’t have a lot 
of expectations or ambition to be in the privacy field. It was 1987, no one was doing a lot 
of privacy work at that time. 

When the office of the Information and Privacy Commissioner of Ontario started, there 
were only three of us. Justice Linden asked me to be the director of compliance to deal 
with privacy investigations, complaints, etc. Privacy wasn’t a key focus at that point. It 
was mainly about freedom of information (FOI). He quickly hired a staff of lawyers and 
adjudicators to implement the new FOI process, so I pretty much had free reign on the 
privacy side and it was wonderful as I was able to learn a lot. 

In 1988, we had a number of privacy investigations, but they were sleeper issues, 
compared to  FOI for the first two or three years. After that, everything exploded.   Email, 
Internet, online communications and connectivity took off. I was ready because I’d almost 
been in training on the job for two or three years. Since I was previously an academic, 
I loved learning about the issues, exploring the core concerns of the Internet and web. 
It was a wonderful opportunity for me. I set up the research process for the office, all 
of the computer systems, as well as the reporting structure we have for FOI and for 
investigations. That was some of the most important work I did and then I had the good 
fortune to become the Assistant Commissioner of Privacy. 

TWR: What was your biggest concern when first taking on the role of Commissioner? 

Cavoukian: When I first took on the role, I wanted to make sure that our investigation 
process was solid. I needed to implement a process that was fair and equitable for 
members of the public who could complain about various infractions pertaining to the 
Act. It also had to be an expedient investigation process that would only take a few 
months, not six months or longer. The drive was to make both parties happy. Obviously, 
we wanted to satisfy the complainant, but at the same time, we did not want to alienate 
the government department in the process.  We always strived to have as many informal 
resolutions as we could by mediating a solution that allowed both parties to walk away 
satisfied. I think we have been successful in doing that.  

...16
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In Conversation with Ann Cavoukian
Continued from page 15 CANADA STUDENT LOAN 

PROGRAM DATA BREACH
TWR: What’s your biggest concern now?

Cavoukian: My biggest concerns were highlighted in my final 
annual report which was released in early June. I made the 
following recommendations to the government of Ontario:

1) Modernize the Freedom of Information and Protection of 
Privacy Act (FIPPA) and the Municipal Freedom of Information 
and Protection of Privacy Act (MFIPPA): The FIPPA came into 
effect over 25 years ago – a time when legislators could not 
have envisioned the challenges that have arisen through the 
explosive growth of the Internet and mobile technology. It 
is imperative for the government of Ontario to undertake 
a comprehensive review of the Acts, in order to modernize 
these laws. I strongly believe the following reforms, among 
others, should be considered:

•  Providing strong enforcement powers and penalties for non-
compliance with the privacy provisions of the acts;

• Strengthening reporting requirements to the public (to 
ensure greater transparency) with respect to the disclosure of 
personal information between public and private entities; 

• Creating new systems and incentives for proactively 
embedding privacy-protective measures, up front – at the 
design stage of information technologies and operational 
processes; and

•  Establishing the creation of a greater number of systems for 
the proactive disclosure of information, especially as it relates 
to Open Data.  

2) Access to Municipal Councillors’ Records: When freedom 
of information requests are made for records in the 
possession of municipal councillors, traditionally, there has 
been a distinction made between constituency records 
and those records which were created while conducting 
business on behalf of the municipality. In practice, this has 
not worked very well. In our experience, much of what is 
characterized as political or constituency work relates, in 
fact, to municipal business, and should be subject to the 
provisions of MFIPPA. In the last year, I have written to both 
the Minister of Government Services and the Minister of 
Municipal Affairs asking that the provincial government study 
possible amendments to MFIPPA to clarify the status of the 
records of municipal councillors. I feel very strongly that these 
amendments are necessary to advance open government 
records – making them more accessible to the public, and 
creating greater government accountability on the part of 
government in the process.

3) Government Contracts: I have repeatedly called for 
publicly-funded contracts, once awarded, to be disclosed 
routinely and proactively. I am pleased to report that there 
are several institutions that have heeded my call. The 
City of Toronto has set an example for others to follow. 
Unfortunately, many requesters continue to experience 

...17
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In Conversation with Ann Cavoukian
Continued from page 16

...18

difficulty in accessing government contracts. There are a number 
of institutions that are denying freedom of information requests 
for awarded contracts, using sections of FIPPA and MFIPPA to 
block, delay or obfuscate information requests. As part of a 
larger review, I called upon the government of Ontario to amend 
the Acts and provide greater clarity, sending a clear message that 
this practice of denial is simply unacceptable. 

4) New Consequences for Insufficient Record Retention - 
Last June, I issued a Special Investigation Report, Deleting 
Accountability: Record Management Practices of Political Staff, 
which found both a lack of understanding and an apparent lack 
of concern within government regarding the vital need to retain 
relevant business records. This is clearly unacceptable.

In order for the government to remain transparent and 
accountable, we must:

• Raise the expectations for solid record keeping;

•  Educate from top to bottom on the “duty to document,” we 
must ensure that this is implemented throughout the entire 
government;

•  The consequences for not keeping appropriate business 
records must be strong, in order to  serve as a real deterrent; 
and

•  Most importantly, we need to make the act of willfully 
destroying records an offence with serious consequences that 
will serve as a real deterrent.

Also, on a national level, the revelations brought forward by 
Edward Snowden demonstrated just how little we know – as 

citizens of a free and democratic society – about the activities 
of our own government and what it is doing with our personal 
information. The massive scale of government surveillance that 
has been revealed is truly staggering and is of great concern. 
And yet it is disturbing that there has been so little debate on 
this vitally important issue. These revelations, which affect us all, 
require both public education and significant action – that is why 
my office took up the challenge and called for the immediate 
need for a full and forthright national debate.  I like to take every 
opportunity to remind the government that citizens are entitled 
to be well-informed about the activities of their government – 
and conversely, that the government should only be permitted to 
access the personal information of citizens when authorized to 
do so by law – with laws that are clear and strongly protective of 
privacy.

TWR: What have been the highlights and your greatest success 
as Commissioner?

Cavoukian: It would have to be the unanimous adoption of 
Privacy by Design by the international Data Protection and 
Privacy Commissioners in Jerusalem at our annual conference in 
2010. The resolution recognized the framework as an “essential 
component of fundamental privacy protection.” It was to truly 
amazing to have this body encouraging the adoption of the 7 
Foundational Principles into privacy 
policies and legislation in their 
respective jurisdictions. Not a 
week goes by that I don’t hear 
from someone around the world 
about how they implemented the 
principles successfully. It has truly 
become a global phenomenon and they 
have now been translated into 38 languages! 

TWR: Which investigations have had the most profound impact 
on access or privacy in Ontario/Canada? 

Cavoukian: Two key investigations really stand out in my mind. 
In 2005, the Adoption Information Disclosure Act was passed. 
I had strongly urged the government to amend its proposed 
Adoption Information Disclosure Act, stressing that birth parents 
and adoptees from adoptions that had occurred prior to the final 
passing of this retroactive law be given the right to, if desired, 
file a disclosure veto to prevent the opening of their sealed 
files. After being struck down as unconstitutional by the Ontario 
Superior Court, the Act was amended to include my proposed 
disclosure veto. 

In 2009, following an extensive investigation, I ordered Crown 
attorneys to cease collecting any personal information of 
potential jurors, beyond that which is necessary under the Juries 
Act and Criminal Code, and proposed a fundamental shift in 
the way that prospective jurors are screened. The new process 
addresses the lack of consistency in the “patchwork of practices” 
employed by Crown attorney offices and the police.

I feel both of these investigations changed Ontario for the better. 

«We must demand answers to 
these essential questions: 
• How far have our security agencies gone in 
the name of security and public safety? What 
are they capable of?  

• Are any of these invasive spying techniques 
being used to spy upon Canadians at home? 

•How often is CSEC collecting personal 
information, such as subscriber data or 
metadata, and which law enforcement and 
intelligence agencies is it sharing it with?  »

Dr. Ann Cavoukian

Foundational Principles into privacy 
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In Conversation with Ann Cavoukian
Continued from page 17

TWR: Who/what were your greatest allies in overseeing and 
enforcing privacy and access?

Cavoukian:  I had great allies in the technology sector. In 
particular, cryptographers in the early years. I really made an 
effort to understand the field and its practical implications.  The 
computer scientists and cryptographers gave me a lot of their 
time and allowed me to learn. Before Privacy by Design, we did 
a paper in 1995 on Privacy Enhancing Technologies (PETS).  At 
that time, no one was talking about this topic. The paper was 
co-authored by Peter Hustinx (who at that time was head of the 
Netherlands Data Protection Authority) and it was considered 
almost blasphemy, because it wasn’t a regulatory model.  Instead 
it was about technological protection. It was an approach I’ve 
taken repeatedly — enlisting the support of technology to 
protect privacy instead of leading to its erosion. It was actually 
the “positive-sum” theme that was actualized in Privacy by 
Design.  The idea was not to look at technology as a negative, 
such as technology vs. surveillance. The paper was about how 
you weave them together to get the most benefit out of the two.  
It has always been my mantra. 

My other closest allies were the German Data Protection 
Commissioners. Spiros Simitis (the Commissioner from 1987-
1990) is a brilliant individual and the first German Commissioner 
I met. I went to visit him with then Commissioner Linden early 
on in my career. Since then, I have become very good friends 
with all of the German Commissioners and I still am to this day.  
In fact, earlier this year, I wrote a new paper with the current 
commissioner, Alexander Dix, (and Dr. Khaled El Emam) entitled, 
“The Unintended Consequences of Privacy Paternalism.”

TWR: Who/what were your greatest obstacles in overseeing and 
enforcing privacy and access?

Cavoukian: The zero-sum mentality has always been the 
greatest challenge I’ve faced. The zero-sum paradigm of giving 
up what is perceived to be the “less important value,” namely 
privacy, in favor of the “more significant value,” namely public 
safety, innovation (imagine a see-saw – the more that one 
side goes up, the other side must go down). This trade-off is 
invariably destructive in free and open societies. It is not only 
inappropriate, it is unnecessary. Privacy and other functionalities 
can indeed co-exist, with both values being respected, instead 
of being positioned as opposing forces requiring unnecessary 
trade-offs and false dichotomies. This is why Privacy by Design 
advances a “positive-sum” approach to privacy. By following 
the 7 Principles of Privacy by Design, one is able to conceive of 
achieving goals beyond privacy, while also achieving privacy. 
Privacy by Design recognizes the legitimate goals of other 
stakeholders within the organization in a doubly-enabling, 
positive-sum manner rather than the “either/or,” zero-sum 
model. The “versus” in the equation is replaced with an “and.”

TWR:  your thoughts on the apparent reluctance of businesses to 
embrace privacy? 

Cavoukian: If it appears that if a company is not willing to 

...19

How Not to Verify An Identity
Does this sound familiar?

Caller: Hello, I’d like to change the billing address on my file.

Operator: Certainly. But for security we need to verify some 
information. Is your phone number still 867-555-1212?

Caller: Yes, it is.

Operator: And are you still at 123 Main Street?

Caller: Yes, that’s right. 

Operator: Great. How can I help you?

This style of “verification” is more common — and problematic 
— than you might think. It does nothing to improve security, 
but it risks breaching privacy laws and it invites identity theft 
by giving out sensitive information.

To avoid becoming the subject of inquiry or court proceedings, 
be sure you don’t offer any information that could help a social 
engineer or pretexter. 

Help your Customer Service Representatives and other 
colleagues understand the correct way to ask for information: 
Instead of offering the details and merely asking for 
confirmation, ask the caller to provide the details.

Instead of this... Ask this...
Is your phone number still 
867-555-1212?

What is your current phone 
number

Do you still live at 123 Main 
Street?

What is your current mailing 
address?

Do you want to keep paying 
your monthly bill with the 
MasterCard that’s on file? ......

Would you like to register a 
credit card so your bill is paid 
automatically? What credit 
card would you like to have 
on file?

The PIN is four digits, and 
starts with a 6. Can you tell 
me the full number?

What is your PIN number?

Do you still work at …. What is your current 
employer?

The Privacy Commissioner of 
Canada explored the importance 
of legitimate authentication 
procedures in Report of Findings 
#2012-006.
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embrace privacy, it is generally because it doesn’t understand 
what it means. They falsely assume it will hurt its business 
interests. Often many companies do not get the opportunity 
to hear from those of us who feel it is in their best interest to 
protect privacy. They don’t know that the costs of protecting 
privacy, especially proactively by design, are a fraction of not 
protecting privacy. Otherwise, they will inevitably have a breach 
or infraction them which may cost them significantly — either by 
class action lawsuit, or damage to their brand and reputation. A 
lot of companies haven’t heard that messaging and we have to 
do a better job of getting that message out to them. 

TWR: Do you think people who develop privacy-invasive 
technologies appreciate that their personal privacy will be 
affected by it in the long run, or do you think they disregard that 
fact in favor of immediate monetary gain?

Cavoukian: I actually think a lot of them haven’t considered the 
long-term implications of what they are doing. I had the good 
fortune of speaking at a Web 2.0 conference in San Francisco 
a few years ago. The audience was comprised largely of app 
developers and startup companies. My messaging was quite 
welcomed, but after the presentation, most of them said that 
they had never heard it before. The messaging was simple — 
“build privacy into the design of whatever you are developing.” 
This Privacy by Design proactive messaging is actually foreign 
to most people and it blows me away that so many have never 
been exposed to the messaging. I have never found a rejection 
of this messaging, because there is little downside. I disagree 
that they set out to develop privacy-invasive technologies; they 
just are unaware of the other possibilities. 

TWR: Do you think privacy laws will change at all for the 
betterment of individual Canadians? 

Cavoukian: On the heels of three recent court decisions, I think 
the future is very bright for privacy.  The Canadian Supreme 
Court decision (R. v. Spencer) told police to get a warrant 
before getting information from telcos. The recent B.C. Court 
of Appeal decision said that you need a warrant before you 
search someone’s cellphone and the recent U.S. Supreme Court 
Decision (Riley v. California) that said essentially the same thing. 
Each of these decisions are victories for privacy, so I feel very 
positive about the future of privacy laws. 

On data breaches:

TWR: What are the most fundamental reasons why so many data 
breaches continue to happen?

Cavoukian: Part of it is the extremely poor information 
practices within the government and the private sector. 
Organizations have to maintain a constant understanding of 
how their information is flowing. So many times I have spoken 
with organizations and asked, “do you have a data map?” And 
repeatedly, I have gotten some very puzzled looks. 

When personal information walks in the door, it is collected for 
a primary purpose and theoretically, that should be the end 
of the story. It rarely is. Information usually flows through the 

organization for many legitimate purposes.  Companies need to 
know exactly how data flows and if it is being used for secondary 
purposes. If so, companies should flag this to get consent from 
their customers. A good data map can identify these areas. 

The second reason breaches continue to occur is that 
organizations don’t understand that if they are collecting 
personally-identifiable information and leave the identifiers on, 
they are asking for trouble if not protected correctly. As it flows 
through the organization, personally-identifiable information 
is rarely needed afterwards. The identifiers should be removed 
and then the information can flow to secondary purposes.   
Removing the personal identifiers helps prevent identity theft or 
breaches. This will protect the organization from harm. 

TWR: What do you think would have the greatest impact on 
reversing that trend? 

Cavoukian: Unfortunately, the magnitude of some of these 
breaches is still growing. Think about the Target breach last year. 
So many customers had their data impacted and the CEO had to 
resign shortly after the breach. Class action lawsuits have ensued 
and Target’s sales have suffered tremendously. Can you imagine 
so much damage because of a data breach?  This example should 
be enough to open eyes and start reversing the trend! 

On state surveillance and data brokering:

TWR: What do you think will be the impact in Canada from the 
Snowden revelations? Will it change how individuals manage or 
share their own information, or in what they expect or demand 
from companies and governments? 

Cavoukian: We know it has already begun to change people’s 
behaviors. More and more people are trying to mask their digital 
footprints when they go online. They have become much more 
sensitive to the potential for government to access their personal 
information. Things are already taking place. My hope is that in 
Canada, we become as enraged as in the U.S. and that we have 
much greater public discussion about these issues and will seek 
greater transparency on the part of the federal government. 
I’m hoping that this will be turned around. These concerns 
are not going to go away, we need to continue to pressure the 

In Conversation with Ann Cavoukian
Continued from page 18

«You can’t fight today’s threats 
with yesterday’s strategies»

Gary Loveland 
PwC security practice

...20
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government into greater openness and transparency. We have 
a right to know what the government is doing with our personal 
information!

On the access and privacy profession:

TWR: How do you think government, industry, and citizens 
perceive the value that access and privacy professionals bring to 
government, industry, and Canadian society?

Cavoukian: Increasingly, the public is seeing the value of privacy 
professionals. They have observed how we are trying to bring 
the government’s attention to the vital need for public debate 
on key privacy issues. With Bill C-13, we have been extremely 
vocal. Academics, privacy advocates and privacy professionals 
have all banded together to try to spark a public debate on what 
the government is trying to push through the back door. The 
government has claimed Bill C-13 is about cyberbullying, yet 
only six pages deal with non-consensual distribution of intimate 
images, the rest of remaining 47 pages – 90 per cent of the bill – 
deals with new surveillance powers. We do need to modernize 
surveillance powers, but at the same time, modernize privacy 
protections. We can’t allow them to have warrantless access 
to private personal data. I think Canadians understand that we 
are vocalizing this for the betterment of society at large. From 
my recent experience, we have received more emails than ever 
before from members of the public thanking us profusely. This 
has never happened before, so I think there is now a greater 
appreciation for our work. 

In Conversation with Ann Cavoukian
Continued from page 20

TWR: Do you envision Access and Privacy becoming a self-
regulating profession, or will it be subsumed by the legal 
profession?

Cavoukian: If you look at IAPP in the U.S., it is developing more 
protocols on its own, but I don’t see it being regulated (certainly 
not in terms of any government regulation.) I must admit that 
there will always be a tendency to seek out the legal profession. 
I personally hope that is not the case because, as you may know, 
I’m not a lawyer. When you’re not a lawyer, what it enables you 
to do is bring a different perspective into play. Lawyers tend to 
be very conservative, but sometimes that doesn’t always lead 
you to the right solution. Sometimes you have to insist on finding 
the right moral or ethical resolution. At times, it takes a different 
path to get there. I would hope to see privacy professionals 
engage in a broad sector of training in the future.

TWR: What is next for you? 

Cavoukian: I’m delighted to be joining one of Canada’s major 
universities, Ryerson University, as the Executive Director of a 
new institute that will start on July 1st. It is called the Privacy 
and Big Data Institute. It will be the only Big Data Institute in the 
world that has branded itself with privacy! That is the beauty of 
this equation. It will have Privacy by Design through and through 
in terms of “positive-sum” functionality. I want to rid the world 
of the dated view that privacy stifles innovation — nothing could 
be further from the truth! TWR

Darwin Moments 
A recent ruling by an American magistrate underscores the importance of understanding where your data resides and how tenuous 
privacy can be. 

The decision addressed a search warrant served on Microsoft for one of its customers whose emails are stored on a server in Dublin, 
Ireland.

In a statement, Microsoft said it challenged the warrant because the U.S. government should not be able to search the content of 
email held overseas.

“A U.S. prosecutor cannot obtain a U.S. warrant to search someone’s home located in another country, just as another country’s 
prosecutor cannot obtain a court order in her home country to conduct a search in the United States,” the company said. “We think 
the same rules should apply in the online world, but the government disagrees.”

The company plans to seek review of Francis’ decision from a federal district judge.

The Reuters report notes that, in Judge James Francis’ view, “a search warrant for email information is a 
“hybrid” order: obtained like a search warrant but executed like a subpoena for documents. Longstanding 
U.S. law holds that the recipient of a subpoena must provide the information sought, no matter where it 
is held.”
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The New Transparency: Surveillance and 
Social Sorting seeks to understand the factors 
contributing to the expansion of surveillance as a technology of 
governance, including its underlying principles, technological 
infrastructures, and institutional frameworks, and to elucidate 
the social consequences of surveillance for institutions and for 
ordinary people..

Although most Canadians are 
familiar with surveillance cameras 
and airport security, relatively few 
are aware of the extent to which 
the potential for surveillance is 
now embedded in virtually every 
aspect of our lives. We cannot walk 
down a city street, register for a 
class, pay with a credit card, hop on 
an airplane, or make a telephone 
call without data being captured 
and processed. Where does such 

information go? Who makes use of it, and for what purpose? 
Is the loss of control over our personal information merely 
the price we pay for using social media and other forms of 
electronic communication, or should we be wary of systems 
that make us visible—and thus vulnerable—to others as never 
before?

The work of a multidisciplinary research team, Transparent Lives 
explains why and how surveillance is expanding—
mostly unchecked—into every facet of our lives. 
Through an investigation of the major ways in which 
both government and private sector organizations 
gather, monitor, analyze, and share information 
about ordinary citizens, the volume identifies nine 
key trends in the processing of personal data that 
together raise urgent questions of privacy and 
social justice. Intended not only to inform but 
to make a difference, the volume is deliberately 
aimed at a broad audience, including legislators 
and policymakers, journalists, civil liberties groups, 
educators, and, above all, the reading public.

 
Important Reading

In What Stays in Vegas, journalist Adam Tanner 
exposes the greatest threat to privacy today. It’s not the NSA, 
but good-old American companies. Internet giants, leading 
retailers and other firms are gathering data behind the scenes 
with little oversight from anyone. “This is the information age, 
and information is power!” screamed DocuSearch, “America’s 
Premier Resource for Private Investigator Searches & Lookups” 
in 1996—and they were right. 

In Las Vegas, no company knows this mantra better than Caesars 
Entertainment. Despite the fact that its Vegas casinos are 
decades old and can’t boast their rivals’ singing gondoliers or 
fountains exploding in a choreographed dance, many thousands 
of enthusiastic clients continue to pour through the ever-open 
doors of Caesars hotels. The secret to the company’s success lies 
in their one unrivaled asset: they are able to track the activities 
of the overwhelming majority of gamblers who walk in. They 
know exactly what games we like to play, what foods we enjoy for 
breakfast, when we prefer to visit, who our favorite hostess might 
be and exactly how to keep us coming back for more. 

Caesars’ dogged data-gathering methods have been so successful 
that they grew to become the world’s largest casino operator, 
and they have inspired companies from across industries to 
ramp up their own data mining in the hopes of boosting their 
targeted marketing efforts. Some do this themselves. Some 
rely on data brokers. Others clearly enter a moral gray zone 
that would make American consumers deeply uncomfortable. 

Even if you’ve never set foot in a casino or signed up for an 
airline’s frequent flier program, companies little-known to 
the public like Acxiom are still gathering information on you 
at every turn. And there are those, such as PeopleSmart and 

Instant Checkmate, that will sell your dossier to 
anyone for cash. 

The reality is that we live in an age where our 
personal information is harvested and aggregated 
whether we like it or not. And it is growing ever 
more difficult for those businesses that choose 
not engage in more intrusive data gathering to 
compete with those that do. Tanner’s timely 
warning resounds: yes, there are many benefits 
to the free flow of all this data, but there is a dark 
side as well. With societal and legal boundaries 
on the use of personal data still largely undefined, 
the potential for abuse looms large. 

And, as to what stays in Vegas? The answer: almost nothing.
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Guidelines on Data Matching 
in Australian Government 
Administration (Guidelines) 
aim to assist Australian 
Government agencies to 
use data matching as an 
administrative tool in a 
way that complies with the 
Australian Privacy Principles 
(APPs) and the Privacy Act, 
and is consistent with good 
privacy practice.

The Global State of Information Security® Survey 2014 
shows that executives are generally heeding the need to fund 
enhanced security activities and have substantially improved 
technology safeguards, processes, and strategies. Budgets are 
rising and confidence continues to climb.

The survey also reveals that while many organizations have 
raised the bar on security, their adversaries are continuing to 
outpace them. Detected security incidents have increased—
and so has the cost of breaches. And hot-button technologies 
like cloud computing, mobility, and BYOD (“bring your own 
device”) are often being implemented before they are secured. 
Adding to the challenge, many executives are hesitant to 
share security intelligence with others—forgoing a powerful 
offensive tool against targeted, dynamic attacks.

And, if few organizations have kept pace with today’s escalating 
risks, fewer still are prepared to manage future threats. 

Accreditation of Educational 
Courses for Privacy and 
Access Professionals 

The Privacy and Access Council of Canada values the 
development of a wide range of access and privacy 
educational offerings that provide a range of educational 
value to students in terms of the scope and depth of training, 
duration, manner of delivery, and jurisdictional content. 

The needs of privacy and access professionals, employers, 
and the public depend on impartial and comprehensive 
options such as those embodied in PACC’s accreditation 
process that: 

• Enables students, employees and employers to use the 
PACC Accredited designation as a guide when choosing 
educational courses and programs related to the field of 
access and privacy

• Ensures that PACC Accredited courses can prepare students 
to meet the current and anticipated needs of business and 
government for qualified access and privacy professionals

• Ensures that PACC Accredited courses and PACC certification 
requirements are aligned to the needs of individuals who 
might apply for certification

• Ensures that PACC Accredited courses meet PACC Core 
Learning Outcomes.

For accreditation information 
and to apply for accreditation 

call 877.746.PACC — 877.746.7222
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Canadian Court to the Entire World: 
No Links for You!

By Karen Jack, MAPP

The Supreme Court of British Columbia has ordered Google to remove entire domains 
from its search results—a decision that could have enormous global implications on 
free expression. This is the latest of several instances of courts exercising dangerous 
jurisdictional overreach, where they have applied local laws to remove content on the 
Internet. Not only did the Court order Google to delete the site from its search results 
on the Canadian “Google.ca” domain, it went even further by demanding it censor the 
domain worldwide by deleting every instance of the site from its global index.

The case, titled Equustek Solutions Inc. v. Jack, involved a trade secret fight between 
two Canadian companies. One sued the other for allegedly stealing the designs of some 
of their products and selling them on their website. The plaintiff claimed that Google 
facilitated access to this illegitimate online vendor through its search platform. Initially, 
Google voluntarily took down specific URLs that directed users to those products and 
ads under the local Google.ca domains, but the Court decided that was not enough. 
The judge ultimately ruled that Google must delete the entire domain from its search 
results, including all other local domains such as “Google.go.uk” and even the main site 
“Google.com”.

Oddly, the judge in this case seemed unfazed by the wide-ranging implications of this 
order. Based upon the assumption that users would simply switch to other variants 
of the Google domain, she decided that for any blockage ruling “to be effective, even 
within Canada, Google must block search results on all of its websites” and that any 
other external impacts are a “separate issue.”

The decision is a massive overreach. The removal of the defendant’s entire domain from 
Google’s local Canadian sites would have already been excessive. Although it cannot be 
confirmed from official reports, this one could have carried other legitimate products 
unrelated to the plaintiff’s designs, or even hosted a blog or discussion forum with 
other users’ comments and submissions. For example, the U.S. seized and took down 
the hip-hop culture website, Dajaz1.com, due to some allegedly copyright infringing 
works that was shared on the platform even while most of the site’s pages contained 
lawful content. It’s not clear whether such considerations were made at all, and that is 
terrifying on its own.

But the court went even further, ordering Google—a company based outside its 
jurisdiction in California—to censor the site worldwide. If left unchallenged, this could 
leading to a slippery slope of ever more countries feeling empowered to mandate 
global online censorship. If a Turkish court were to find that a certain protest site was 
illegal, would intermediary services like Google be forced to remove all references 
of the domain name from its site? Or if Ethiopia mandated the deletion of all sites 
referring to imprisoned journalist, Eskinder Nega, would online platforms be forced to 
comply with that order?

Those are only a few examples of how such a precedent could dangerously expand. If 
courts become empowered to demand intermediary platforms remove and take down 
domains worldwide, that could be the end of online free expression as we know it. 

 

Karen Jack, MAPP
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And if history has taught us anything, authorities are very good 
at creatively constructing legitimacy to shut down speech. 
This case alone is evidence of that: the judge mentioned that 
she was inspired by the recent EU rulings on the “right to be 
forgotten,” and felt that forcing global removals was just a way 
to “keep up with the times.”

We can imagine how problematic this would be if it were applied 
to copyright infringement. There is already a history of cases in 
which government agencies have taken down entire domains 
over allegations of content piracy. The United States has been 
especially guilty of this. One of the most glaring cases involve 
Immigrations and Customs Enforcement (ICE), when it took 
down a Spanish sports streaming site, Rojadirecta. It is alarming 
that any government agency, anywhere in the world, would 
have the authority to unilaterally remove an entire website, 
especially when doing so may violate another country’s strong 
legal protections for the right to free expression. This kind of 
forceful takedown of domains is exactly the kind of sweeping 
censorship that what we fought against in the SOPA and PIPA 
bills defeated over two years ago. No matter what the charges 
are, there is no reasonable justification for intermediaries to 

No Links for You
Continued from page 23

block an entire website over content that only some of the 
pages contain.

Thankfully, Google has indicated that it intends to appeal the 
decision to prevent this from becoming a dangerous new 
precedent. It is as important as ever that intermediaries, such 
as search engines, Internet service providers, and domain name 
registrars, be protected as neutral platforms. They are often 
attractive targets for those who want those services to help 
them remedy alleged wrongdoing. But dragging intermediaries 
into court as implicit facilitators of unlawful activity creates a 
wide range of negative, unintended consequences for the 
Internet. Just because a party has been wronged does not 
mean that they are entitled to any and all remedies. Going 
after intermediaries is an easy shortcut, but one with too many 
costly ramifications. TWR.

Karen Jack, MAPP, is the Privacy Officer at the University of Waterloo in Ontario. 
She has been the key point person re: access and privacy matters at the university 
since 2006, and is a passionate advocate for developing privacy awareness at 
Waterloo. She can be reached by email at: kjjack@uwaterloo.ca.

How is FATCA Designed to Work?
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Henry v. Bell Mobility (2014 FC 555) is a stark reminder about 
the importance of privacy awareness training. 

As the Federal Court heard, a woman unrelated to the 
Plaintiff contacted Bell Mobility sought information about 
the plaintiff’s account. Despite the fact that the caller did not 
provide the security PIN to gain access to account information, 
the Customer Service Representative (CSR) allowed the caller 
to change various account information and settings. 

Similar situations have been investigated by the Privacy 
Commissioner of Canada — PIPEDA Report of Findings # 2012-006

 
Recent Decisions

Llewellyn v. Canadian Security Intelligence 
Service (2014 FC 432) is the culmination of 
an application for judicial review brought 
by Gareth David Llewellyn under section 41 
of the Privacy Act (RSC 1985, cP-21) with 
respect to two decisions of the Canadian 
Security Intelligence Service and the Canada 

Border Services Agency. The Applicant had previously sought 
but was denied access to information held by the CSIS in 
certain personal information banks as well as to information 
concerning him that is in possession of the CBSA. The Court 
considered the two primary issues:

1. Did the Respondents err when they invoked exemptions 
under section 21, paragraph 22(1)(b) or section 26 of the Act in 
order to decline to disclose some of the personal information 
relating to the Applicant that they had in their possession and, 
more specifically as it concerns the CSIS, in PIB 005?

 2. Did the CSIS err when it declined to confirm or deny the 
existence of any personal information relating to the Applicant 
in PIB 045?

Given the sensitivity of the information at issue, in camera 
hearings were held to enable the Court to examine the 
relevant documents, confidential affidavits, and the affiants. 
The Court held that the requested information was validly 
withheld according to the exemptions relied upon by the 
Respondents; and further, that both the CSIS and the CBSA 
reasonably applied the exemptions relied upon under the Act 
and, as such, it was reasonable for them to withhold from 
disclosure personal information concerning the Applicant 
which fell within the limits of said exemptions.

Reference checks in BC:  
What are the Limits for Public Sector Employers?

The Ministry of Justice made a hiring decision 
based on information obtained from individuals 

whom the applicant had not identified as potential references. 
The BC Information and Privacy Commissioner determined 
that the information collected was personal information; that 
it was not necessary in the circumstances; and that its indirect 
collection was not authorized. 

«FATCA creates an indiscriminate NSA-

style information dragnet requiring – under 

threat of sanctions – all non-U.S. financial 

institutions (banks, credit unions, insurance 

companies, investment and pension funds, 

etc.) in every country in the world to report 

data on all specified U.S. accounts to the IRS. 

No proof or even suspicion of wrongdoing is 

required.»
James George Jatras 

former U.S. diplomat and U.S. Senate staffer.



Summer 2014 |  THE WINSTON REPORT  |  Subscriptions@AMINAcorp.ca  |  page 26

Social media and disclosure in litigation: 
Garacci v Ross

By Roland Hung and Frances Candy

Information disseminated through social media platforms such as Facebook and 
LinkedIn is of growing utility in litigation matters. Evidence obtained from social media 
accounts by way of discovery preservation and production orders has significantly 
strengthened the positions of litigating parties. This should come as no surprise as 
individuals routinely “post” messages, thoughts, pictures and experiences on these 
platforms, leaving a wake of evidence in the process.

There has been marked development in this area of law in Canadian jurisprudence. 
To date, Courts and Tribunals have, among other things, ordered the preservation and 
production of entire social media accounts, dismissed wrongful dismissal claims based 
in part on the disparaging nature of comments posted online, and considered social 
media evidence against claims of the loss of enjoyment of life and the inability to work. 
However, the Courts are cognizant of the private nature of this information and have 
been careful to balance the probative value of this evidence against the privacy interest 
of the social media user. Generally, the Courts have resolved this tension by making a 
determination of how “private” the social media account is through the application of 
a number of factual indicia.

In the recent case, Garacci v. Ross, the Ontario Superior Court refused to grant an 
order requiring a plaintiff in a personal injury case to produce approximately 1,100 
photographs from the private portion of her Facebook account.[1] This case informs 
civil litigants of the view that courts may take respecting the relevance of and obligation 
to disclose information available on social media websites. While the plaintiff in 
Garacci escaped disclosure of her private “photo album”, the court only arrived at this 
conclusion after a very thorough investigation of the relevance of the photographs. The 
court suggests that the threshold for establishing relevance of information on social 
media websites is not high.

Facts
On January 29, 2008, the plaintiff was struck by a vehicle operated by the defendant as 
she was walking on the side of a roadway in Courtice, Ontario. The plaintiff brought a 
personal injury action alleging that as a result of the accident she sustained serious and 
permanent injuries to her left leg and ankle. The plaintiff claimed significant damages, 
including a claim for alleged loss of enjoyment of life and amenities.

During discovery, the plaintiff gave extensive evidence about the impact of the accident 
on her social life. Rather than claiming total disability, the plaintiff claimed that the 
accident has prevented her from pursuing certain high impact athletic activities 
that she had previously enjoyed (ex. soccer, water skiing, competitive dancing and 
snowboarding).

The defendant discovered 12 photographs on public areas of Facebook that he claimed 
depict the plaintiff “enjoying life” (ex. socializing with friends, having dinner and drinks, 
kneeling on the ground, climbing a tree and play wrestling). The defendant tried to 
convince the court that the remaining 1,100 private photographs should be disclosed 
as they must include photographs of the plaintiff engaged in similar enjoyable activities.

 

Roland Hung

Frances Candy
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Decision
The court did not necessarily disagree with the inference 
the defendant asked it to make; rather, the court denied the 
defendant’s request by reiterating that the test for disclosure is 
“relevance to the matters in issue in [the] action.”[2] The court 
determined that none of the 12 public photographs actually 
depict the plaintiff engaging in the kind of significant physical 
activity that the plaintiff claimed to be unable to perform. 
Thus, the court instead found that the 12 public photographs 
were consistent with the plaintiff’s evidence.

It is important to note that the court did not deny the 
disclosure request based any kind of distinction between 
private documents held on social media websites and private 
documents held elsewhere. Rather, the court simply denied 
the disclosure request because the defendant failed to 
demonstrate how the 1,100 private photographs were relevant 
to the matters in issue and, in the court’s view, the very broad 
disclosure request amounted to “nothing more than a high 
tech fishing expedition.”[3]

Significance
As alluded to above, the first significant aspect of the case is 
that the court did not make any kind of distinction between 
private documents held on social media websites and other 
types of private documents. One commentator analogized the 
refusal to allow social media fishing expeditions to “refusing to 
allow an adverse party to look through a party’s filing cabinets 
to see if there is anything relevant there.”[4] The court explicitly 
refused the disclosure request based on an assessment of 
relevance.

The second significant aspect of the case requires a closer 
look at the process the court used to arrive at its view that 
the 1,100 private photographs were not relevant. While the 
court claimed to have denied the disclosure request based on 

Privacy Education
Continued from page 26

its conclusion that none of the 12 public photographs “actually 
show [the plaintiff] engaged in any kind of significant physical 
activity,” the court actually took two important steps to ensure 
its conclusion was correct.[5] First, a court clerk reviewed all 
1,100 private photographs and concluded that there were 
no photographs depicting the plaintiff engaging in significant 
physical activity. Second, the court itself randomly reviewed 
approximately 10% of the 1,100 private photographs and 
confirmed the same.

As has already been pointed out, this case sets a high threshold 
for the level of diligence required in order to convince a court 
that private information held on social media websites is not 
relevant.[6] Moreover, this begs the question of whether such 
a threshold would be required if the private documents were 
actually held in physical photo albums located in the plaintiff’s 
basement? Presumably not. Thus, although the court did not 
explicitly distinguish private documents held on social media 
websites from other privately held documents, perhaps the 
ease of access of social media documents already stored online 
does in reality affect the way the court assesses relevance. 
Reviewing the documents in this case was as simple as 
changing a privacy setting on the plaintiff’s Facebook account 
– much easier than hauling hundreds of physical photo albums 
from the plaintiff’s basement to chambers. TWR
[1] Garacci v Ross, 2013 ONSC 5627 [Garacci].
[2] Ibid at para 9.
[3] Ibid at para 9. 
[4] Jean-Marc Leclerc, “Disclosure of Social Media Information in Civil Litigation” Slaw (18 March 2014), 
online: Slaw <http://www.slaw.ca/2014/03/18/disclosure-of-social-media-information-in-civil-litigation/> 
[Leclerc].
[5] Garacci, supra note 1 at para 6.
[6] Leclerc, supra note 3 at para 6.

Roland Hung is an associate with McCarthy Tétrault LLP and has a background in corporate commercial 
litigation, technology law, and privacy law. He can be reached at rhung@mccarthy.ca or (403)260-3561. 
 
Frances Candy is an articling student with McCarthy Tétrault LLP. She can be reached at fcandy@mccarthy.ca

Dr. Ann Cavoukian 
Executive Director
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In the age of Big Data it is often assumed that the rational and analytical are the primary drivers of business decision making. A 
new study from The Fortune Knowledge Group and gyro, the global ideas shop, has found it is just the opposite. While a majority 
of senior business executives believe that data is an important tool when making business decisions, it is subjective factors such as 
company culture, values and reputation that truly play the pivotal role.

Here are the key findings about the role of emotions in decision-making: 

• Human factors are the deciding factors: Nearly two-thirds (65%) of executives say subjective factors that can’t be quantified 
(including company culture and corporate values) increasingly make a difference when evaluating competing proposals. Only 16% 
disagree.

• Executives “trust their gut”: A majority (62%) of executives say it is often necessary to rely on gut feelings and soft factors.

• Strong reputations and cultures win: When choosing a company to do business with, 70% of respondents cite reputation as the 
most influential factor. Company culture was also a top driver according to 53% of executives surveyed.

• Analytical insight requires emotional insight: A majority (61%) of executives agree 
that when making decisions, human insights must precede hard analytics.

• Positive gains outweigh negative risks: Most executives (68%) say that the ambition, 
admiration and potential rewards outweigh fear of failure and being blamed for 
making a bad call.

• Long-term partnerships are the goal: The long-term gains are worth the short-term 
financial risks according to 71% of respondents.

The study, entitled Only Human: The Emotional Logic of Business Decisions, surveyed 
720 senior business executives (88% of which had director-level titles or higher) 
in May and June. The FORTUNE Knowledge Group produced this 2014 report in 
collaboration with global advertising agency gyro.

“With more information comes more complexity,” said Jed Hartman, Group Publisher 
Worldwide of TIME, FORTUNE and MONEY, who oversees the FORTUNE Knowledge 
Group. “Business decision makers are, of course, using data to their benefit. However 
when looking to select a business partner, it is clear that emotion plays a vital role. 
Decision makers do not just want a partner who looks good on paper. They want to 
create a relationship that can lead to a successful, long-term partnership. As with any 
relationship, aspects like values, reputation, trust and emotion come to the forefront.”

“Business decisions are made emotionally and justified rationally,” said Christoph 
Becker, ceo+cco, gyro. “A side effect of the tsunami of digital content is, too often, 
there is an utter lack of human relevance. That is why if you truly want to connect 
with business decision makers, you must make them feel. That is why you must focus 
on the ‘why’ of your business, the pure idea. The overwhelming desire to connect to 
this essence has been, and always will be, incredibly powerful.”

To download the executive summary of Only Human: The Emotional Logic of Business 
Decisions, visit gyro.com/onlyhuman.

TWR.

New Study:  
Emotion Trumps Data for Business Decision Makers
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Cyber Surveillance:  
The 2014 Recalibration of Western Intelligence

By Bonnie Butlin

The Snowden leaks beginning in June 2013 highlighted significantly developed US state 
cyber surveillance capabilities designed to counter complex threats within the domestic 
security space, including the NSA’s sec. 215 and sec. 702 programs. The capabilities were 
unprecedented in their reach (bulk collection and mass data storage of some 1.7 billion 
interceptions daily), and in their depth (enabled by computational metadata analysis). 
Security breaches aside, weaknesses in Western intelligence have become apparent, and 
2014 will be a cardinal year of recalibration for Western intelligence.

More than just classified documents, the leaks revealed a US grand strategic approach 
to aggressively secure the homeland from terrorist attack. The grand strategy was 
comprehensively applied in a global security context, in peacetime, domestically, and with 
resources beyond a military scope – but with a cyber technology-fuelled ultra-tactical focus. 
The result was a bifurcated strategy split between the grand strategic and the ultra-tactical. 

Like using air power to fight enemy operatives in theatre, the cyber-surveillance programs 
employed a light, non-physical footprint, providing full-coverage of US domestic space, 
against a similarly light-footprint terrorist global strategic threat operating within US 
domestic space. Terrorists in the US could blend into the population and potentially strike 
anywhere, so the US looked everywhere through the NSA 215 and 702 programs, treading 
increasingly heavily through the metadata to find them — all the while collecting records 
en mass without reasonable articulated suspicion (RAS), contact chaining with three 
“hops”, using sophisticated computational metadata analysis, and leveraging the historical 
connections contained within years of stored data, all with the American people unaware. 

The programs quietly expanded into a full-saturation surveillance presence – well beyond 
the light-footprint approach originally envisioned, and one with unprecedented ultra-
tactical reach that could pinpoint individual terrorist needles within the US domestic 
haystacks. Leaked US Management Directive #424 detailed sophisticated US programs: the 
PRISM data mining program; the XKeyscore risk-scoring analytical program; the Enterprise 
Knowledge System suite of relational databases and metadata programs; and the Bluffdale, 
Utah Mainway mass data storage facility.  Additionally, the “Shotgiant” program monitored 
Chinese global telecom giant Huawei, which boasts services reaching one-third of the globe. 

The US programs are not unique. The Communications Security Establishment Canada 
(CSEC) intercepted and collected domestic communications and generated metadata, 
including from the Ottawa International Airport,  after having gained ministerial approval in 
both 2005 and 2011. More recently, Canadian authorities made nearly 1.2 million requests 
for telecom customer information, often without court orders.  

The UK’s Government Communications Headquarters’ (GCHQ) Optic Nerve program (2008-
2012) sought to locate suspected terrorists by deploying facial recognition programs against 
1.8 million Yahoo webcam chat accounts, unbeknownst to Yahoo or its users. Images were 
collected at five-minute intervals (rather than as continuous feed) in an entirely inadequate 
effort to respect privacy. US Senators Wyden, Udall and Heinrich jointly criticized the “…
breathtaking lack of respect for privacy and civil liberties”.  An expectation of webcam 
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privacy was evident, with 3-11% of interceptions containing 
“undesirable nudity”.  GCHQ lacked the ability to adequately filter 
compromising images from (and for) its employees. The data was 
nonetheless uploaded to the NSA XKeyscore program. 

The European Union collects and retains telecommunications 
metadata for at least 6 months. German law enforcement has 
engaged in intense cyber surveillance of suspected terrorists, in 
stark contrast to Germany’s conservative approach to surveillance 
post-WW II. The s.129(a,b) 2001-2008 “MG 1” investigation that 
targeted the Militante Gruppe (MG), claimed an alarming ratio 
of 3:200 original suspects to collateral victims of surveillance. 
Individuals were geo-located and their movements mapped 
through silent SMS ping-tracking of their phones (similar to 
Inmarsat’s ping hand-shake tracking of disappeared Malaysian 
flight MH370). The investigation was ruled unlawful in its 
entirety in March 2010 by Germany’s Federal Supreme 
Court (BGH), yet the data remains in cyber-storage.  

Between March 2011 and March 2012, the Mexican 
Secretaría de la Defensa Nacional (Sedena) made 
significant purchases under non-disclosure 
contracts of cyber surveillance equipment, 
including equipment with audio and optic 
capabilities. The equipment was destined 
for use by an elite military group and the 
military’s intelligence Sección Segunda.  
It is unclear whether this program 
assisted in the February 2014  capture 
by Mexican special forces of most 
wanted Mexican cartel lead Joaquín 
“el Chapo” Guzmán Loera, in 
Culiacán, Sinaloa, which did 
involve wiretaps. 

The capture of Osama bin Laden and the pinpointing of a 
previously unknown terrorist on US soil through the NSA 
programs — identified in the January 23rd, 2014 Privacy and Civil 
Liberties Oversight Board (PCLOB) report — were linked to cyber 
surveillance programs. Just how critical those programs were to 
locating the suspects is unknown: Bin Laden, like Guzmán, was 
the subject of a complex, multi-year man-hunt. However, cyber 
surveillance in German law enforcement investigations was found 
to be of limited value by the Frauenhofer Institute.  

The international community’s continued inability to locate 
Malaysian flight 370 and the failure of Western intelligence to 
detect the recent public meeting of Al-Wuhayshi and some 100 
Al Qaeda in the Arabian Peninsula (AQAP) affiliates in Yemen have 
raised important questions about over-reliance on technology 
solutions by Western intelligence. 

Moreover, threat groups are adapting to intensified cyber 
surveillance. The Yemen meeting participants are believed to 

have minimized their cyber communications leading up to the 
meeting, consistent with Leistert’s interviews of some 50 activists 
spanning the globe, who indicated that groups are avoiding 
surveillance by “unplugging” from cyber communications, 
including removing batteries from devices – a practice believed 
to be shared by at least some within Huawei. This has resulted 
in reduced battlespace awareness, and the need for Western 
intelligence counter-innovation and recalibration. The negative 
effects of cyber surveillance on free speech and free association 
are also being felt at home. Former US President Jimmy Carter 
revealed in March 2014 that he actively avoids surveillance of his 
communications by using traditional mail service.  

Greater oversight of intelligence programs alone is not the 
solution. US Senate Intelligence Committee Chairman 

Dianne Feinstein highlighted that the NSA programs are 
the most overseen within US intelligence.  The core 

problem might be the strategic bifurcation behind these 
secretive, highly-centralized programs that are ultra-

tactically operationalized by personnel operating 
on the periphery of the strategic vision. Strategic 

coherence is thereby limited, but critical for 
methodological, operational, and information 

security soundness, and ultimately for 
program success. As with Obamacare, there 

was a vertical disconnect between the 
strategic vision and the rising tactical-

focused tech stars who rolled-out the 
program.  Dispersed access to the 

centralized metadata will likely 
increase through liberal Five 

Eye sharing, increasing law 
enforcement demand for 

cyber and geospatial intelligence — and with President Obama’s 
call for work-related access, rather than “need to know” or “need 
to share” access to metadata.  Horizontal disconnect is also 
evident, with incident-focused technology experts leading the 
effort, and traditional surveillance scholars (who offer lessons 
learned, best practices, and a contextualized understanding 
of the societal impacts of surveillance programs) having been 
largely excluded from the programs. Moreover, achieving public 
support and private sector buy-in (including from CSOs, CISOs, 
and the C-Suite), which is critical to the long-run success of the 
intelligence programs, is becoming increasingly unlikely as details 
of the programs emerge.

Multiple drivers have produced the grand strategic/ultra-tactical 
bifurcation of Western intelligence cyber-surveillance efforts. 
Identifying and understand these drivers will be instrumental in 
bridging the Western intelligence strategic gap as it relates to 
cyber surveillance. 

?
WHEN 

IS A PHONE 
THAT IS TURNED OFF  

A RELIABLE INDICATION OF 

CONSPIRATORIAL BEHAVIOR
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A sense of urgency in protecting the homeland has helped shift the 
West from intelligence- and defence-led paradigms to a security-
led paradigm. The desire to secure everyone and everything, with 
a no-fail imperative, pushed the strategy toward a grand strategy 
of domestic full-coverage with creeping scope, while the need to 
establish attribution to specific individuals in order to pre-empt 
attacks, pushed the strategy toward ultra-tacticization through 
the unprecedented and privacy-eliminating deep profiling of 
individuals. This increasingly broad and deep operationalization 
arguably created overstretch within Western intelligence efforts. 
Overstretch was reflected in the weak legal footing of the 
programs. The NSA technology-driven light-footprint programs 
were loosely extrapolated from section 215 of the USA PATRIOT 
Act (originally intended for handover of specific existing business 
records in relation to specific investigations) to allow for broad 
and continuous bulk cyber collection in the absence of applicable 
Supreme Court jurisprudence. Physical safety objectives were 
allowed to trump privacy rights and civil liberties. The NSA 
programs are currently being rolled back under Presidential Policy 
Directive PPD-28.

The over-reliance on a technology solution also drove bifurcation 
within Western intelligence strategy, at the expense of well-
calibrated human intelligence analysis. Human analysis struggled 
to keep up with the volume and tempo of communications 
within the cyber landscape. The automation of responses at the 
ultra-tactical end of the spectrum emerged from the tech-led 
extrapolation of cyber surveillance to domestic counter-terrorism 
efforts.  

This ultra-tacticization of the programs was accelerated by 
the blurring of method and mission.  Collecting intelligence to 
support the mission gave way to bulk intelligence collection, 
storage and analysis programs that became the mission itself. 
No longer were targets selected based on reasonable suspicion, 
and then surveilled; rather society was surveilled, and the targets 
selected through metadata analysis – a fundamental shift within 
intelligence. Sustainable intelligence practice over the long-
run was eclipsed by what was technologically possible in the 
immediate. State cyber-surveillance programs began to resemble 
cyber warfare targeting its own people through continuous, 
intense surveillance in the name of counter-terrorism – with 
unrestricted activity conducted by personnel without reasonable 
restrictions, and with civilians being targeted en mass. 

Beyond targeting, the technology-led approach also appears 
to have affected analysis decisions. Assumptions made to 
wade through the metadata were sometimes questionable, 
and might signal a Western intelligence capability gap across 
multiple strategic levels. The MG 1 investigation assumed that if 
a phone was turned off it indicated the subject was engaging in 
conspiratorial behavior. Optic Nerve, in an attempt to eliminate 
the many privacy-compromising photos from being queried, made 
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the assumption that if a 
certain percentage of an 
image included skin it was 
pornography, potentially 
leading to false positives 
for criminal activity and 
the potential for additional 
meritless investigation and 
intrusion.  

The high cost of HUMINT, analysis, and 
training in times of austerity, have increased the attractiveness of 
computational analysis for intelligence agencies trying to achieve 
economies of scale. Technology that could go broad and deep was 
seen as the best return on investment. With OSINT volunteers 
(such as Grey Goose, the Cyber Minutemen, Blue Servo, and the 
Minutemen Civil Defense Corps) having proved controversial 
and unsustainable, and the private telecommunications sector 
unwilling to store and query metadata for the intelligence 
community, governments pursued a technological solution 
to provide discrete, full-coverage of the domestic space, with 
pinpoint attributional accuracy.  The cost-value calculation failed to 
adequately take into account the risks inherent in the strategically 
bifurcated programs that operated under an assumption of 
sustained secrecy from the public. 

Increased pressure to share information amongst allies on 
globalized threats has resulted in lowest common denominator 
intelligence sharing. State protections regarding privacy and civil 
liberties, and legislated restrictions on intelligence collection 
activities, have been circumvented by metadata sharing amongst 
partner states, just as rendition programs allowed countries the 
benefit of torture-derived intelligence, while themselves banning 
the practice. Optic Nerve provided the US with data on US citizens 
that they could not otherwise have collected.  Such peripheral 
accessing of otherwise prohibited information increasingly 
distanced the cyber surveillance programs from the strategic 
light-footprint vision of the programs.

Western intelligence cyber surveillance efforts have arguably gone 
down a rabbit hole, and evaluation is required beyond the roll-
back of existing programs and increased intelligence oversight. 
2014 will mark a key year of recalibration for intelligence efforts 
that have become strategically bifurcated and unsustainable. 
Strategic coherence and control must be re-established in order 
to effectively and sustainably protect domestic populations 
against globalized threats in difficult economic times and within a 
rapidly changing cyber landscape, while still respecting the rights 
and trust of Western populations. TWR
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