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Submission to the National Digital and Data Consultations: 
Innovation and Privacy issues and Access to Vehicle Data 
 

A joint submission by: 

• Automotive Industries Association of Canada/Association Des Industries de L’Automobile Du 

Canada 

• Association of Canadian Car Rental Operators 

• Canadian Advanced Technology Alliance 

• Privacy & Access Council of Canada/ Conseil du Canada de l’Acces et la vie Privee 

 
Innovation, Science and Economic Development Minister Navdeep Bains recently announced a round of 

industry and public consultations on data related issues.  The Minister requested input on how “to spur 

digital innovation, investment and job creation in Canada” while at the same time providing Canadian 

citizens “the confidence that their data and privacy will be protected.” 

Rather than abstractly address these issues, the undersigned group which represents interests across 

the entire range of mobility service industries, has elected to examine these questions through a specific 

example:  Connected and Autonomous Vehicles.  These transformational mobility technologies directly 

affect Canadian innovation, investment, and job creation, as well as raise significant issues about how to 

best protect Canadians’ data and privacy.  

We will point out the challenges for government and suggest possible paths to address those challenges. 

INNOVATION, INVESTMENT AND JOB CREATION 
 

Many areas of business opportunities have already been shaped and dominated by data-driven 

companies such as Google, Facebook, Apple, Amazon, Netflix, Tencent, Alibaba, and Baidu.  Their sheer 

scale, economic power ($4 trillion in combined market capitalization) and network effects allow them to 

dominate their commercial space. This constrains innovative Canadian companies to co-existing within 

these large companies’ ecosystems by either working around the margins of the remaining market, or 

positioning themselves for acquisition. 

By contrast, despite billions pouring into connected and automated vehicles, it is still a ‘greenfield’ 

space. There are no dominant suppliers.  The technology is evolving with different competing 

approaches. New contenders are challenging existing incumbents. Many new companies can be 

expected to enter the field. Opportunities abound. 

The transportation shift to connected vehicles is well underway, and most experts agree that automated 

vehicles are inevitable; but how it will happen, how fast, and who will benefit has still to be determined.  

Policy decisions by Government, or a lack thereof, will significantly shape those outcomes.  The 

Canadian Government’s challenge is to establish the mix of public policies that best support innovative 

Canadian companies. 
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A foundational element of how transportation changes will impact the Canadian economy is how 

vehicle data is owned, controlled, managed and accessed; and the rules governing this area have 

yet to be established by Government. 
 

In-vehicle data is the new frontier for the development of new types of vehicles, but also new mobility 

services. Connected cars offer significant downstream business development potential for all 

stakeholders in the automotive sector in terms of navigation (real-time localization, traffic information), 

infotainment (access to online movies/music), maintenance (fleet management, remote diagnostics, 

vehicle recovery etc.), insurance (pay as you drive) and safety (eCall).  

However, this requires the right legal framework to enable all participants in the transportation industry 

to access the vehicle-generated data that will drive their ability to offer innovative, competitive products 

and services, including Original Equipment Manufacturers (OEMs), parts suppliers, repairers, truck and 

freight transporters, motor coach operators, insurance companies, car rental companies, taxi 

companies, and other fleet operators. The question of how vehicle data will be accessed and controlled 

is at the core of questions surrounding the future of the mobility services market.  Without access to 

vehicle generated data, participation in this developing market is impossible.  

The Canadian Government should be aware there are two main threats to providing the most connected 

services to customers and expanding the opportunities for innovative Canadian businesses within the 

future mobility market: 

An inherent risk of abuse of dominant position by OEMs, if vehicle generated data is restricted for their 

sole use; is not directly and in real-time accessible to vehicle owners; and, at least in part, made freely 

accessible to other market players. 

A danger of reduced consumer choice due to a limited number of market players being able to access 

vehicle-generated data, if OEM’s are allowed to lock-out competitors from having access to the vehicle 

generated data essential to their businesses.   

There is growing evidence that OEM’s are beginning to restrict access to real-time data previously 

available via the on-board diagnostic ports.   This has direct, adverse impact on independent repair and 

maintenance shops across Canada. It restricts data access by aftermarket telematics systems that are 

owner-installed for fleet management such as car sharing, taxi companies, trucking fleets and other 

companies with employer-owned fleets. Most importantly, it inhibits growth of innovative companies 

who hope to develop and market new hardware, services and applications going forward. 

Currently, some OEM’s have asserted their right to dominate access to data via their proposed Extended 

Vehicle Platform1.   

Elements of the Extended Vehicle Platform are being implemented today but, when fully implemented, 

the model would allow each manufacturer to control their own closed, proprietary cloud server where 

                                                           
1 The European Union Directorate General of Mobility and Transport commissioned a detailed Technical Study from the UK 
Consultancy, the Transportation Research Laboratory.  In its exhaustive report; "Access to In Vehicle Data and Resources: Final 
Report, May 2017”, it examined five possible technical solutions by which vehicle data may be accessed and shared. The OEMs 
Extended Vehicle Platform was the only option considered “incompatible with guiding principles of fair and undistorted 
competition.” 
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all vehicle data, from the vehicles they manufacture, is stored.  Manufacturers could then individually or 

collectively negotiate, through commercial contract, who has access to that data, in what way, and at 

what price.   

If OEMs are allowed to close down real-time access to vehicle generated data, limiting the abilities of 

owners and authorized third parties to use data and interface with autonomous vehicles, the worst-case 

scenario will be a vertical monopoly across the transportation sector. Non-manufacturer participants 

in mobility services would be unable to compete against the same services provided directly by 

vehicle manufacturers with direct access to data.  

Canadian companies would be limited to the opportunities available to a tightly controlled OEM supply  

chain.  By definition, this would restrict the number of Canadian companies who could participate in 

these opportunities.  Consumers would face higher costs and fewer service options. 

J.F. Champagne, the President of the Automotive Industry Association of Canada2, in his testimony 

before the recent Senate hearings on Connected and Automated Vehicles emphasized this issue: 

“It provides OEMs and their dealerships with unprecedented access to communicate with a car 

and its owner. This creates a customer monopoly through a closed-loop communication circuit. 

This closed-loop communication circuit will increasingly facilitate the capabilities of OEMs to, 

among other things, instruct an owner of a vehicle to bring their vehicle into a specific dealership 

for a routine checkup and to conduct remote diagnostics, repairs and software updates. 

The above-mentioned applications of telematic services have the potential to give OEMs a huge 

competitive advantage in the battle for repair dollars by driving business away from independent 

repair and maintenance shops. This raises concerns about consumer choice. It also raises 

concerns about the future of independent repair and maintenance shops in small communities 

across Canada. Will these shops be able to survive under the pressure of this technology? If not, 

what are the likely consequences for residents?” 

While consumers may wish to access transportation-related services directly from vehicle 

manufacturers, this should not be their only option. 
 

Many experts suggest the value of data generated by vehicles will exceed the actual profit generated by 

the sale of the vehicles.  This redefines the economic opportunities in the auto sector and expands the 

number of potential participants. 

Automated vehicles may be disruptive in a number of other ways, all impacting the economy:  

Less personal ownership could undermine the existing models of brand segmentation;  

Separate services such as rental, taxi, and limousine could converge into the more ubiquitous to-be-

defined ‘mobility as a service’;   

                                                           
2 The AIAC represents the automotive aftermarket businesses in Canada. The aftermarket is a $21 billion a year industry that 
employs almost 400,000 Canadian workers. This represents nearly half of Canada's entire automotive industry. The automotive 
aftermarket employs more people than Canada's agricultural, forestry, fishing, mining, quarrying, oil, and gas sectors. 
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More electric vehicles with fewer parts may have cascade effects throughout the current value chain 

and open the door to new vehicle manufacturers and parts suppliers;  

Asia may well be as important as North America in the development and deployment of these new 

vehicles; and  

Multiple new service and pricing models will be introduced and their success cannot be predicted. 

A data driven future is coming, but no one knows what it will be!  

A slew of recent research has documented the repeated failure of ‘experts’ in numerous fields to predict 

the ‘winners’ whether technology development, markets or global events. There is no reason to believe 

Government has any special powers in these areas. It would be the height of hubris to attempt the task 

with automated vehicles. It would also be a disservice to innovative Canadian companies. 

In its discussion paper attached to the Consultations, the Government asks the right questions: 

• How can we best encourage and support the use of big data and the adoption of digital 

technologies?  

• What are some of the barriers to adoption and deployment, who and how can unlock this 

potential? 

• How do we support the growth and attraction of frontier companies and start-ups in Canada? 

• How can digital technologies support Canadian SMEs in expanding export market opportunities 

and linkages to global supply chains? 

• How can Canada harness its data to create new business opportunities and improve quality of 

services for Canadians? 

The Canadian Government will want Canadian workers and Canadian companies to reap the benefits of 

this emerging vehicle data economy. This requires more openness, more inclusiveness and greater 

potential participation of multiple players in the data economy.  

Canada’s Competition Bureau will certainly have an interest in protecting open competition, ensuring 

innovation and consumer choice, and preventing an environment tilted towards a small number of 

incumbent players. 

Offering a perspective on this issue is the Canadian Advanced Technology Association3 CEO, John Reid: 

“If, as some claim, data will drive the 21st economy in the same way oil and gas has driven the 

economy of the 20th century, then who controls the access to that data will have a huge impact 

on who will reap the benefits of that economy. One of the choke points of the new economy will 

be how that data will be accessed and shared by vehicles. 

Is it in Canada's national interest that this control resides outside the country with automakers 

who have already indicated they will take the most restrictive view about how individuals and 

fleet vehicle owners can access that data. This has the potential to impact successful technology 

                                                           
3 CATA is the largest high-tech association in Canada. It has established the Network Vehicles Forum to explore the business 
and technology side of new internet-enabled services through high-speed vehicle networks. It benefits from linkage to the 
CATA Group, with more than 1700 current members. 
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companies in Canada who already sell into this space or potential new companies that might 

aspire to create new products and economic wealth." 

Since who controls and has access to the data is likely to define who participates in opportunities 

created by automated vehicles, the Canadian Government has an obligation to protect the sovereignty 

of Canadian data to ensure it is available to Canadian companies, municipalities, and researchers. 

Even if unsuccessful in monopolizing this ‘choke point’ of the new data economy, OEMs will retain 

significant natural competitive advantages including: being the initial sales point for vehicles and contact 

with the customers; their pre-existing dealer networks; their production capability; and the considerable 

power of their existing brands.  And some Canadian companies will choose to be, and will prosper by 

being, a part of the OEMs supply chain.  

However, other innovative Canadian firms will prefer to prosper by developing new technologies, 

applications, and services and identifying, developing and supplying new market niches both in Canada 

and in the global marketplace. 

By the policy choices it makes, the Canadian Government will determine whether opportunities in the 

new data economy are constrained and limited to a small number of firms; or, expanded, open and 

inclusive to allow more innovative Canadian firms and workers to participate. 

 

Data and Privacy 
 

In an appendix to this brief we have attached a recent Wall Street Journal article.  It details the current 

plans of some automakers to “monetize” their customer’s data, including efforts already underway with 

approved third-party providers. The article states that: 

“Car companies stress that they get the owner’s consent first before gathering the data. In cases 

where is it collected and provided to third parties, the data is anonymized, meaning it is scrubbed 

of all personal information and batched together with the data from other vehicles to provide a 

more generalized picture of a car’s operations or consumer driving habits.” 

Not stated is that owners’ broad consent is buried in the purchase agreement for the vehicles. Few car 

buyers are aware they have signed away their data rights when buying their vehicle. Few car salespeople 

bother to explain this to buyers or even have the background training to fully understand and explain it. 

As for the data being anonymized, much of it is. But personally, identifiable data is used by the OEMs 

and third parties. In fact, services are cited in the article that can only be provided by the use of personal 

data. 

In ISED’s consultation questionnaire there are multiple questions about data and privacy including:  

“Do you feel you have control over your data and how it is being used?” 

Few people understand how much actual control of their personally identifiable data has already been 

ceded to the OEMs. 
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That should not surprise those of us who have hit “I agree” without reading the pages of terms and 

conditions for multiple digital services, applications, and downloads. 

This was more objectively suggested in a February 2017 poll by the Canadian Automobile Association4 

which found that 49 per cent of Canadians said they were not aware of the range of data being collected 

by their vehicle. 

By implication, the remaining 51% of Canadians who believe they are aware of the range of data being 

collected from their vehicles are likely grossly over-confident.  

This point was emphasized by George Iny of the Automobile Protection Association5 in his testimony 

before the Senate Committee hearings: 

"The classic notion of consent, which is a free agreement negotiated between two parties that 

know all the risks of the situation, does not apply here. It is a false consent when someone is 

asked to check off a little box to have access to a new app on his or her device, whether for a car, 

a telephone or another device. The person wants to have access to the commodity and to be able 

to use it. The little box is often not just limited to consent to the exchange of information, 

because there are many other things that go with it." 

This was reaffirmed again in the testimony before that same body of Sharon Polsky, President of the 

Privacy and Access Council of Canada6: 

“We are all aware by now that Canada’s privacy and access laws have not kept pace with 

technology. They were developed at a time when fax machines were being developed and when 

putting a man on the moon was a great accomplishment. Now, the smartphones in our pockets 

have more computing power than they went to the moon with, and the laws have not kept pace. 

Consent really is a fantasy. If we want to do business with an organization, we really have no 

option but to consent. That needs to be changed.” 

In his testimony before the Senate Committee, Vincent Gogolek, Executive Director, BC Freedom of 

Information and Privacy Association7 stated: 

“Our review of connected car terms of service and privacy policies showed that auto makers are 

failing to meet their legal obligations under almost every principle of data protection law. A 

privacy pledge signed by a large group of major auto makers in the fall of 2014 falls far short of 

Canadian legal standards. Deficiencies include inadequate openness, accountability, individual 

                                                           
4 Founded in 1913, the Canadian Automobile Association today is a non-profit federation of nine clubs providing more than 6.2 
million members coast to coast with emergency roadside services, automotive insurance, rewards and travel services. 
5 Founded in 1969, The Automobile Protection Association (APA) is a non-profit public interest organization with offices in 
Montreal and Toronto. The APA is dedicated to promoting consumer interests. The APA also evaluates the selling practices of 
businesses through anonymous field investigations often commissioned by the government. In addition, the association has a 
new vehicle testing program conducted in collaboration with Protégez-Vous magazine, 
6 Since 2002, the Privacy and Access Council of Canada has taken a leadership role in advocating for Canadians who deal with 
Canada’s dozens of privacy and access laws. PACC is an independent organization: non-governmental, non-partisan, non-profit 
and not funded by government or industry.  It is the certifying body for Canada’s privacy and data protection practitioners, and 
its members are in organizations as diverse as law, technology, law enforcement, academia, health care and, of course, 
government. 
7 The BC Freedom of Information and Privacy Association (FIPA) is a non-partisan, non-profit society established in 1991 to 

promote and defend freedom of information and privacy rights in Canada. 
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access, purpose specifications, notice, consent and limits on the unnecessary collection, 

retention, use and disclosure of personal data. Lack of consumer choice with respect to 

unnecessary data collection, use or disclosure is a major violation of Canadian privacy law. 

Fundamental principles of consumer protection must be imposed on access to vehicle data.  

This, often requires that Government encourage industry to build privacy into the design of their 

systems.  In its brief before the Senate Committee, Enterprise Holdings offered a simple example from 

the rental car industry to illustrates the need for privacy by design: 

“Our customers routinely adjust vehicle settings.  Owners of autonomous vehicles must have a 

readily accessible method of cleaning the personal information from the Autonomous vehicle, 

much as the car rental company today ‘clean’ a vehicle in preparation for the next customer.  

Currently, it is difficult, if not impossible, to purge a user’s information from a rental vehicle 

without rebooting or resetting the vehicle's entire information system. We believe that we can 

improve safety by requiring manufacturers to equip vehicles with clear indicators that vehicles 

settings have been altered from factory defaults and then a process to have them easily 

restored. A signalling and cleaning method for personal information in autonomous vehicles with 

multiple users – perhaps a different user each hour – can only be developed by the 

manufacturers of these vehicles.  This is a necessary standard to protect the privacy of the users 

and the safety of the vehicles.  We note that this was also a recommendation of Philippa Lawson 

and the BC Freedom of Information & Privacy Association.” 

Because each model may have its own process for cleaning data, Enterprise determined there were over 

3,000 separate processes for cleaning data across its fleet. Most processes were complex and took 

several minutes and often several tries to complete.  Given that rental fleets turnover quickly; the 

number and complexity of the steps involved; and sheer impossibility of training staff to correctly 

implement the right procedures on the right vehicles at the right time; rental companies lack an 

operationally consistent and reliable way to purge that data. This problem can only be fixed by the 

Manufacturers. 

It is just one of many consumers protection data issues tied to current vehicles on the road today. 

 

What Should the Government Do? 
 

One view would be that the Government has time and should not rush.  After all, it may take 10 or more 

years for a significant deployment of automated vehicles.   

But connected vehicles have arrived, and autonomous vehicles are being deployed daily.  To wait for the 

full deployment of autonomous vehicles before responding to the data issues affecting mobility would 

mean missing the opportunity to ensure the future mobility market is a robust, competitive, innovative 

market with full Canadian participation. It would also mean not protecting the privacy rights of 

consumers. 
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There is a repeated pattern with new technologies. The benefits are over-hyped and over-estimated.  

Negative effects are underestimated and ignored until effects are glaringly obvious. At that point, 

considerable damage has already occurred and solutions may be difficult or expensive. Much damage 

could have been avoided if a small number of pre-cautionary principles had guided government action. 

Data from vehicles is already being collected and marketed. The types, volume of data and the value of 

that marketplace will grow exponentially even when automated vehicles are not yet a significant part of 

the transportation landscape.8 

A 2016 white paper from industry research and consulting firm McKinsey projects a $450 billion to $750 

billion industry for automotive data by 2030. Given this potential opportunity and the intense 

competitive pressure to find new ways to monetize this data, it is unrealistic to expect industry self-

regulation would offer sufficient data and privacy protection for vehicle owners. 

Automated vehicles will come into the marketplace built on iterative technologies deployed in the 

connected cars coming off the assembly lines today or in the next couple of years. If these present and 

near-term technologies inhibit competition or fail to protect consumer privacy; then the impact on the 

marketplace and consumers is both immediate and lasting. And since the lead time between design and 

assembly production can be up to eight years in the automotive sector, once deployed these design 

choices will determine consumer choice and the market landscape for the next decade. 

The Canadian Government has already cited the importance of ‘Privacy by Design’. It might wish to 

additionally consider the importance of ‘Competition by Design’. But, neither will happen unless the 

Government provides some early, clear, and unequivocal signals to the marketplace.  

If the Canadian Federal Government does nothing; the OEMs will create their monopoly by building the 

requisite technology into their vehicles. Given the long lead times to introduce and then change any 

technology, the OEMs will create ‘facts on the ground’ to tilt the market, reducing consumer choice and 

diminishing consumers’ privacy interests. 

There is an urgent need for the Canadian Government to establish basic ground rules that: 

• Establish consumer rights around data access;  

• Ensure fair competition amongst participants in the mobility market; and 

• Optimize vehicle safety and cyber security. 

Additionally, we believe that the Canadian Government should establish a use case-based regulatory 

framework for in-vehicle data.  We have provided an initial suggestion of what that legal framework may 

entail. 

 

Vehicle-Generated Data – Control and Access Use Cases 

Vehicle 
Owner 

Control of vehicle-generated data produced by an owned vehicle 
Access to, and use of: 

                                                           
8 For example, Geolocation advertising alone is growing at 24% a year and is already expected to be a $30 billion marketplace in 

2019. Most car manufacturers want to move into this space aggressively and are putting the technology in place to do so.  The 
McKinsey White Paper projection (cited above) of an overall $750 billion market by 2030 for vehicle data is largely based on 
connected, not automated, vehicles. 
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Aggregated and/or anonymized data of any user, for any purpose  
Data, which may be personally attributable or identifiable, of a non-owner user with appropriate notice 
and disclosures of the use 

Non-Owner 
User 

Access to, and use of, data which may be personally attributable or identifiable 
Right to grant, or limit, access to and use of data, which may be personally attributable or identifiable, by 
third parties, including owner 

OEM Access to, and use of: 
Safety and performance data for authorized use cases and standards of use. 
Aggregated and/or anonymized data with express permission of the owner 
Data which may be personally attributable or identifiable: 
Data of owner - Requires express permission of the owner, with appropriate notice and disclosure of the 
use 
Data of non-owner user - Requires express permission of both user and owner, with appropriate notice 
and disclosure of the use 

Third Party 
Service 
Provider 

Access to, and use of: 
Designated data according to authorized use cases and standards of use 
Aggregated and/or anonymized data subject to standards of use, and with the express permission of the 
owner 
Data which may be personally attributable or identifiable: 
Data of owner - Requires express permission of the owner, with appropriate notice and disclosure of the 
use 
Data of non-owner user - Requires express permission of both user and owner, with appropriate notice 
and disclosure of the use 

Government 
/ Public 
Interest 
Entity 

Access to, and use of: 
Designated data according to authorized use cases and standards of use 
Aggregated and/or anonymized data according to authorized use cases and standards of use  
Access to personal data which may be personally attributable or identifiable: 
Data of owner – Requires express permission of the owner, with appropriate notice and disclosure of the 
use 
Data of non-owner user – Requires express permission of both user and owner, with appropriate notice 
and disclosure of the use 

Personally, Identifiable Data Input by User (i.e., Infotainment Data) – Control, Access, and Authorized Use Cases 

Vehicle 
Owner 
All other 
parties 

Control of personally identifiable data 
Access to, and use of, non-owner user data with express permission 
May access, and use, data with express permission from both user and owner 

 

In its survey questionnaire, ISED raises a series of broad public policy issues questions about data and 

privacy. 

Vehicle data access touch most of these issues in some fashion. In addressing these issues, the 

Government will gain insight into needed actions required to advance the interests of innovative 

Canadian companies while protecting vehicles owners and consumers legitimate privacy concerns. 
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Appendix: 
 

THE WALL STREET JOURNAL  

What Your Car Knows About You: Auto makers are figuring out how to monetize drivers’ data 

By Christina Rogers, Aug. 18, 2018  

Car makers are collecting massive amounts of data from the latest cars on the road. Now, they’re 

figuring out how to make money off it. 

With millions of cars rolling off dealer lots with built-in connectivity, auto companies are gaining access 

to unprecedented amounts of real-time data that allow them to track everything from where a car is 

located to how hard it is braking and whether or not the windshield wipers are on. 

The data is generated by the car’s onboard sensors and computers, and then stored by the auto maker 

in cloud-based servers. Some new cars have as many as 100 built-in processors that generate data. 

-------- 

Drawing Out Data 

Auto makers have the ability to collect data from various points on the car, pulling information 

generated by the vehicle's on-board sensors and computers 

Potential data sources 

RPM 

Oil level 

Gear position 

Coolant temperature 

Odometer 

Ignition 

Engine status 

Engine temp 

Fuel/battery 

GPS 

Speed 

Lidar 
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Camera 

Seat belt 

Brake pedal 

Wheel position 

Door 

Tire pressure 

Wiper 

Blinker status 

Sources: Otonomo;  

----- 

Already, some car makers are gathering this data to provide feedback to help improve a car’s 

performance, refine features and alert them to any potential quality problems early on. They’re also 

using it to create new and more personalized services for drivers. 

But many car makers have bigger plans, including using the data to craft targeted in-car advertisements 

or selling it to mapping firms looking to provide more accurate traffic information. 

General Motors Co., Ford Motor Co. and other major car makers are hoping these connected-car 

services will generate new revenue streams that can help them diversify beyond their core business of 

building and selling cars. While it is still early days, McKinsey & Co. estimates monetizing data from 

connected cars will be worth up to $750 billion by 2030 as more cars are shipped with pre-installed 

modems and other internet-connected devices. 

“To some extent, the sky is the limit for what could be done with the data,” said Cason Grover, Hyundai 

Motor Co.’s senior group manager for vehicle technology planning. 

Hyundai early next year will launch a new program that gathers data from vehicles on driving habits—

such as how hard a car brakes or the miles it travels in a day—and use it to help owners get discounts on 

auto insurance. Hyundai says the data is only collected with the owner’s permission and shared with the 

auto insurer as a score rating the driver’s performance. Ford, GM and other car makers are also working 

with auto insurers to offer discounts based on driving data. 

GM, through its Marketplace app, uses location and other vehicle data to help drivers find parking and 

schedule service appointments at nearby dealerships. The auto maker also uses location data and a 

vehicle’s keyless entry feature to offer in-car delivery of Amazon packages. 

Later this year, GM also plans to introduce a new feature that can detect when a vehicle’s fuel tank is 

low and then offer a coupon on the car’s display for a discount at a nearby gas station, said Brian 

Hoglund, a business development director for GCCX, GM’s connectivity unit. Retailers then pay GM a fee 

for steering customers their way. 
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The Marketplace app is currently available in more than 2 million GM vehicles in the U.S. That number is 

expected to expand to 4 million by the year’s end. 

Mr. Hoglund said customers benefit from sharing the data by having access to these services. But they 

must opt in first to each new app or feature before it can collect any data. 

Ford recently launched a new service that contracts with companies and municipalities to gather data 

generated by vehicles used in fleets, such as police cars and delivery vans. The service can track fuel 

consumption and miles traveled, as well as monitoring driver behavior, such as whether the car is 

speeding or the seat belt is in use. The auto maker then sells the data and analytics to the fleet 

operators as a service. 

Employers determine whether a driver can opt out of the monitoring, a Ford spokeswoman said. 

Ford is also looking at other ways to monetize vehicle data, estimating that in the longer term, the effort 

could generate up to $100 per vehicle each year in additional value, said Don Butler, Ford’s executive 

director for connected vehicle and services. 

The efforts come at a time when privacy concerns have increased due to recent controversies at 

Facebook Inc. and Alphabet Inc. over their handling of consumer data. 

Car companies stress that they get the owner’s consent first before gathering any data. In cases where it 

is collected and provided to third parties, the data is anonymized, meaning it is scrubbed of all personal 

information and batched together with data from other vehicles to provide a more generalized picture 

of a car’s operations or consumer driving habits. 

Still, privacy experts say it is not always clear to consumers when they are giving consent. As with other 

electronic devices, the data disclosures are often buried in the terms and service agreement and 

described in ways that aren’t always easy for customers to understand. 

“That’s not going to give consumers a full sense of how their data is being used and collected any more 

than it is online,” said Ryan Calo, a law professor at the University of Washington, who specializes in 

digital privacy. 

The auto industry is in many ways following the lead of tech sector, where companies collect user data 

online and via mobile-phone usage, and then use it to either improve their own services or sell it to 

third-party app developers and marketers. 

“A lot of the reason an app or service in a car may be free is because you’re paying with your data,” said 

Mark Boyadjis, an analyst with IHS Markit, who leads the firm’s connected car research. 

Today, auto makers can pull hundreds of different data points from the car, including everything from 

the odometer reading and blinker status to the tire pressure level. 

“It’s really like your cellphone but it is bigger and on wheels,” said Lisa Joy Rosner, of Otonomo, an 

Israeli-based startup that works with auto makers to process and license vehicle data. 

Otonomo’s business model is built around it taking car maker-provided data, cleaning it up so it is easier 

to use and read, and then licensing it to third-parties, such as app developers, insurance companies and 
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municipalities. All the data is stripped of any personal information. Auto makers then collect the 

licensing revenue with Otonomo getting a small cut. 

The firm is one of a number that have emerged in recent years to serve as a marketplace for vehicle 

data. Other startups include U.K.-based Wejo Ltd. and Germany’s Caruso GmbH. 

 

One application the auto industry is exploring is providing windshield wiper data to weather-service 

providers to more accurately track rainstorm patterns. Car makers also sees potential in using the 

vehicle’s onboard cameras and sensors to provide mapping firms with more accurate roadway 

information, as well as real-time data on traffic patterns, analysts say. 

Hyundai’s Mr. Grover said eventually car companies will use the data for more predictive applications, 

such as learning a driver’s habits and making route suggestions. 

“Over time, we will know where you usually go for coffee and know what your commute is,” Mr. Grover 

said. If the car detects a traffic jam along the way, it can suggest an alternative route, he added. 

“Once the vehicle is autonomous, it will use all the same data to make its own decisions.” 

 


