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For more than ten years, The Winston Report has been a key resource to enhance the

proficiency and competitive advantage of its readership by providing news, views,
and perspectives from experienced contributors. As Editor-in-Chief, it falls to me
to ensure that content is non-commercial — so we have, more than once, rejected
submissions that were hardly more than thinly-veiled sales pitches. Thats not what
The Winston Report was intended to be or represent.
Ensuring readers have accurate, thought-provoking, and practical information is
more important than currying favor with vendors. In the same vein, it is important
to be able to present differing viewpoints to spur conversation and mature dialog,
and perhaps help to foster a more critical approach to data protection, privacy, and
access to information legislation and practice.
In keeping with that perspective, this edition discusses proposed federal privacy
legislation and takes a decidedly different approach than has appeared in mainstream
media. Whether you agree or disagree with either, neither, or aspects of both
viewpoints isn’t the point. Considering different possibilities is — and is essential to
taking an active role in determining the direction of our profession, the legislation,
and the role of industry and government.
The direction that the privacy, access, and
data protection industry takes will also have
an impact on related domains such as security,
governance, risk, audit and compliance.
The cross-over effect into different domains
makes it all the more important that you take
advantage of the opportunities presented by
the Privacy and Access Council of Canada for
you to have your say and help shape the future
of legislation and frameworks that affect
information, privacy, access.

Sharon Polsky BIS MAPP
Editor-In-Chief

As you contemplate the direction that you want
our industry to take, I hope you will enjoy this
issue! Share this journal with colleagues and
clients. And let us know what’s important to you.
Your comments and contributions to Editor@AMINAcorp.ca are always welcome.Be vocal — your opinion counts!

S
haron Polsky,
Editor-in-Chief

BIS MAPP

President, PACC
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Modernizing PIPEDA

I

n the days after Bill C-11 was introduced to enact the
Consumer Privacy Protection Act (CPPA), it received high praise
from practitioners, pundits, and regulators. The long-awaited
overhaul of Canada’s federal privacy legislation governing
the private sector and federally-regulated industries was
introduced as an important overhaul of the existing 20-year
old regime. And it could become just that.
Industry Minister Navdeep Bains (who stepped down
from the post mere days after introducing CPPA) assured
Canadians that the new law would “mean Canadians will
better understand how their data is collected and how that
data is used” — and that would certainly be a welcome
improvement over the long-obsolete PIPEDA.
A closer look at the language of Bill C-11 reveals aspects that
undermine the improvements hailed by its proponents.
Paving the way for a new law to be embraced often relies
on the public being able to name the thing; and that can be
achieved by carefully crafted public awareness campaigns;
The new law’s name — the Consumer Privacy Protection Act — is
certainly clearer, shorter, and easier to pronounce than its
predecessor — the Personal Information Protection and Electronic
Documents Act. The acronym will also be less confusing than
PIPEDA — which has several pronunciations that are
enough to derail the focus of any discussion about the law.
On the other hand, the new law’s simple acronym could

be problematic. As if the public and the data protection
profession haven’t already got enough similar acronyms
to contend with (such has FOI, FOIP, FOIPOP, ATI and
ATIP), the new CPPA is sure to be confused with the wellpublicized CCPA — the California Consumer Protection Act.
The similarity of acronyms is but one element that Bill C-11
shares with other privacy legislation.
The Bill includes several provisions reminiscent of similar
ones in the global standard, the GDPR, including a nod to
algorithmic transparency, data portability, and a right to be
forgotten. At least as important is that the new law would
remedy a long-awaited shortcoming inherent in PIPEDA by
granting authority to the Privacy Commissioner of Canada
to order compliance.
Bill C-11 also provides for the Commissioner to recommend
fines to be issued, and the upper limit of those fines can
exceed those available under the GDPR. The likelihood
of those fines actually being levied is questionable, though,
since the new law will require any fine recommended by the
Privacy Commissioner to be considered and approved by a
government-appointed tribunal.
Equally concerning is the range of exceptions and
exemptions listed in the Bill that authorize organizations
to disclose personal information, without notice or consent,
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Bill C-11

Continued from page 3

to any foreign or domestic government institution that asks,
shows it has lawful authority to obtain the information, and
indicates that the disclosure is for the purpose of enforcing
federal or provincial law “or law of a foreign jurisdiction” for
gathering intelligence for the purpose of enforcing any such
law, and other “reasons.”
Imagine how many organizations, faced with a well-worded
“request” will have the courage or good sense to question
it — especially considering that the Bill offers no option or
mechanism to refuse or question such requests.

Such “plain language” will do little to improve anyone’s
ability to control their information since Bill C 11 requires
nothing more specific than: “we collect personal information from
you and about you, and it might include information that reveals or
includes preferences, beliefs, opinions, demographic, health, behavioral,
and biometric information. We collect the information for business
purposes, to provide you with the goods and/or services you request,
and to meet legal obligations. We collect information about you directly
from you and indirectly from other sources including digital and physical
sources; and we might disclose information about you to affiliates,
authorities, employees, consultants, and business partners.”

In addition, any organization may, on its own initiative,
disclose personal information, without notice or consent, if it
“suspects that the information relates to national security, the
defence of Canada or the conduct of international affairs.”
The Bill does not require that such a notification be in good
faith or based on any particular evidence. Suspicion alone is
enough.

Simple language such as this would meet the letter of the
law, and be effective at maintaining the status quo which
spawned the multi-billion-dollar global data broker industry
that technology companies and governments exalt. But it
will do nothing at all to improve individuals’ control over
their information, or provide any greater clarity about how
it is used or by whom.

In this era of cancel culture and baseless blame, imagine
the possibilities. Want to discredit a colleague? Get a local
refugee entrepreneur deported? Embarrass or bankrupt a
competitor? Report them as a threat to national security. The
Bill offers neither penalty for false accusations nor recourse
for those falsely accused.

Automated decision-making is addressed in Bill C-11,
which will require businesses to be transparent about their
use of artificial intelligence systems that make predictions,
recommendations or decisions about individuals.

Consent contemplated by Bill C-11 has been hailed as a
significant improvement over PIPEDA’s provisions, and one
that will provide Canadians with greater control over their
personal information.
Minister Bains emphasized that the new law would require
requests for consent to be in “plain, simple language” and
“not a 30-page legal document.” He also conflated consent
with control when he assured that plain language consent
requests “will mean greater transparency. That means
Canadians will better understand how their data is collected
and how that data is used.”
If the Bill is passed into law, organizations will have to state
“the purposes for the collection, use or disclosure of the
personal information determined by the organization and
recorded under subsection 12(3) or (4);
(b) the way in which the personal information is to be collected, used or
disclosed;
(c) any reasonably foreseeable consequences of the collection, use or
disclosure of the personal information;
(d) the specific type of personal information that is to be collected, used
or disclosed; and
(e) the names of any third parties or types of third parties to which the
organization may disclose the personal information.”

Organizations will also be obliged to provide individuals
(who ask) with an explanation about how their automated
system arrives at those predictions, recommendations, or
decisions.
Once again, though, the theory is unlikely to change reality
or alter the status quo. Bill C-11 neither offers criteria for
disclosure; nor does it provide protection for anyone who
refuses to be subjected to automated decisions that affect
them to be made. That might be a non-started since Bill C-11
does not provide any mechanism or authority for individuals
to refuse to be subject to algorithmic determinations.
Thus, any company that wishes to protect its own intellectual
property will be able to meet Bill C-11’s low threshold by
providing nothing more than a vague “plain language”
description. Such a cursory explanation would meet the
letter of the new law, but be of little help for anyone trying
to understand how decisions were made — and would have
been of little help to the thousands of people in the US and
Netherlands who have been fined, charged, and jailed after
artificial intelligence systems erroneously identified them as
having defrauded the state.
Bill C-11 is in its infancy, with industries (not individuals)
being encouraged to offer their views. At least as important
as hearing from industry is for government to ensure that
the views of a genuinely representative cross-section of
Canadians — affected individuals — are elicited and fully
considered by Parliament and parliamentarians. TWR
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Changing Community Attitudes
News stories are just that — stories — so it is understandable that discerning reality and fact can be challenging at the best
of times. News stories from across the country are relatively easy to verify; but goings-on around the world can be an entirely
different matter.
When it comes to opinions, the task is even more difficult. All too often, the viewpoints of corporations become the substance
of news articles, without any (or any opportunity for) individual commentary.
Community attitudes toward privacy often rely on industry proponents who, like Scott McNealy did in 1999, assure us that
nobody cares about privacy. So, it is all the more important that independent regulators can gauge the public’s attitude
toward privacy, surveillance, and technology.
The most recent addition to that wellspring of knowledge — the 2020 Australian Community Attitudes to Privacy Survey
— offers insights that the Scott McNealys of today would do well to heed. Contrary to the popularized myth that nobody
cares about privacy, the survey indicates that that privacy is a major concern for 70% of Australians, and almost 9 in 10 want
more choice and control over their personal information.
Australians are increasingly questioning data practices, and are particularly concerned where the purpose for collecting
personal information is unclear: 81% consider it a misuse for an organization to ask for information that doesn’t seem
relevant to the purpose of the transaction, up 7% since 2017.
Digital ID schemes (like the one Ontario is introducing) are a great concern, with 66% of survey respondents generally
reluctant to provide biometric information, and 62% concerned about businesses tracking everyone’s location. TWR.
To read the full report visit the Office of the Australian Information Commissioner at https://www.oaic.gov.au/
engage-with-us/research/australian-community-attitudes-to-privacy-survey-2020-landing-page/2020-australiancommunity-attitudes-to-privacy-survey/

IT Asset Management in B.C. Government
The Auditor General for the Province of
British Columbia conducted an independent
audit of the cybersecurity preparedness of five
ministries: citizens’ services, finance, health,
education, and natural resource.
The objective of the audit was to assess
whether the government is managing IT
assets effectively and in accordance with good
cybersecurity practices as they work to protect
government from cybersecurity threats.
The overall findings indicated that four out of
five ministries have not managed their IT assets in accordance
with good practices. As well, the gaps found in policies and
guidance, and in inventory management, could hinder the
ministries’ ability to develop and implement appropriate
safeguards to protect IT assets from cybersecurity threats.
Effective cybersecurity — addressing threats to information
that is processed, stored and transported by networked

information systems — is fundamental to being
able to protect personal and other information
assets and to adequately safeguard personal
information in an organization’s custody or
control. As the Auditor General’s report notes,
failing to do so risks jeopardizing personal
information.
While many good practices are available
for mitigating the risk of cyber threats, it is
impossible for organizations to protect what
they don't know they have.
Effectively managing IT assets is the foundation for building
a strong cybersecurity program — and that is essential to be
able to adequately safeguard personal information.
Read the full Report and the Audit at a Glance at
https://www.bcauditor.com/pubs/2021/it-assetmanagement-bc-government
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Upcoming Events

January 2021
28

Data Privacy Day
Global

30

International Conference
on Big Data and Smart
Computing **
Montreal QC

16, 17, 18 APSIM Conference: We Are
Connected
Virtual
30

International Conference
on Big Data and Smart
Computing
Montreal QC

April 2021

February 2021
4-5

Victoria Privacy & Security
Conference **
Victoria BC

1

17-18

IdentityNORTH Workshop
Virtual

May 2021

25

3-9

Digital Policing: Facial
Recognition Software and
Community Resistance **
Western University

March 2021
2

8-10-12

Protect & Serve: Identity
Verification In Patient Health
Credentials **
Virtual
Thoughtful Biometrics
Global

VIPSS Local Government
Virtual

Privacy Awareness Week
Global

6-7

Law of Policing Conference,
Eastern Canada Edition** †
Virtual

5-7

Vancouver International
Privacy & Security Summit:

June 2021
8-10

EDUCAUSE Cybersecurity
and Privacy Professionals
Conference
Global

July 2021
10-11

9th International Conference
on Information Technology
in Education **
Toronto ON

September 2021
25-26

3rd International Conference
on Internet of Things **
Toronto ON

27-28

Bitkom Privacy Conference **
Berlin/Global

December 2021
13-15

18th Annual International
Conference on Privacy,
Security and Trust **
Auckland NZ

**Program qualifies for Continuing Professional
Development credits applicable toward
PACC Professional Certification
† PACC members and partners enjoy a discount
when registering to attend.
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Court Confirms Competent Testator’s
Right To Privacy

In the recent Alberta decision of Duhn Estate, 2021 ABQB
35, the Court of Queen’s Bench has confirmed that, absent
a sufficient evidentiary basis, the Court will not displace a
testator’s right to keep her pre-death financial life private and
confidential.
The applicants in Duhn Estate were two of the Testator’s
children and beneficiaries of her estate. The applicants
sought a full financial disclosure regarding inter vivos
transfers of money and real and personal property during the
last four years of her life. The value of the Testator’s estate
had decreased significantly in the four years preceding her
death, which the Court noted raised prime facie concerns.
The applicants alleged that the Testator may have lacked
capacity, was unduly influenced, and that certain transactions
may have been made without her knowledge.
The evidence showed, however, that the Testator was
competent throughout her life right up until her death.
Although the Testator had executed an Enduring Power of
Attorney, it was never activated, and the Testator lived on
her own immediately prior to her passing. The Testator was
actively involved in her financial affairs and kept meticulous
notes of her financial activity, even going so far as to request
a more detailed reconciliation than that which was typically
provided by the bank. The Testator had declared her intention
to gift her estate prior to her passing, and the large gifts made
prior to her death were consistent with that intention. The
evidence established that she regularly consulted with her
doctor and her lawyer to ensure that her wishes about who
and why she gifted her property were protected.

account if there is some evidence that it is warranted, such
as intermingled funds, or if he or she has used the account
to pay his or her own debts, however in circumstances where
the Testator is competent, and has been making most if not
all of the decision regarding the account, the Court points
out the impossibility of asking the joint holder to explain
transactions for which they had no influence or involvement.
In certain circumstances a personal representative may be
required to account for pre-death financial transactions of a
competent testator in order to properly administer the estate,
however the Court in Duhn emphasized these circumstances
should be extremely limited and allowed only when balancing
the testator’s right to privacy and control over their estate.
Competent testators are permitted to keep their financial
decisions private and confidential, and absent a sufficient
evidentiary basis for potential abuse, a testator’s death does
not open up their pre-death decisions to scrutiny by the
beneficiaries. The decision is Duhn Estate is a reminder that
testators are entitled to privacy in regards to their financial
decisions, and a competent testator is generally permitted
to arrange their affairs and dispose of their estate however
they wish.
1 Duhn Estate, 2021 ABQB 35 at para 20

Carolyn Hogan is a partner at the Calgary office of Miller Thomson,
and is a member of the firm’s Corporate Tax, Private Client and M&A
groups. Her areas of focus are corporate and personal tax planning, taxefficient corporate transactions and reorganizations, mergers and acquisitions
of private corporations, tax dispute resolution, and private client services.
This article was reprinted with permission from Miller Thomson and the author.

The Court confirmed that the accounting period is generally
for the period of the administration of the estate, being
the period after the Testator’s death: “Rarely, if ever, will
the court order an investigation into a competent testator’s
private pre-death financial affairs without an evidentiary
threshold that raises a ‘significant concern’ that there has
been some potential abuse that needs to be investigated
further, and then, only after considering a testator’s privacy
rights.”1
The Court also confirmed that a joint account holder is
not required in all cases to account for transactions in the
joint account. A joint account holder can be ordered to
Winter 2021 | THE WINSTON REPORT | 7

Transitions & Tributes
MP David Sweet (C - Flamborough—
Glanbrook) resigned as chair of
the House of Commons Standing
Committee on Access to Information,
Privacy and Ethics in January, 2021.
MP Sweet was one of many public
servants and elected representative who
traveled outside Canada during the 2020
Christmas holidays contrary to advice
from the Chief Medical Officer of Health, Prime Minister,
and other authorities to to stay home and avoid any nonessential travel in a bid to curb the spread of COVID-19.
Graham Steele was appointed Nunavut’s Information and
Privacy Commissioner in January 2021.
Graham was educated at the University
of Manitoba, Oxford University, and
Dalhousie University. He was a lawyer
in private practice, then in government,
before being elected to the Nova Scotia
House of Assembly in 2001, where
he served for four terms and twelve
years, including four years as a cabinet
minister. After leaving politics, he was a
professor of business law at Dalhousie.
Graham has written extensively on a variety of legal topics,
and is also the author of three books about politics and the
political process.
Throughout his career, Graham has been involved in access
and privacy issues and has seen the system from every angle.
He was an access administrator within government, then a
frequent applicant. He also argued several access cases in
court. As a minister, he was responsible for his department’s
administration of the access law.

After almost five years of serving as Argentina’s national data
protection authority, and just over three as the director of
Argentina’s Access to Public Information Agency, Eduardo
Bertoni, has resigned and has accepted the offer to be the
Representative of the Regional Office of the Inter-American
Institute of Human Rights for South America.

Andrew Fox was appointed as the
Information and Privacy Commissioner
of the Northwest Territories as of
November 23, 2020. Andrew is the
second person to occupy the office,
following Ms. Elaine Keenan Bengts
who served in the position from its
inception in 1997 until retiring in 2020.
Originally from the Ottawa valley,
Mr. Fox moved to the Northwest Territories after his 1992
graduation from law school at the University of Alberta.
He was called to the NT bar in 1994, then worked as a
criminal defence counsel and clinic director with Northwest
Territories Legal Services Board. In 2002 Andrew joined the
federal prosecution service and, in 2004, transferred to a civil
litigation position with the federal Department of Justice,
continuing in that position until November 2020.

Identity Management Day
The National Cybersecurity Alliance and the Identity
Defined Security Alliance (IDSA) are hosting the first
‘Identity Management Day,’ an annual awareness event
which will take place on the second Tuesday in April
each year.

The inaugural Identity Management Day will be held on
April 13, 2021
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UN Bodies Lack FOI Policies
A new report from eyeonglobaltransparency.net finds that
about half of United Nations agencies hold closed meetings
of their key decision-making bodies.
The survey of 27 UN bodies revealed that only 14 of the
27 UN organizations have freedom of information policies.
On the other hand, virtually all UN agencies perform
positively when it comes to “proactive disclosure” – revealing
agendas and documents in advance of meetings and issuing
minutes and documents after meetings.
EYE gathered information on open meetings, FOI and five
other widely accepted indicators of transparency.
Just three UN agencies fall well below average.
Read the full results of the UN Transparency report at
https://eyeonglobaltransparency.net/2020/12/09/
half-of-un-bodies-hold-closed-meetings-lack-foipolicies-eye-survey-finds/

Privacy Awareness Week (PAW) is an initiative started by
APPA back in 2006. Since then, it has been held every year
to promote and raise awareness for numerous privacy issues
and the importance of protecting personal information.
This year, PAW will occur at different times in different
jurisdiction, with most members celebrating PAW in May.
To see when your country will be celebrating PAW and to see
the different initiatives that will be occurring in your country,
contact your local privacy and data protection
authority or visit www.appaforum.org/paw/
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Advance Planning

T

he pandemic has inspired many people to realize
the wisdom of the Boy Scouts’ motto: Be prepared.
When it comes to our digital existence, being prepared
is a kind thing to do that can minimize the heartache,
wonder, and burden on those left behind.

social media, and other online services accounts such as
insurance, loans and investments. It’s a good time to take
stock and ferret out the accounts you seldom use — like
the MySpace account that’s been languishing all these
years.

Take stock

If you’ve forgotten about some of the accounts you
created, visit haveibeenpwned.com and enter the email
addresses you’ve used over the years. You’ll instantly be
told if any of your email addresses were included in a
data breach, and the report will indicate what platform
or company was breached, giving you a quick reminder
of another platform to add to the list of digital assets.

In all likelihood you have a clear idea of what’s in your
bank account, what stocks you hold, and the state of
your other investments. It’s also likely that you’ve lost
track of online services you signed up to, what websites
you registered on, and what accounts you’ve created.
Before you can decide what to do with the various
parts of your online existence, and how they should be
handled upon your death, and by whom, you need to
know what’s there.
Take a detailed inventory of all of your digital assets
including both personal and work-related; the ones stored
locally on your phone, tablet and laptop; and the ones
on the internet, in the cloud, and on backups. Include
repositories and platforms where you have accounts,
documents, photos, videos, and email. Itemize banking,

Know the limits
What would seem to be the easiest and most obvious
solution is to tell someone you trust where to find a
list of your logon credentials and passwords, enabling
them to have unfettered access to your online accounts.
Surprisingly few platforms provide for after death
management of digital assets and accounts. On the
other hand, the Terms of Service for most platforms
clearly prohibit password sharing — so leaving a list
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Advance Planning

Continued from page 11

of account s and logon credentials for your heirs, executor,
or personal representative might be construed as a breach
of your contract with the online platform, and lead to your
account being closed (and its contents destroyed).
In some jurisdictions, digital assets are not recognized as
‘property’ — so executors, trustees, guardians, and agents
who have oversight of a deceased person’s assets are
prevented from being able to access, manage, or control a
decedent’s digital assets.
Meeting the access criteria of online platforms is only part
of the challenge, since many ISPs err on the side of caution
and require express consent or court orders (not implied
authority of an executor, attorney, or other agent) before
they will grant access to a deceased person’s account.
A more formal arrangement is needed.

Know your options
The options differ across jurisdictions. Sometimes the options
from a single provider vary from one country to another, and
on the perceived status of the deceased. Platforms determine
whether accounts of politicians, celebrities and other public
figures are treated differently than those of everybody else.
Possibilities range broadly. Some providers automatically
close accounts upon the account-holder’s death (although
the data might linger in storage and used by the platform).
In other cases, accounts might be made available upon the
production of a court order (that says what the platform
wants it to say), which can be a lengthy and costly process
with unpredictable results. In yet other cases, access is
provided only if the account-holder has left ‘acceptable’
instructions in the correct form (which varies from platform
to platform) — all within the strict time limits required by the
platform, failing which the account is closed and its contents
destroyed or rendered irretrievable.

Name names.
Greater demand — and protracted lawsuits — for access to
digital property after death has inspired some tech companies
to allow account-holders to assign someone to have authority
to download, memorialize, or delete the account.
Since that continues to be the exception, it’s a good idea to
revise your will (or write one!) and designate a specific person
to have access to your digital files and online accounts when
you die. The person might or might not be the same one
you designate as Executor. And you might want to designate
different people for different accounts.
Be careful when considering who to name as a secondary
account-holder or as your ‘Legacy Contact’, especially if
your online existence would reveal predilections, pastimes,
or passions that would be hurtful for others to discover.
Giving someone control over your email, texts, or photos
might create a legacy of awkwardness if they discover
the relationship between you and their spouse was closer
than they knew. To avoid causing unnecessary hurt or
embarrassment, consider naming certain people to have
access to specific areas of your online existence.

Learn more
The research team at the Centre for Commercial Law
Studies (CCLS) at Queen Mary University of London (UK)
have been studying issues and laws surrounding who can
access your digital assets when you die.
Research undertaken by CCLS covers a wide range of topics
including governance of cloud services, cloud contracts, data
protection and privacy, and the legal status of online digital
assets — the majority of which is relevant to individuals
and data protection practitioners in Canada and elsewhere
beyond the UK. TWR.
Learn more about port-mortem privacy at
http://www.cloudlegal.ccls.qmul.ac.uk
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Important Reading

S

talker, Hacker, Voyeur, Spy: A Psychoanalytic
Study of Erotomania, Voyeurism, Surveillance,
and Invasions of Privacy is a fascinating and compelling,
if somewhat disturbing, exploration of disparate forms of
invasion of privacy.
As author Helen K. Gediman
explores in this meticulously
researched book that is both
scholarly
and
accessible
to the lay reader, privacy
invasion is a phenomenon
with vast psychological and
social repercussions, and of
momentous proportions in our
age of cyberspace interactions
and easily accessible multimedia communication.
The
book
covers
the
phenomenon of
stalking
in its two major variations,
sexual and surveillance, by
emphasizing its central relevance to today’s social, cultural,
and political dilemmas with particular reference to stalking
in cyberspace and its inevitable invasions of privacy.
Gediman extends the concept of stalking to include different
instances of its manifestation: from intrusive erotomanic
voyeurism and film portrayals of surveillance stalking , to
celebrity stalking and government sanctioned surveillance
activities.

T

he July, 2020 Schrems II decision had immediate
impacts on the foreign organizations compelled to prove
that their data protection practices are adequate. Given the
economic impacts, the US government quickly launched
efforts that might assist American organizations to comply
with the EU’s compliance requirements, and has issued a
guidance paper that focuses on the privacy safeguards in
current U.S. law relating to intelligence agencies’ access
to data that are relevant to the issues that appear to have
concerned the ECJ in Schrems II.
The white paper draws
attention to safeguards
not discussed by the ECJ
in Schrems II, which
ensure that US intelligence
agencies’ access to data is
based on clear and accessible
legal rules, supervision of
compliance with those rules
through independent and
multi-layered
oversight,
proportionate access to data
for legitimate purposes,
and effective remedies for
violations of rights.
Read the white paper at https://www.commerce.
gov/sites/default/files/2020-09/S

N

Convincingly supported by a rich assortment of clinical
vignettes and detailed descriptions of relevant films, Stalker,
Hacker, Voyeur, Spy bridges the areas of sexuality and politics,
revealing in the process significant similarities between the
interpersonal and institutional dynamics of stalking.

OYB (Max Schrems is
its honorary chairman)
has surveyed companies, from
AirBnB to Zoom, to ascertain
how they are approaching
international data transfers in the
post-Schrems II environment.
The responses ranged “from
good to bad to shocking.”

Readers will find themselves feeling a degree of identification
with the voyeurs about whom Gediman writes as they
become increasingly curious about this hidden world of the
nosy and the obsessed.

Read the report at htps://
www.noyb.eu/files/web/
Replies_from_controllers_
on_EU-US_transfers.pdf
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A

s the world halted in response to the COVID pandemic, technology was leveraged to play an instrumental role in
providing everyday services from schooling and online ordering of ready-to-eat meals, and purchasing of household
items including toilet paper. The pandemic also provided an opportunity to promote the rapid adoption of digital technologies
— often by people and organizations ill-prepared for such as sudden shift — which has provided relief and convenience
for many, and anxiety for those who are unsettled by having to socialize, visit family, consult healthcare professionals, and
conduct business almost exclusively online.
Videoconferencing, e-learning and telemedicine have joined digital contact tracing and app-based COVID trackers that
have helped some populations regain a semblance of normal life. As the Privacy Commissioner of Canada notes in the
latest Report to Parliament, however, “they are creating important new risks to our privacy rights” which “is particularly
concerning given our current privacy laws do not provide an effective level of protection suited to the digital environment.”
Read the latest report to Parliament on Canada’s federal privacy laws at https://www.priv.gc.ca/en/opc-actionsand-decisions/ar_index/201920/ar_201920/.

Aligning Objectives
On August 3, 2002, Industry Canada (now Innovation, Science and Economic Development Canada) published the Process
for the Determination of ‘Substantially Similar’ Provincial Legislation by the Governor in Council, outlining
the policy and criteria used to determine whether provincial legislation would be considered substantially similar. According
to those criteria, the following provincial laws were declared substantially similar to PIPEDA:
1. Quebec: An Act Respecting the Protection of
Personal Information in the Private Sector
2. British Columbia: Personal Information Protection Act
3. Alberta: Personal Information Protection Act
4. Ontario: Personal Health Information Protection Act,
with respect to health information custodians
5. New Brunswick: Personal Health Information Privacy and
Access Act, with respect to health information custodians
6. Newfoundland and Labrador: Personal Health Information
Act, with respect to health information custodians
7. Nova Scotia: Personal Health Information Act, with
respect to health information custodians
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Trust matters
When it comes to privacy, trust is essential.
In a recent survey, McKinsey & Company asked 1,000 people
to rank the most trusted industries in protecting privacy and
data:
• Healthcare and Financial Services – 44%

Nine out of ten people are more loyal to companies they trust,
and a survey by Salesforce Research backs that up: 82% of
customers say trust in companies matters more than it did a
year ago, up from 73% in the previous year, and nearly 48%
of customers have stopped buying from companies because
of privacy concerns.
Anyone who thinks young people care
less about their privacy would do well to
consider that, among the 18 – 29 year olds
surveyed:

• Pharmaceuticals/medical – 22%
• Retail – 18%
• Technology – 17%
• Public sector and government – 11%
• Media and entertainment – 10%

Healthcare and financial services had the
highest ranking with public sector and
government vying for last place with media,
and entertainment. But overall, even trust
for healthcare and financial services — the
highest ranked industries— is low.
But where some might see a lack of trust, others will find
opportunities. Organizations that demonstrate that they
are trustworthy by handling and protecting their customer’s
privacy and data carefully can use that to differentiate
themselves from their competition.
It’s pretty simple, really.

• 74% had cleared cookies and browser
histories
• 71% had deleted or edited a post
• 49% had adjusted their browser setting to
reject cookies
• 42% had refused to visit certain sites that
wanted to use their real names

The survey results highlight the importance of having
genuine regard for privacy. While organizations are intent on
improving customer experiences, and acknowledge that data
can power great experiences, it must be used responsibly in
order for those experiences to be perceived as great, rather
than as an invasion of privacy. TWR

Passwordless Pilot
Microsoft plans to launch its decentralized identity credentials for public preview in the spring of 2021, and has partnered
with DIACC members and other biometric digital ID providers to provide the new decentralized ID, passwordless pilot.
The Azure Active Directory verifiable credentials are intended to provide secure, user-controlled, revocable credentials that
support Zero Trust security strategies.
The move toward digital ID aims “to improve verifiability while protecting privacy for
businesses, employees, contractors, vendors, and customers,” and has been described as
“a critical milestone” for the digital ID industry.
Microsoft will release its SDK in the next few weeks to allow developers to build the applications that issue and use the
credentials. Users will be able to use the Microsoft Authenticator App to share university transcripts, diplomas, and
professional credentials at first, with plans to expand it to other credentials as new applications are developed.
The system is already being piloted at Japan’s Keio University, by the government of Flanders, Belgium, and the UK’s
National Health Service. The NHS also implemented Yoti’s digital ID with face biometrics for workers for contactless
credential proofing last year.
Wired points out that the Solarwinds hack took advantage of flaws in organizations’ implementations of Active Directory,
but the decentralized platform means that should an attack succeed in accessing stored data, it will be impossible to decrypt
it without the private key held by the user. TWR.
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Darwin Moments
Online calendars have made the task of coordinating meeting schedules more convenient than ever before.
In this case, the CISO of a publicly-traded Fortune 1000 company was contacted by a first-time caller who wanted to have an
introductory sales meeting. To simplify matters, the CISO helpfully sent a full screenshot of his entire calendar to the sales
executive, with instructions to pick
an available time most convenient
for the caller.
The CISO’s calendar included
details about other meetings
including the upcoming Board
of Directors meeting, as well as
passwords, audio conference pin
numbers, and other details about
people and events.
Fortunately, the CISO has several
designations, including ISACA,
ISC2, PMP, Six Sigma, various
IAPP others qualifications —
as well as a Masters of Law in
Information Technology and
Privacy.
Imagine how much more sensitive information might have revealed to the first-time caller had the
CISO not had such impeccable training and credentials.

Across the Pond

Records Management
Workshops and Webinars

UK data protection laws are “essentially the same as the EU
GDPR, with some technical amendments to make it work in a
UK-only context.” For example, Section 171 of the UK data
protection law makes it a criminal offense to knowingly or
recklessly re-identify information that is deidentified personal
data without the consent of the controller responsible for
de-identifying the personal data. Similarly, UK Section
198 provides that a “director, manager, secretary or similar
officer of the body corporate” may be found personally
liable for failing to comply with data protection requirements
“by consent, connivance, or in a way that is attributable to
neglect.”

Sound records management practices are essential for an
organization to meet its privacy and access-to-information
obligations, by ensuring that its vital legal, fiscal, operational,
and historical records are identified, preserved, and
retrievable. A comprehensive records management program
is also essential to ensure that non-essential records are
identified and securely disposed of in a timely manner,
according to applicable legislation and consistent with the
organization’s policies.

See https://ico.org.uk/for-organisations/dp-at-theend-of-the-transition-period/transition-period-faqs

Carleton University has revised some of its records
management workshops to short webinars that are relevant
to a much broader audience.
View the webinars at https://carleton.ca/records/
records-management-training-sessions/
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Legislative Changes

N

ova Scotia has started approving applications from
insurers that want to rate auto insurance risk according
to applicants’ credit scores.
According to the regulator, who acknowledges that it tends
to shift premiums from clients with the better credit ratings
to clients with poorer ones, allowing credit information to
be used is a result of an actuarial analysis that showed credit
ratings can have a significant impact on insurers’ loss costs.
Royal & Sun Alliance Insurance Company of Canada (part
of the RSA Canada group of companies, which is now owned
by Intact) has also proposed upward rate changes to its base
rates, and asked regulators to approve the introduction of a
new rating variable, the Quality Rating Factor, which relies
on credit information obtained with the client’s consent.
Insurers assure that credit checks under this new provision
will only be conducted with a client’s consent, although
agreeing to a credit check has always been an integral part
of applying for insurance, and credit grantors hae always
had to obtain consent before conducting a credit check on
individuals.

T

he Privacy and Access Council of Canada partners
with other organizations to facilitate its objective of
improving the profession to enable privacy, access, and data
protection professionals to succeed. PACC also provides
opportunities for its members to participate in helping to
shape the direction that the profession takes.
In late 2020, PACC partnered with
the CIO Strategy Council — an
organization focused on innovation
and technological solutions to some
of the most highly rated and pressing
digital policy areas — to establish
national standards of competency for
privacy, access-to-information, and data
protection professionals.
To participate in shaping the direction of the data protection
profession, visit the CIOSC website and join a technical
committee.
https://ciostrateg ycouncil.com/standards/
technical-committees/
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Industry Acronyms

Across

Down

2.

Provincial regulator

31. Alberta sectoral legislation

1.

Nova Scotia sectoral
legislation

24. Professional designation

4.

Web language

32. Ontario regulator

3.

Records description

5.

Risk vector

34. Canadian federal regulator

7.

Risk mitigation mechanism

30. Communication method

6.

US sectoral legislation

36. Prince Edward Island
37. Illinois

9.

Corporate integrity domains

8.

Brazil

38. Enterprise risk mitigation
mechanism

10. Individual role
11. American intelligence agency

34. Canadian federal
watchdog

39. United States

12. Ontario sectoral legislation

35. Professional designation

40. California

13. United States

42. Europe

19. Freedom of information

41. Nova Scotia

14. Canadian federal regulator

43. American young’uns

20. Canada sectoral
legislation

43. Nuisance prevention law

16. United States

44. Parliamentary chamber

17. European process

45. Canadian intelligence
agency

22. Ontario sectoral
legislation

47. Sensitive data

18. Professional designation

24. Law enforcement tool

48. Location revealer

20. Professional association

25. Canadian legislation

49. Canadian intelligence
agency

21. Corporate process
management

26. Legislated entitlement

51. Risk mitigation mechanisms 23. Ontario sectoral legislation

27. Risk mitigation tool

52. Alberta sectoral legislation

28. NL sectoral legislation

53. US sectoral legislation

30. Privacy enhancing
technology

55. United States

13. Alberta sectoral law
14. Governmental watchdog
15. Security designation
17. Communication method
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29. Yukon sectoral legislation
32. UK regulator
33. Senior role

46. Regulator
47. British Columbia sectoral
legislation
50. American FOI
54. Canadian legislation

Recent Decisions

D

etermining if the notes created by investigators hired
by a public body to look into harassment complaints
are subject to disclosure is the subject of a Nunavut
decision by Commissioner Graham Steele.
The public body refused to disclose records in response
to information requests made by a former employee
shortly after their dismissal. The government department
justified the refusal by claiming that investigator’s notes
were not actually under government control.
Read the decision at https://www.canlii.org/en/
nu/nuipc/doc/2021/2021nuipc7/2021nuipc7.
html

I

n a 5-to-4 ruling, the Supreme Court of Canada has
upheld the constitutionality of the Genetic Non-discrimination
Act, which prohibits organizations from compelling people to
obtain, or reveal the results of, genetic testing as a condition
of access to goods or contracts.
The law also makes it a crime to collect, use, or share the
results of someone’s genetic tests without their permission;
and prescribes penalties of up to $1 million or up to five
years’ imprisonment, or both.
The Province of Quebec — which argued the law infringed
on provincial powers because it touches on health — asked
that province’s Court of Appeal decide if the federal law is
unconstitutional.
The Attorney General of Canada agreed with Quebec’s
position that the law is not really about making criminal
law, but is rather about making rules for insurance and
employment contracts and promoting health.
Five judges agreed that Parliament had the power to create
the rules. They said the rules were criminal law because they
prohibited something and created punishments for breaking
the rules, and because the rules were trying to prevent certain
kinds of harm. They said this is what criminal law is meant
to do. These judges disagreed over what the rules were really
about and the kinds of harm they were meant to prevent.
Read the decision at https://www.scc-csc.ca/casedossier/cb/2020/38478-eng.aspx

O

rganizational records management policies and
practices are essential to be able to minimize data
collection, and to be able to respond to access requests
in a timely manner. Saskatchewan’s Office of Residential
Tenancies (ORT) discovered that reality the hard way.
ORT received an access to information request; but
with no response forthcoming, and then what the
Applicant believed to be an inadequate response,
the Applicant made two related requests for review.
The Commissioner found that ORT did not comply
with section 7 of FOIP; and that it did not perform a
reasonable search for records. The Commissioner made
several recommendations, including that the ORT
review relevant policies or procedures that addresses the
storage of records and that it develop written policies
and procedures for responding to access requests, and
that ORT review its records management policies and
practices with the Provincial Archives to ensure physical
records are accessible for the purposes of FOIP amid
staffing changes. The Commissioner also recommended
that ORT provide access to information and privacy
training to those employees responsible for FOIP in the
organization.
Read Review Report 178-2019, 264-2019
at OIPC.sk.ca
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