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A new year on the horizon is an ideal time to consider the successes and failures of  
previous months, and use the insights from those experiences to amend or supplement 
policies, improve practices, and rededicate ourselves to fulfilling promises made. 

An important part of  taking stock is to recognize the changes wrought by legislation, 
technology, social and cultural demands — many of  which have been affected in 
unexpected ways by the pandemic. New technologies have facilitated remote work 
and are ushering in new ways of  doing business and challenging long-held views. Or 
inertia. And the conflict between traditionalists and innovators can cause fireworks. 
Guest contributor Marc-Roger Gagné explores how smart contracts are changing 
some traditions of  the legal profession.

The convenience and flexibility that remote work provides individual employees 
has, in many cases, had unanticipated consequences for customers, especially when 
dealing with organizations that were inadequately prepared for a remote workforce. 
Learning from those experiences offers opportunities for improvement, and we can 
look forward to new and improved privacy laws, along with others that will have a 
profoundly detrimental impact on personal and corporate privacy. 

As we continue to learn, change, and expand 
our perspectives, I wish you all good things for 
the new year.

In the meantime, enjoy this issue! Share this 
journal with colleagues and clients. And let us 
know what’s important to you. Your comments 
and contributions to Editor@AMINAcorp.ca 
are always welcome.

Be vocal — your opinion counts!

Sharon Polsky, BIS MAPP 
Editor-in-Chief  
President, PACC-CCAP

 

Sharon Polsky 
Editor-In-Chief

From the Editor
Established 2007

Editor-In-Chief & Founder Sharon Polsky BIS MAPP

Publisher AMINA Corp., Canada 

Featured Contributor Marc Roger Gagné MAPP 

NEWSLETTER SERVICES
The Winston Report is published four times a year by AMINA Corp. 
Suite 330, Unit 440, 10816 Macleod Trail SE, Calgary Canada T2J 5N8. 

SUBSCRIPTION RATES
Canada: 1 year $45, 2 years $75. USA: 1 year $75; Elsewhere 1 year $150. 

The Winston Report is distributed free of charge to members of the Privacy 
and Access Council of Canada - la Conseil due Canada de l’Acces et la 
vie Privee (PACC-CCAP) as a benefit of membership. Opinions expressed 
are not necessarily those of the editor, the publisher, or PACC-CCAP. 

Contact the Editor-in-Chief at the address below with comments on any 
articles in this issue, or to offer suggestions for articles in future issues. 

SUBMISSIONS
Send submissions, announcements, special events, conference dates, 
and other relevant information to

Editor, The Winston Report 
AMINA Corp 

Suite 330, Unit 400  
10816 Macleod Trail SE  

Calgary, AB T2J 5N8  
email Editor@AMINAcorp.ca

Submissions (meeting the guidelines) from PACC-CCAP members may 
receive priority. The Editor reserves the right to edit submissions, whether 
solicited or otherwise.

REPRODUCTION RIGHTS
The Winston Report is copyrighted, however we encourage you to circu-
late or copy this material unmodified for your own internal or private use. 
You may freely quote, without alteration, any article or portion of article in 
your print, electronic, or other publications, but it must be accompanied 
by attribution. Quoting any article or portion of article without attribution 
is prohibited. The journal and its contents, in any form, may neither be 
sold, intact or modified, nor included in any package, service, product or 
otherwise offered for sale. 

This publication should be used as information only and not relied upon 
or construed as legal advice. For specific interpretation on legislative or 
regulatory requirements, or particular factual situations, seek the opinion 
of legal counsel. This publication contains information about federal 
and other laws, and some information about laws in other jurisdictions, 
which may vary. Information in this publication is generally applicable to 
Information Access and Privacy Professionals across Canada as well as 
other Canadians.

© 2022 AMINA Corp. All rights reserved.

The Winston Report is the foremost quarterly journal 
of access, privacy and data governance in Canada.

ISSN 1925-3230 (Print) — ISSN 1925-3249 (Online)

T h e  j o u r n a l  o f  i n f o r m a t i o n  a c c e s s ,  p r i v a c y  p ro t e c t i o n  a n d  d a t a  g ove r n a n c e  i n  C a n a d a
The Winston ReportThe Winston Report

 @PACC-CCAP https://www.linkedin.com/
groups/2557478



Winter 2022  |  THE WINSTON REPORT  |  3

Dynamic Consent: a patient interface 
for twenty-first century research networks

By Dr Michael Morrison

Biomedical research is being transformed through the 
application of  information technologies that allow ever 

greater amounts of  data to be shared on an unprecedented 
scale. However, the methods for involving participants have 
not kept pace with changes in research capability. 

In an era when information is shared digitally at the global 
level, mechanisms of  informed consent remain static, paper-
based and organised around national boundaries and legal 
frameworks. 

Dynamic consent (DC) is both a specific project and a 
wider concept that offers a new approach to consent; one 
designed to meet the needs of  the twenty-first century 
research landscape. At the heart of  DC is a personalised, 
digital communication interface that connects researchers 
and participants, placing participants at the heart of  decision 
making. The interface facilitates two-way communication 

to stimulate a more engaged, informed and scientifically 
literate participant population where individuals can tailor 
and manage their own consent preferences. 

The technical architecture of  DC includes components that 
can securely encrypt sensitive data and allow participant 
consent preferences to travel with their data and samples 
when they are shared with third parties. In addition to 
improving transparency and public trust, this system benefits 
researchers by streamlining recruitment and enabling 
more efficient participant recontact. DC has mainly been 
developed in biobanking contexts, but it also has potential 
application in other domains for a variety of  purposes.

Dr Michael Morrison is a senior researcher in social sciences at the University 
of  Oxford where he works at the HeLEX Centre for Health, Law and Emerging 
Technologies. Michael’s work draws on medical sociology and Science and 
Technology Studies (STS) using predominantly qualitative approaches to study 
novel and emerging biomedical technologies. 

Before and after GDPR: tracking in 
mobile apps 
Third-party tracking, the collection and sharing of  
behavioral data about individuals, is a significant and 
ubiquitous privacy threat in mobile apps. The EU General 
Data Protection Regulation (GDPR) was introduced in 
2018 to protect personal data better, but there exists, thus 
far, limited empirical evidence about its efficacy. 

Researchers at the University of  Oxford who studied 
tracking in nearly two million Android apps from before and 
after the introduction of  the GDPR found that there has 
been limited change in the presence of  third-party tracking 
in apps, and that the concentration of  tracking capabilities 
among a few large gatekeeper companies persists.

https://policyreview.info/articles/analysis/and-
after-gdpr-tracking-mobile-apps

fo r  Pr i v a c y  a n d  Ac c e s s  Pro fe s s i o n a l s
The True Mark of  Distinc tion

PACC Professional Certiication
• AAPP • CAPP • MAPP •

DEVELOPED BY PRIVACY & ACCESS PROFESSIONALS
FOR PRIVACY & ACCESS PROFESSIONALS

WWW.PACC-CCAP.CA
• Independent • Non-proit •

• Non-partisan • Non-government • 
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steps. Their primary function is to execute various tasks and 
transactions in response to a given set of  conditions that they 
are bound with. 

How Do Smart Contracts Work?
A special-purpose virtual machine hosts a smart contract 
which is a program that encodes business logic. Smart 
contracts are stored in a distributed ledger. The process 
of  developing smart contracts involves the collaborative 
efforts of  business representatives and software developers. 
The circumstances or events that tie the smart contract are 
integrated into its program along with its desired behavior 
and set of  actions it is expected to perform.

After the program or smart contract is developed and 
integrated with the desired functionalities, it is tested and 
QA-ed. A security review team checks the security features 
of  the contract before it receives its approval and is deployed 
on a distributed ledger infrastructure. A cryptographically 
secured streaming information source is connected with the 
contract to get it to listen to updates of  events. As soon as the 
contract receives the programmed set of  events, it executes 
its functionality. 

Smart contracts can also integrate with Distributed Ledger 
Technology and Industrial Internet of  Things technologies. 
Together, they can enforce, capture, validate, and verify the 
terms that two or several parties agree upon. Sensors and 
meters provide the contract with relevant information and 
accompanying proof. 

How Smart Contracts Affect the Legal Profession
Rumors and predictions in the last few years have claimed that 
smart contracts will be the death knell for lawyers, with their 
services becoming obsolete as the new digital age disrupts 
the contracting process. The Australian Financial Review 
reported in 2016 that, “Commercial lawyers are watching 
the arrival of  Ethereum closely given the potential for 
smart contracts in the future to disintermediate their highly 
lucrative role in drafting and exchanging paper contracts.” 

The prediction might be valid. 

Smart Contracts and the  
Death of  the Legal Profession

By Marc Roger Gagné MAPP

When blockchain technology was invented more than a 
decade ago, no one could have imagined that it would 

evolve in the ways that it has. Its primary purpose was to 
serve Bitcoin transactions as a virtual ledger, but here it is 
today, shaking the legal profession by giving way to smart 
contracts. In this article, we will discuss ways in which smart 
contracts that use blockchain technology have impacted the 
legal profession. 

Organizations of  all sizes and operating in all industries 
and sectors are looking to adopt blockchain technology due 
to its benefits offering. An immutable public ledger that is 
completely transparent is a safe and secure way of  storing 
confidential data and sensitive information. Indicators point 
to blockchain making huge strides in transforming most 
industries, and the legal profession seems to be among the 
first of  them due to the introduction of  smart contracts.

What is a Smart Contract?
As almost everything today, including records, is digitized, 
a decentralized application known as a smart contract is 
equipped with the ability to execute business logic. 

A smart contract is pretty much like a regular contract, but 
has the capacity to monitor events and perform actions, such 
as changing the owner on a land title, data manipulation, 
unlocking content that is secured by the management of  
digital rights, delivering services, or exchanging money, in 
accordance with those events. 

Smart contracts are a resource that can be used to record 
and store data and information — and are also useful for 
privacy protection because they can be programmed to meet 
specific requests.

As with traditional contracts, there is no fixed design for smart 
contracts, and they can be developed in various different 
architectures. They can be modified, updated, managed, 
and distributed in different ways as and when the parties to 
the contract wish. Smart contracts can be integrated into 
different digital exchanges or payment mechanisms and 
stored as part of  any distributed ledger technology. 

As of  yet, smart contracts are not legally binding and have 
to be linked with legal implications by taking certain legal ...5
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Legal contracts in today’s world are largely unchanged since 
their inception. Each one must be drafted and revised, and 
requires administrative oversight and physical signatures, 
resulting in a costly and time-consuming process. Blockchain 
disrupted that process, by doing away with the need for a 
third party to be involved, and making the triggering process 
of  obligations autonomous. Now, the relevant parties to a 
contract can create and execute a contract by themselves, 
without fear of  payment or several other kinds of  disputes 
taking place. 

With the need to enforce agreements being void, the legal 
profession personnel will have less involvement. The 
efficiency of  the streamlined nature of  smart contracts makes 
it less likely for many cases to end up in court; however, the 
agreement of  conditions and terms of  the contract still 
requires human intervention. As well, while some people will 
be comfortable drafting contract clauses, some will surely 
seek help or at least advice from lawyers. 
Due to the automated nature of  the 
technology that smart contracts employ, 
we can safely say that the recovery phase 
of  the contract has become much less 
important than its creation phase. 

Silver Lining For Lawyers
A contract constitutes an offer and the acceptance of  that 
offer, and involves the exchange of  some consideration. 
While it is customary to “reduce” a contract to writing, 
and to tease out significant potential issues of  a contract, a 
handshake or oral agreement often suffices, since the basis of  
most agreements is trust. Even for business and in legal terms, 
it has never been essential for the formation of  a contract 
to have a lawyer involved in the process. Many people and 
businesses, especially, still employ them as they are skilled 
and knowledgeable teasing out significant potential issues of  
a contract. 

Components, such as the understanding of  the requirements 
of  the parties to the contract, the time at which they are 
to perform those requirements, the length for which the 
agreement is binding, and post-agreement fulfillment from 
each party, are not as deeply understood by personnel 
who do not have a legal profession background. These are 
elements of  a contract that the parties can mutually agree on 
by themselves, but they feel more secure if  they are advised 
on them by a professional. 

Furthermore, smart contracts are often intentionally left 
with a little ambiguity to equip them with some leeway 
for interpretation which, in turn, gives space to potential 
arguments and disagreements that can lead to disputes. 
Similarly, the real-time data capabilities of  smart contracts 

Smart Contracts
Continued from page 4

can only be real-time while receiving data from the source 
of  one party. For instance, if  an organization that is a party 
to a smart contract clocks its reading every hour for reports, 
while the other does the same every six hours, the contract 
can only use one of  the two data sources.

In the case of  long-term contracts that are modified each 
time they are renewed, a contradiction within the contract 
may arise if  the parties forget to remove an old clause that 
contradicts the new one. The smart contract code cannot 
be made to perform tasks over terms that are contradictory.

What is more good news for the legal profession (for now) 
is that smart contracts are incapable of  judgment, and 
merely execute exactly what they are encoded to do. As with 
traditional contracts, lawyers are often called upon in cases 
where the terms of  a contract are imprecise or vague. Similar 
opportunities exist with smart contracts. 

Some Final Thoughts
Current blockchain technology is in 
its relative infancy, and affected by 
certain data gaps and data glitches. But 
when you look at the potential of  the 
technology, it is clear that the potential 
that smart contracts hold for improved 
certainty and privacy also has the 

potential to shake the legal profession to its. Even now, while 
the technology continues to evolve, the occasions of  lagging 
of  smart contracts can be predicted, and the contracts can 
be integrated with protocols to enable it to navigate data 
tolerances that autonomously recognize errors. With virtually 
zero downtime, the contracts can perform corrections and 
remediate themselves.

Smart contracts are steadily shifting the approach of  
agreements from risk-based to outcome-based. They are 
forcing a modern methodology that measures performance 
by listening to digital data to optimally operate for automated 
processes. All this is rapidly accelerating towards taking 
inherent biases and human emotions out of  the equation. 

Only time can tell how much the revolution of  smart contracts 
impacts the legal profession, but it is certain that the role 
it plays will be significant in legal and other environments. 
Looking forward, with the benefit of  hindsight, makes it clear 
that legal profession personnel need to nourish a skill set that 
focuses on the creation of  efficient contracts that optimally 
utilize the digital environment to support the measurement 
execution of  agreements. TWR

Marc Gagne MAPP is a Privacy and Data Governance Advocate who has been 
dedicated to providing top-notch policy advice for government and corporate 
clients alike. He can be reached at gagnelaw.ca
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Data Breach Guidelines

Lucrative payouts have turned cybercrime into a 
multi-billion-dollar global industry, with well-funded 

infrastructure organizations being particularly hard-hit. 
Municipalities, healthcare facilities, and governments are 
among the most popular targets — and industry predictions 
are that cybercrime and ransomware will continue to 
plague businesses and governments across the globe. 

Being prepared to deal with the inevitable data 
breaches is essential to be able respond in a timely 
manner while also meeting regulatory timelines.

The European Data Protection Board has 
provided valuable guidance for privacy, access, 
and data protection professionals who prefer to 
follow the advice of  the Boy Scouts: “Be prepared!”

The EU’s Guidelines 01/2021 on Examples regarding Personal 
Data Breach Notification are based on typical data breach cases, 
and offer valuable insights about deciding how to handle 
data breaches, and are helpful in determining the factors to 
consider during risk assessments.

The Guidelines evaluate 18 categories of  breaches — 
ransomware, data exfiltration attacks, breaches due to 
internal human risks, lost or stolen devices and documents, 
mispostal, and social engineering. 

The Guidelines offer various scenarios for each category 
of  breaches, and provide an overview of  the risk 

assessment, mitigation measures, and obligations 
for data controllers and processors that would be 
appropriate for each scenario.

While the guidelines relate specifically to the 
GDPR, the analysis process, risk considerations, 
and mitigating measures are generally relevant for 

practitioners and organizations subject to privacy 
laws in other jurisdictions. 

edpb.europa.eu/our-work-tools/our-documents/
guidelines/guidelines-012021-examples-regarding-
personal-data-breach_en (downloads folder)

RECRUITING FOR 
INFORMATION AND PRIVACY 
COMMISSIONER OF ALBERTA
Select Special Information and Privacy Commissioner Search Committee
The Information and Privacy Commissioner advocates for the access and privacy rights of Albertans, ensures 
that public bodies, health custodians and private sector organizations uphold the access and privacy 
rights contained in the laws of Alberta and provides fair, independent and impartial reviews in a timely and 
efficient manner. This nonpartisan officer of the Legislature also provides comments and recommendations 
on legislative schemes or programs that have implications for access and privacy rights.

Your knowledge of current and emerging technologies and their relationship to privacy and access 
issues is essential to this role. You have a degree in a related discipline and a strong record of 
achievement at the executive level. 

For application details visit: assembly.ab.ca.

Email resumé by February 11, 2022, to IPCSearchCommittee.Admin@assembly.ab.ca.



Winter 2022  |  THE WINSTON REPORT  |  7

Transitions & Tributes

Former BC Information and Privacy Commissioner 
Elizabeth Denham CBE, who became the UK’s 
Information Commissioner in 2016, has joined international 

law firm Baker McKenzie as part of  
its global data and technology team, 
where she will work as a consultant 
to advise its clients on data protection 
best practice, strategy and wider 
technology regulation trends. She has 
also accepted two civil society roles – 
one in the UK and one in Canada – 
which will be announced in 2022. 

Baker McKenzie represented Facebook when, under 
Denham’s oversight, the ICO took enforcement action 
against the company in a case that ultimately ended in a 
confidential settlement.

Privacy & Access Council of  Canada 
Board Member James T. Swanson, 
who has been recognized as a Best 
Lawyer of  the Year since 2008 in 
Privacy and Data Security 
Law, has once again been 
recognized as Lawyer of  the 
Year in Technology Law..

In June, 2021, Replica Analytics joined an innovative Alberta 
collaboration with the Institute of  Health Economics, Merck 
Canada, Alberta Innovates, and the University of  Alberta. 
The project will explore the potential uses for synthetic 
health data, and will support the acceleration of  research 
in the field of  synthetic data use with the ultimate goal of  
helping improve health outcomes for Canadians.

Founded by Dr Khaled El-Emam, 
and acquired in January 2022 by 
Aetion, a US-based provider of  
regulatory-grade real-world evidence 
(RWE) technology, Replica’s technology 
enables fast and effective access to high 
utility, synthetic versions of  health 
data across their organizations while 
meeting regulatory obligations and 

compliance with privacy laws like the Health Insurance 
Portability and Accountability Act (HIPAA) in the U.S. and 
the General Data Protection Regulation (GDPR) in Europe

Synthetic data accurately simulates patient datasets and, 
although generated from real world data, is not linked to 
the individuals from whom the data were derived. Synthetic 
datasets can be readily shared among innovators and 
researchers without raising patient privacy concerns or 
contravening the Alberta Health Information Act because 
the data contains no real patient health information, an 
important distinction.
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January 2022
18 - 19 The Canadian Institute’s 28th Annual Advertising & 

Marketing Law Conference †** 
Hybrid

24 - 28 Data Privacy Week
Global

February 2022

1-4 Public Service Information Community Connection 
Data Privacy Week **
Virtual

23 Data Conference 2022: Driving Data Value and 
Insights for All Canadians 
Virtual 

23-24 Government of  Canada Data Conference 
Virtual

March 2022
8 - 9 Canadian Women in Cybersecurity 2022

Virtual

9 - 11, 2nd Annual Vancouver International Privacy & 
Security Summit **
Virtual & Vancouver BC

May 2022
3 - 5 EDUCAUSE Cybersecurity and Privacy Professionals 

Conference 
Baltimore, MD 

4 - 5 13th Annual Law of  Policing Conference †**
Virtual

**Program qualifies for Continuing Professional Development credits applicable 
toward PACC Professional Certification

† PACC members and partners enjoy a discount when registering to attend.

Upcoming Events

Data Privacy Week 
24 - 28, 2022 

is an international effort to 
empower individuals and 
encourage businesses to 

respect privacy, safeguard 
data, and enable trust.

For details about these and other events visit PACC-CCAP.ca/events
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The Office of  the Privacy Commissioner of  Canada is required by law to report annually to Parliament on the “extent to 
which the provinces have enacted legislation that is substantially similar” to the Act. The following provincial laws that have 
been declared substantially similar to PIPEDA:

1. Quebec’s An Act Respecting the Protection of  Personal Information in the Private Sector;

2. British Columbia’s Personal Information Protection Act;

3. Alberta’s Personal Information Protection Act;

4. Ontario’s Personal Health Information Protection Act, with respect to health information custodians;

5. New Brunswick’s Personal Health Information Privacy and Access Act, with respect to health information custodians;

6. Newfoundland and Labrador’s Personal Health Information Act, with respect to health information custodians; and

7. Nova Scotia’s Personal Health Information Act, with respect to health information custodians.
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The Privacy & Access Council of  Canada 
offers a curated list of  books and scholarly 

articles across privacy, access, and 
allied domains that can help busy data 
protection professionals improve their 
skills, broaden their perspective, and 

feed their curiosity. 

The fully searchable Recommended Reading library 
includes desriptions and download links. 

Visit the Recommended Reading resource library 
at https://pacc-ccap.ca/resources/recommended-reading

The Office of  the Privacy 
Commissioner of  British 
Columbia released a special report 
on The Impact of  COVID-19 
on Access to Information that  
gives a sense of  how the access-
to-information system generally 
performed under the pressures of  
the first year of  the COVID-19 
pandemic. 

The OIPC conducted this research 
with a view to three things: 

• affirming the importance of  access to 
information during emergency situations, 
assessing the impact of  the pandemic on 

• the access to information systems of  those public 
bodies most affected, and identifying 

• strategies and approaches that helped mitigate pressures 
during the first year of  an ongoing pandemic. 

The report focuses on public bodies whose operations were 
uniquely impacted by COVID-19.

Read the Report at https://www.oipc.bc.ca/special-
reports/3613

Discussions around the misuse of  personal data are often 
characterized by a narrow understanding of  the problem. 
Public attention is fixed on a few prominent topics and threats, 
while many other issues of  relevance remain largely ignored. 
To help broaden the view on data privacy, How Data Can 
Be Used Against People: A Classification of  Personal 
Data Misuses proposes a holistic classification of  the ways 
in which personal data can be used against people. 

The eleven categories of  data misuse demonstrate that 
access to personal information can be a powerful instrument 
(and sometimes even a necessary precondition) for harming, 
discriminating, influencing, and oppressing people. 
Importantly, many of  these threats are independent from the 
victim’s law-abidance and may therefore also affect people 
who supposedly have “nothing to hide”. 

The paper also illustrates the variety of  harmful actions that 
can be facilitated by the disclosure of  personal information; 
and the classification and the real-world examples provided 
can serve as an inspiration for consumer education and 
privacy impact assessments. 

Download the paper at https://www.researchgate.net/
publication/357431331_How_Data_Can_Be_Used_
Against_People_A_Classification_of_Personal_Data_Misuses

Important Reading
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As part of  its Vision to Transform Canada’s Public Health 
System, the Public Health Agency of  Canada will be 

studying Canadians’ movements since January 1, 2019 by 
examining real-time cell tower location data. The work will 
assist PHAC to “understand the mobility (or movement) of  
populations in Canada” through the COVID-19 pandemic 
and beyond.

In addition, getting “the right information” — such as 
continued access to location data — will enable PHAC to 
“understand the utility of  mobility for other public health 
benefits.”

Mobile location data, when combined with other data 
sources for analysis can generate important public health 
insights such as the ability to estimate impact of  public 
health outcomes and risk factors.

The scheme, which will run until 2023 (with up to 3 year-long 
extensions) will protect privacy by using “de-identified data 
to ensure the anonymized nature of  the data, removal of  all 
personal identifiers,” but offers no assurance that unique cell 

phone identifiers will be removed, or that those will not be 
used to identify individuals and their movements. 

The scheme contemplates users being granted the ability 
to easily opt-out of  mobility data sharing programs, but 
offers no specifics of  how that will be executed. As well, the 
program also requires that the work “be conducted off-site 
at the Contractor’s facilities” but does not specify that data 
processing or storage must be within Canada. 

Monitoring mobile movements is one way to address the 
challenges presented by the multiple independent data 
systems and frameworks that exist but which lack the 
standardized data collection, sharing across systems, and 
broader synthesis of  information. 

As PHAC notes in the Chief  Public Health Officer of  
Canada’s Report on the State of  Public Health in Canada 
202, fragmentation and outdated technology have “especially 
pronounced consequences during health emergencies when 
access to data for real-time decision-making is paramount.” 
TWR

Darwin Moments 

At the start of  the pandemic, there was concern about mental health, 
so the Government of  Canada made it easy to get help. They created a 
portal where the only thing between you and quick access to counseling 
was a mouse click. 

Anyone who skipped reading the posted privacy policy would have been 
surprised to know that the mental health and addictions counseling service 
they sought help from might use information collected for “fund-raising”. 

Patients would also be forgiven for being angry or disconcerted when they 
learned that the same addictions and mental health counseling facility — 

that has clinics across Canada and 
the United States — was breached 
by Marketo (no relationship to 
Adobe’s Marketo) which says it 
just sells company data and has 
no intention to harm customers or 
clients of  their target companies.

“If  the company understands and 
is willing to accept responsibility for 
the leak, there will be no publication. 
Otherwise, we are not responsible 
for the safety of  this data.”
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Legislative Changes

During the 2nd Session of  the 43rd Parliament, the 
Government of  Canada introduced Bill C 11 with 

a view to modernizing the Personal Information Protection and 
Electronic Documents Act (PIPEDA). The proposed provisions 
were, in some respects, an improvement over the existing law 
— which has now languished for almost a quarter-century 
without substantive updates. 

Among the welcomed provisions was granting a private right 
of  action to individuals affected by breaches — but other 
facets of  Bill C 11 meant that the right was not automatic 
and, as the Privacy Commissioner of  Canada opined, the 
process to navigate before the right would become effective 
would in itself  delay the resolution process by approximately 
seven years. 

Bill C-11 died on the Order Paper when Parliament was 
dissolved in June 2021, but the impetus for modernizing 
PIPEDA is far from dead. 

Ministers of  the refreshed government received Mandate 
Letters in mid-December. Among them was the Mandate 
Letter to Canada’s Minister of  Innovation, Science and 
Industry, in which the introduction of  PIPEDA amendments 
are high on the long list of  objectives outlined for the 
Minister. Coming in at third of  33 deliverables, the Minister 
is to “Introduce legislation to advance the Digital Charter, 
strengthen privacy protections for consumers and provide a 
clear set of  rules that ensure fair competition in the online 
marketplace.”

In response to the Mandate Letter, the Privacy Commissioner 
of  Canada delivered several suggestions about what 
modernized privacy legislation ought to comprise. As 
Commissioner Therrien stated, “Addressing privacy as a 
fundamental human right is the clear solution,” with five key 
issues to be addressed by legislative reform:

• the legitimate use of  personal information: how do we 
authorize the use of  data to allow for responsible innovation 
while protecting the rights and values of  citizens? 

• the consideration of  privacy as a fundamental 
human right, required for the exercise of  the rights to 
liberty and equality as well as democratic rights.

• better regulating public-private partnerships by 

establishing common or similar principles in 
both public and private sector privacy laws. 

• the interoperability of  privacy laws with 
provincial and international jurisdictions. 

• the need for quick and effective recourse.

The parliamentary pause, and the insights it received in 
response to Bill C-11,  have provided the government with 
an important opportunity to rethink the legal framework 
surrounding the data economy, and to create robust 
regulation that will provide genuine privacy rights, thereby 
spurring innovation while increasing consumer confidence 
in government, industry, and the digital economy.

The report of  a Special Committee appointed in April 
2021 by British Columbia’s Legislative Assembly to 

review the Personal Information Protection Act (PIPA) 
contained wide-ranging recommendations to modernize 
PIPA and BC’s Freedom of  Information and Protection of  
Privacy Act (FIPPA).

Among the 34 recommendations that would result in the 
first comprehensive amendments to FIPPA in a decade 
were several positive changes, such as mandatory breach 
notification to the Office of  the Information and Privacy 
Commissioner for British Columbia (OIPC) and individuals 
affected by a privacy breach, and the duty for public bodies 
to have privacy management programs. 

The Special Committee also recommended that the 
provincial government update the consent requirements 
to include meaningful consent provisions, and align the 
exemptions to consent in PIPA with those of  the GDPR.

In recognizing that “is critical to keep large organizations 
accountable for their data privacy practices without 
overburdening small and medium-sized businesses or non-
governmental organizations,” the Special Committee 
recommended that organizations be required to “create 
privacy impact assessments prior to beginning a new project 
that will require the processing of  sensitive information with 
a high degree of  risk to individuals and allow the OIPC to 
request these PIAs when necessary.”

...13
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Legislative Changes
Continued from page 12

The recommendations also included several that were “of  
deep concern” to the Information and Privacy Commissioner 
of  British Columbia and many other individuals and 
organizations. 

Of  particular concern was the government’s proposal to 
allow public bodies to send British Columbians’ personal 
information outside Canada — a move that would eradicate 
the data residency protections afforded British Columbians 
by the 2004 amendments to FOIP. Those amendments were 
a response to the public backlash to the then-government’s 
plan to outsource the management services associated with 
its Medical Services Plan. The outsourcing plan was opposed 
by a wide range of  critics including privacy advocates, civil 
liberties groups, and health care activists. The province’s 
Information and Privacy Commissioner at the time, David 
Loukidelis, called for a public study into the matter; and 
the BC Government Employees’ Union objected on the 
basis that the government’s plan would put union members’ 
personal and sensitive health information at risk due to 
provisions found in the USA PATRIOT Act. 

Almost two decades later, Bill 22 became law and eliminated 
data residency protection, thus allowing British Columbians’ 
personal and health-related information to be sent, stored, 
and processed outside of  Canada —and subject to foreign 
laws that permit or require disclosure, without notice to 
affected individuals. 

Bill 22 also enables private companies, without consent, 
to collect, use, and disclose British Columbians’ personal 
information and share it with law enforcement for unspecified 
investigations — effectively deputizing private corporations 
to be an investigative arm of  the state.

The changes to FIPPA that were enacted also caused 
consternation for several reasons, not the least of  which is 
that it imposed a fee for submitting an access request, thereby 
creating a barrier to access. 

The full impact of  Bill 22, and what will be required to 
protect the personal privacy of  British Columbians whose 
personal information may be exported from Canada, will 
remain unknown until regulations draft regulations, or details 
of  regulations, are available for public comment. TWR
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become subject to American law, including the USA 
PATRIOT Act, and subject to surveillance. 

Canadians comforted by the knowledge that their right to 
freedom of  expression is protected under Canada’s Charter, 
or by the assurances of  their telecommunications carriers, 
might want to reconsider — since even adjusting privacy 
settings in their devices and the apps they use is inadequate 
to protect against the surveillance apparatus of  Canada’s 
closest ally.

The Alberta Court of  Appeal has ruled against the 
province’s Information and Privacy Commissioner in 

the latest chapter of  a decade-long case. 

As the Court noted, “The commissioner’s conduct, in 
continuing to review the issue of  solicitor-privilege over the 
university’s records after the very clear language of  no less 
than three judges of  the Supreme Court, is deserving of  
sanction.” That sanction was a ruling for the Office of  the 
Information and Privacy Commissioner of  Alberta to pay 
costs, which were set at between $75,000 and $200,000.

https://www.canlii.org/en/ab/abqb/doc/2021/202
1abqb795/2021abqb795.html

Veterans Affairs Canada withheld information about 
Canadian servicemen who had been awarded the Arctic 

Star — an award that was granted by the government of  
the United Kingdom “for operational service of  any length, 
from September 3, 1939, to May 8, 1945 inclusive, north of  
the Arctic Circle (66 degrees, 32’N) on the Greenland Sea, 
Norwegian Sea and Barents Sea.”

After considering the applicant’s complaint, the Information 
Commissioner of  Canada ruled that the names and 
service numbers — many of  which are readily available in 
number of  public databases on Second World War service 
history — fall under the exception to the definition of  
“personal information” in paragraph 3(j) of  the Privacy Act. 
This provision makes an exception for information about 
an individual who is or was an officer or employee of  a 
government institution and that relates to that individual’s 
position or functions. TWR

An American Court ruling is destined to have profound 
An American Court ruling is destined to have profound 

implications for Canadians and Canadian businesses. 

The ruling in United States v. Muhtorov, arose from the case 
of  Jamshid Muhtorov, the first person ever to receive notice 
of  Section 702 surveillance, relating to the government’s 
admission that it had surreptitiously installed listening 
devices in Muhtorov’s home, intercepted and recorded his 
communications, and concealed the spying for years. 

In early December, 2021, two judges on the 10th Circuit 
upheld the warrantless surveillance of  Americans under 
Section 702 of  FISA, the secretive United States Foreign 
Intelligence Surveillance Court. As ACLU Senior Staff 
Attorney Patrick Toomey observed, “The decision undercuts 
bedrock constitutional protections, permitting the NSA and 
FBI to amass millions of  our private communications.”

The threat is also apparent to Judge Lucero, who wrote in 
dissent that Americans “do not lose their protected privacy 
interests when they communicate with foreigners abroad.” 
He also warned that the “vast scope” of  the government’s 
warrantless spying threatens to undercut Fourth Amendment 
protection that Americans rely upon in their digital 
communications — when calling, writing, or messaging.

He warned that the “vast scope” of  the government’s 
surveillance under Section 702 and agents’ “minimally 
fettered” access to databases storing Americans’ 
communications “creates the potential for the evisceration 
of  Fourth Amendment protections for U.S. persons who 
communicate with persons abroad.”

The Court’s decision endangers much more than Americans’ 
protections against spying by the NSA and FBI. 

Canadians might well have sympathy for their southern 
neighbors; but should remember that the vast majority of  
telecommunications signals from Canada are routed through 
the United States. 

Indeed, research has shown that Internet transmissions — 
including email, text messages, and digital telephony — that 
originate and terminate in Canada are routinely routed 
through US carriers and switching centers, and therefore 

 
Recent Decisions
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