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About the Privacy and Access Council of Canada 

PACC is the voice for privacy and access, and the certifying body for access and privacy 
practitioners across private, non-profit, and public sectors. 

PACC is an independent organization that is non-governmental, non-partisan, non-profit, and 
not funded by government or industry.  

PACC has taken a leadership role in representing and advocating on behalf of access and privacy 
professionals from all sectors, and has made landmark advances in establishing standards of 
practice for the profession.  

PACC engages in outreach efforts to advance awareness about access, privacy, and data 
protection, believing that the best way to improve personal privacy and facilitate organizational 
compliance and accountability is through greater public awareness of rights, responsibilities, 
and regulations.  

More information about PACC is available at www.PACC-CCAP.ca 
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This report was prepared by Sharon Polsky BIS MAPP, president of the Privacy & Access Council of 
Canada, with contributions from members of the PACC and other individuals, organizations, 
and stakeholders. 

The broad perspective of PACC members and stakeholders is particularly relevant to developing 
and implementing privacy and access-to-information legislation and regulations applicable to 
the public, private, and non-profit sectors, since PACC members are access and privacy 
practitioners — as well as citizens, parents, members of military and law enforcement families, 
and actively involved in their communities.  

PACC members are representative of the larger Canadian context, except that our members’ 
awareness and understanding of privacy and access laws, and the real-life application and limits 
of those laws, is perhaps somewhat greater than among the general population.  

Like the Greek princess Cassandra, daughter of the King of Troy, privacy professionals have 
insight and perspective akin to the gift of prophecy, and share Cassandra’s curse when others 
disregard their warnings. 

PACC members understand the complexities and practical aspects of the issues that arise from 
domestic and international data protection regimes and the technologies, business practices, 
and governmental policies that affect individuals of every age; and they appreciate the 
importance and value of effective and enforceable privacy, access, and data protection laws.  

 

 

We would like to thank the contributors for their insights, input, and collaboration in 
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privacy, and access to information. 
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Facing Facts: The Long and Lamentable History of Facial Recognition 

One believes things because one has been conditioned to believe them. 
 ― Aldous Huxley, Brave New World 

Efforts to ensure public safety have been the impetus for developing countless new 
technologies, and the reliance on facial features to identify and prevent crime is nothing new. 

In 1876, criminologist Cesare Lombroso1 asserted that criminality was linked to heredity and 
could be determined by a person’s appearance; and his craniometric studies identified ‘born’ 
criminals.  

Early 20th century eugenicists were attracted to the notion that there existed a category of 
persons called ‘hereditary’ or ‘inborn’ criminals.  

Police using cameras to identify or track individuals is nothing new in many Canadian cities. 
Since 1958, the Calgary Police Service2 has used pictures to record the movement of persons; 
and, in 2014, Calgary became the first police agency in Canada to use facial recognition 
technology. In the years following that milestone, law enforcement agencies in jurisdictions 
across Canada have embraced FRT and other investigative tools that, like FRT, have the 
potential to expedite investigations while posing the significant threats to individual privacy.  

In the 21st century, when face detection and recognition systems already “algorithmically infer 
age, gender, race, health conditions, and behavioural traits based on facial characteristics or 
impressions,”3 researchers have trained facial imaging systems to predict criminality, claiming 
“80 percent accuracy and with no racial bias merely by analyzing a person’s facial structure.4 

Biometric recognition technologies continue to be deployed in all sectors, including law 
enforcement and national security — but without adequate consultation or unequivocal 
safeguards to address the problematic and privacy-invasive impacts. Rather, its ubiquity in 
devices, such as smart phones, has led to a resigned acceptance that has already changed (and 
has been used to change) consumer expectations and behaviors, including among consumers 
who are also members of the Canadian law enforcement community. And the perception is 
easily leveraged to facilitate or justify the increased use — making the premise and conclusion 
the rationale for additional investments in FRT and, in the process, creating novel risks to 
individuals and to society at large. 

The well-publicized Clearview AI debacle drew attention to the use by police of facial 
recognition technology. The issue has long been under consideration by EU5 regulators, and by 
privacy and civil liberty advocates in Canada and elsewhere; but Canadian legislation and 
regulation remain largely unchanged — and inadequate to address the reality that facial 
recognition is but one of the biometric identification technologies that are easily adapted to 
and valuable for law enforcement use, and can result in widespread privacy infringements.  
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Canvassing the Community 

It’s the critics who drive improvement. It’s the critics who are the true optimists. 
 — Jaron Lanier. Founding father of virtual reality; computer scientist. 

As the voice for voice for privacy and access, the Privacy & Access Council of Canada (PACC) 
hosted a series of Roundtables to elicit insights from three groups of Canadians who appreciate, 
understand, and are sensitive to the underlying issues surrounding the use of facial recognition 
technologies by police in Canada: 

1. Members of the Privacy & Access Council of Canada (PACC) and the broader access-to-
information and privacy protection profession in Canada; 

2. Sworn members of law enforcement agencies in Canada; and 

3. Access-to-information professionals and lawyers working in law enforcement agencies 
in Canada. 

Roundtable participants offered a range of perspectives, and can be generally characterized as: 

1. Those who welcome the prospect of guidelines and limits on the use by police of FRT, 
and other potentially privacy-invasive biometric identification technologies.  

2. Those sworn members of law enforcement who say they have ‘a duty’ to use new 
technologies to keep people safe. 

3. Those who are confident that existing privacy laws, internal departmental policies, 
individual officers’ moral compasses, and limited time and resources under which police 
operate are sufficient protections; that limiting the use of FRT or biometric identification 
technologies by police is therefore unnecessary and would hamper investigations. 

4. Those sworn members who are confident that their agencies have the necessary 
safeguards and transparency in place to ensure that FRT is used appropriately to 
support investigations; and that the use of FRT by police strikes an appropriate balance 
between their duty to enforce the law and protect the public, and individuals’ privacy 
and human rights.  

5. Those who think that police agencies ought to be required to provide the public with 
notice and opportunities for genuine consultation, with mandatory and meaningful 
community involvement — before FRT or other potentially privacy-invasive technologies 
are acquired or implemented — and that the public and police procurement personnel 
need clear, complete and candid information to be able to make well-informed 
decisions. 
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Many Roundtable participants from the law enforcement community focused on how current 
FRT systems function are used in their Canadian agencies, and emphasized the protection 
afforded by manual intervention that is a routine component of FRT systems now in use.  

A consensus among law enforcement participants was that police now have neither the time, 
resources, nor inclination to monitor or identify more people than absolutely necessary and, 
while they generally did not express views about whether widespread monitoring and 
identification might be useful, they often referred to budget limitations as a significant 
constraint that is sufficient to satisfy privacy concerns.  

Civilian Roundtable participants generally spoke about future technology use, and the 
likelihood that police will be able to harness the power of different technologies (whether in 
their own or third-party hands) to identify people through biometric and video analysis systems 
that can recognize, track, and identify individuals from multiple video feeds in different 
environments — from in-store security cameras to traffic cameras and video doorbells.  

Public bodies have increasingly enlisted domestic and foreign private and public sector 
organizations, including law enforcement agencies, to perform functions that are governmental 
in nature. As law professor Carissima Mathen has clarified6, private entities have become state 
actors performing government functions, and should therefore be subject to the Canadian 
Charter of Rights and Freedoms.  

Roundtable participants considering the question of whether Canadian law enforcement should 
be permitted to or prohibited from using third party or extra-jurisdictional services such as 
Clearview AI offered widely divergent views: some thought the practice would be appropriate, 
given the internal controls in place within their agency to regulate the use of FRT.  

Most were unconcerned about the location of data used by their agency as long as the 
investigative tool continued to be available.  

On the other hand, Roundtable participants identified several areas of concern relating to the 
use by police of facial recognition and other biometric identification technologies, and several 
general themes emerged, including:  

1. Members of law enforcement agencies — at all levels and including sworn and civilian 
personnel — require significant and comprehensive training in privacy and freedom-of-
Information legislation and proper practice. The concern was reiterated in the context of 
judges and lawyers. 

2. The growing trend of law enforcement agencies relying on facial recognition and other 
biometric identification technologies — particularly given the mounting evidence that 
machine learning algorithms often digitize and replicate inaccuracies, historical prejudices, 
biases, and institutional harms — and the resulting harms and unintended consequences 
affecting individuals and society. 
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3. The potential and likelihood that FRT identification capabilities will be networked or 
supplemented with other technologies to identify entire populations, and the political 
opportunity that that would create (at the public’s peril). 

4. The growing reliance on technology necessitates ever-swelling city budgets and taxes, but 
without evidence that the investment results in reduced crime, increased apprehensions, or 
more convictions. 

5. Law enforcement using domestic and foreign third parties (including law enforcement 
agencies) to perform FRT and other potentially privacy-invasive services, effectively 
circumventing Canadian laws and regulations. 

6. The increasing use of technology by police is normalizing a ‘surveillance state’ that leaves no 
alternative but to acquiesce to the growing use of surveillance technologies. 

7. The growing number of laws, regulations, practices, and international agreements that 
enable or require inter-agency and international data sharing. 

8. The lack of clarity and transparency by law enforcement agencies and governments in 
establishing a legitimate need for acquiring and using privacy-invasive technologies.  

9. The need to clearly and narrowly define and document the rationale for using privacy-
invasive technologies on a case-by-case basis, not on an issue or agency-wide basis, for 
obtaining judicial approval. 

10. The need to fully document and for automatic, routine, and fulsome disclosure to the public 
about the nature and frequency of using FRT and other biometric and privacy-invasive 
identification technologies, and about all decisions and costs (both direct and indirect) 
related to the acquisition, testing, evaluation, operation, and deployment of biometric and 
surveillance technologies.  

11. The tendency of public bodies to implement privacy-invasive technologies without 
adequate or any prior mention to the public, and without genuine and effective 
consultation with the general public. 

12. The vague language within laws, regulations, and policies that make it difficult (if not 
impossible) for police and the public to understand what, if any, limitations exist on the use 
by police of facial recognition or other potentially privacy-invasive technologies.  

13. The need to ensure that retention and control of all data collected in relation to the use of 
FRT and other biometric/surveillance technologies explicitly addresses the full lifecycle of 
the data, and that the data collected, generated, and analyzed in relation to FRT and other 
biometric/surveillance technologies is clearly reflected in the records management plan of 
each agency. 
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The Fundamental Question 

Technology is neither good nor bad, but nor is it neutral. 
 — Kranzberg’s First Law 

People across the world have been nudged into believing that nobody cares about privacy, and 
shamed into acquiescing to its encroachment into our lives.  

Facial recognition and other biometric-based technologies that rely on artificial intelligence (AI) 
might offer great promise for society in general, and for law enforcement in particular — but 
neither the speed nor trajectory of their adoption is necessarily inevitable. As well, the 
implementation and use of FRT by police and governments around the globe have been found 
to be premature and fraught with problems.  

Thus, “SHOULD police in Canada use facial recognition and other biometric identification 
technologies?” is a critical starting point that is often overlooked before adopting or 
implementing facial recognition technology. Other factors — such as chronically constrained 
police budgets and recent demands for ‘defunding’ police — conspire to pave the way for 
embracing technology and increasingly automated systems as the first option.  

The fundamental question is one that must continually be asked, even — or especially — when 
technology is about to be embraced by those who have authority to alter the course of people’s 
lives is whether there really is a legitimate need for the proposed technology and if its use is or 
can be genuinely proportionate.  

In her testimony to the Senate Committee, Facebook whistleblower Frances Haugen7 noted 
that parents today want more choices, but “they don’t know even what they could be asking 
for.” The same could easily be said about police and members of the judiciary who embrace 
new technologies but, without adequate or correct understanding of a technology’s capabilities 
and its risks to privacy, they don’t know what questions to ask — and are at the mercy of 
industry groups, technology proponents, and others who are adept at framing issues to nudge 
behavior and public policy. The willingness of organizations to embrace novel and privacy-
invasive technologies on the promise that they will be able to prevent crime can be misguided.  

The cumulative results of continued incursions into privacy arising from inadequately-
considered impacts of facial recognition and other artificial-intelligence-based biometric 
technologies, has created individual and societal problems that, in many contexts, outweighs 
their benefit. 
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Legislative Landscape 

[Privacy] is at the heart of liberty in a modern state. Grounded in man’s physical and moral 
autonomy, privacy is essential for the well-being of the individual.  

For this reason alone, it is worthy of constitutional protection, but it also has profound 
significance for public order. The restraints imposed on government to pry into the lives of the 

citizen go to the essence of a democratic state. 
 — R. v. Dyment (1988), 45 C.C.C. 93d, 244 (S.C.C.) 

Law enforcement agencies must have lawful authority to use of facial recognition and other 
biometric identification technologies, and must also apply standards of privacy protection that 
are proportionate to the potential harms involved.  

The current Canadian legislative regime, however, is composed of privacy laws that have 
remained largely unchanged since their introduction in the 20th century, when facial recognition 
and biometric identification technologies were in their infancy. As a result, an increasing 
number of organizations, including law enforcement agencies, have invested in technologies 
powered by artificial intelligence — with few controls and virtual impunity, at the peril of 
individuals’ privacy.  

The lack of effective enforcement power results in organizations disregarding legal and moral 
obligations to honor individuals’ privacy or to provide consumers with any real choice. 
Depending on one’s perspective, that ‘wild west’ can be seen as a problem — for individuals’ 
privacy — or an opportunity to be leveraged. 

Indeed, the obsolete privacy laws now in effect across Canada, combined with a longstanding 
dearth of education and awareness about privacy and access rights and responsibilities, has 
enabled public bodies and private companies to set the rules of engagement with their 
customers, users, and competitors.  

Similar considerations are at play when it comes to facial recognition and other digital 
technologies to be used by police — and that demands that the individuals involved in assessing 
proportionality, risk, and harm be required to be well-versed in privacy legislation, technology, 
and the ethical, legal, and social harms that can come from biased AI systems and from 
misusing or abusing the technologies. 
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Judicial Authorization 

Few things are as important to our way of life as the amount of power allowed the police 
to invade the homes, privacy and even the bodily integrity of members of Canadian society 

without judicial authorization. 
 — The Honourable Mr. Justice Binnie 

Desktop computers became commonplace at about the same time that Canada’s Privacy Act 
and the Access to Information Act were proclaimed, in July of 1983 — when fax machines were 
being introduced, and dial phones were giving way to push button phones. The technology-
based future that Star Trek had predicted a mere 20 years earlier had started to come to life.  

The vast majority of computer users in Canada now use digital devices but without the benefit 
of education about what the technology does and can do; about how the murky world of data 
brokers and the dark web work; or about the inner workings of the surveillance economy and 
artificial intelligence, how they contrive to collect and assemble data trails, and the extent and 
severity of harms and unintended consequences that can befall individuals as a result.  

Indeed, in the 50 years since Star Trek began “to boldly go where no one has gone before,” 
technology has advanced from room-sized computers to pocket-sized super computers; yet the 
extent of many people’s digital education is the oft-repeated mantra “stay safe online” — 
which imparts as much knowledge as does tossing one’s car keys to a 10-year-old and urging 
them to “stay safe out there,” but without explaining the purpose of a stop sign. 

As a result of the dearth of education — at every level (including Canadian faculties of law) — 
about privacy laws and the implications and unintended consequences of digital technologies, 
most Canadians — including many judges — still know very little about access and privacy laws 
or how to safeguard their own data. Fewer still read beyond the first line of so-called privacy 
policies — that promise “We respect your privacy” or “Your privacy is extremely important to 
us”8 — to realize that the vague language (that they have little choice but to accept) gives 
organizations authority to do with our information what they wish.  

There is every reason to expect that judges — 76.5 percent of whom were at least 55 years old 
at the last Canadian census in 20169 — are no different. Indeed, testimony at the Senate 
Whistleblower hearings10 confirmed that many senators, including those who are lawyers, have 
limited understanding about how Facebook algorithms operate and what is their impact.  

While the lack of computer and privacy-related education puts individuals at personal 
disadvantage, the impact on members of the bench is much greater since it puts them and the 
individuals affected by their decisions at risk: Without adequate and correct understanding of 
the intricacies of the digital environment, it is all too easy to be misled about what’s being 
asked in a warrant application, and to forfeit the opportunity to ask the tough questions that 
need to be asked and answered fulsomely.  
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Privacy Legislation 

Scarcely a day goes by without some media coverage of a privacy-related issue. The public is 
concerned with their privacy and the business community recognizes the value of personal 

information. It is time for the law to catch up. 
  Dr. Michael Geist, Law Professor and  
 Canada Research Chair in Internet and E-commerce Law  

In the decades since Canadian jurisdictions enacted privacy and access-to-information laws, it 
has become increasingly apparent that they were created at a time when current technologies 
could hardly be contemplated. Experience has shown how well (or poorly) current laws work to 
enable Canadians to exercise their right to privacy and to gain access to information.  

Similarly, current provincial guidelines are, like Canada’s privacy laws, out of date and could not 
contemplate the degree of analysis and surveillance that facial recognition and biometric 
technologies now offer. For example, the Province of Alberta’s most recent Guide to Using 
Surveillance Cameras In Public Areas applicable to public bodies subject to the FOIP Act was 
most recently revised in June of 200411, and the federal guidance dates from 2006.12 

Nevertheless, Canadians journey through life believing the carefully crafted messaging that 
their privacy is protected by laws and the Charter, and fail to appreciate the subtle distinction 
that laws do not protect data; they can only proscribe and prescribe behaviors. In the same way 
that a musical instrument does not make music, laws and regulations do not, in or of 
themselves, do anything or protect private information.  

Canada’s privacy laws do nothing to prevent Canadians’ data from being sent outside of the 
country to be stored, processed, monetized, or used by law enforcement agencies or 
governments (effectively making an ‘end run’ around Canadian regulations or laws).  

More to the point, the Privacy Act and a variety of other federal laws permit the disclosure of 
Canadians’ personal information to “the government of a foreign state, an international 
organization of states or an international organization established by the governments of 
states, or any institution of any such government or organization, for the purpose of 
administering or enforcing any law or carrying out a lawful investigation” without prior notice 
or consent of the individual(s) about whom the information relates. All of that provides yet 
additional opportunities for organizations to route data — including that collected by police in 
the lawful execution of their duties — to jurisdictions with more lenient requirements.  

Developing legislative requirements and limits for police use of facial recognition and biometric 
identification technologies is an opportunity to anticipate and provide for what will be needed 
to ensure Canada’s adequacy status under the General Data Protection Regulation continues in 
force.  
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Retention 

Have we become a surveillance society? With both the state and companies tracking our every 
move, what does this mean for freedom? For dissent? For citizenship?”  

 — David Eaves, Harvard Kennedy School lecturer 

Law enforcement has valid reason to retain information to be able to fulfil its purpose of 
detecting, preventing, and investigating crime. The document retention plans, schedules, and 
programs differ across agencies, so it is likely that specific types or categories of information is 
retained or disposed of inconsistently.  

In addition, many investigations go cold, and languish — unsolved — for decades. The BC 
Highway of Tears is but one example. Thus, as in the case of DNA, information unrelated to 
ongoing investigations might be collected and retained in anticipation that it might become 
useful, or that technologies might advance to eventually make retained data useful in solving 
cold cases — despite such a practice violating data minimization principles.  

Thus, it hardly surprising that Halifax Regional Police retain street check data indefinitely,13 and 
the Calgary Police Service retains information used in a court case at least 7 years; files related 
to a serious crime for 20 years; and data related to any case involving terrorism (the definition 
of which has expanded to include lawful assembly) for a limited time of 40 years14 — which, by 
definition, is ‘temporary’. 

Similarly, RCMP in North Vancouver15 have assured that they will not store video footage from 
residents’ smart doorbells ‘indefinitely’, and that it will ‘return’ any video used in a police 
investigation "once it is no longer required as part of any court proceedings.” While the 
assurance that data will be retained only temporarily is, no doubt, well-intentioned, it is 
misleading since ‘indefinite'’ and ‘temporary’ are open to interpretation by individual law 
enforcement agencies according to schedules in their internal — and changeable — document 
retention programs.  

Criminal and other cases that do proceed to court can, in many instances, be appealed; and the 
entire appeal process can take decades and involve multiple appearances before Courts at all 
levels, including the Supreme Court of Canada.  

Thus, given the potential that facial images and biometric data might become useful in some 
future investigation, it is entirely possible that it will be retained. Long-term retention also 
invites the potential for the information to be used for novel purposes or in combination with 
other technologies (including those not yet in existence), and ultimately put individuals’ privacy 
and human rights at risk.  
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Openness, Transparency, and Accountability 

We can easily forgive a child who is afraid of the dark; 
the real tragedy of life is when adults are afraid of the light. 

 — Attributed to Plato, (428 BC – 348 BC). 

Police departments across Canada have a long legacy of being challenged to balance the needs 
of the service with the needs of the public in a way that preserves law enforcement’s ability to 
do its work yet has genuine respect and regard for the public’s right to know.  

Various Roundtable participants described a range of internal controls — including policies, 
training, and documented procedures — that their agencies have in place to regulate the use of 
FRT and other investigative tools by sworn and civilian staff. Many also referred to their 
agency’s internal controls that address document retention and facilitate access to information. 

Internal controls remain hidden from public view, perhaps because FOI laws allow the head of a 
public body to, in a response to a request for access to information, “refuse to confirm or deny 
the existence”16 of responsive records. The law also allows police to deny access to information 
if the disclosure the “could reasonably be expected to… (a) be harm the effectiveness of 
investigative techniques and procedures currently used, or likely to be used, in law 
enforcement; …(f) interfere with or harm an ongoing or unsolved law enforcement 
investigation, including a police investigation.”  

FOI laws also allow public bodies to charge significant fees to provide access to information, 
making the process entirely unaffordable for many would-be requestors, and making access to 
information a practical impossibility.  

Despite the legislative options, police are often faulted for hiding behind “a misguided, legally 
obtuse reading” of privacy laws “in order to keep essential information from the public”17 and 
subverting the public’s right to gain access to information.18 

In practical terms, therefore, the internal controls in place to govern police use of facial 
recognition technology are and remain hidden from public knowledge and scrutiny.  

In the absence of a regulatory framework there is no accountability for how the technologies 
are used, when, for what purposes, or by whom; or to discover whether or what biases are 
present in the datasets used to train the technology. There is also no opportunity for individuals 
to know whether their personal and sensitive information has been appropriated by a 
particular technology or vendor, or if they are under scrutiny as a result.  
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Privacy by Design 

When lawmakers rein in large companies, it takes the help of forces than can  
shout down the voices of corporate lobbyists and their ideological allies. 

 — April Glaser. Slate.19  

In the almost half-century since desktop computers became commonplace, and through the 
proliferation of biometric identification technologies, there has been little impetus or legal 
requirement to correct programming mistakes or improve system security to safeguard 
personal privacy.  

In the meantime, corporate influence has become increasingly apparent in the realm of 
machine learning. From 2008/09, the authors of 24% of the top cited academic papers had 
corporate affiliations. By 2019, that figure had tripled 71%”. During that same period, the 
proportion of papers with corporate ties grew from 43% in 2008/09 to 79% in 2018/19.20 

Corporate influence was reaffirmed by Senator Amy Klobuchar21 whose testimony at recent 
Senate Whistleblower hearings recounted that the efforts of lobbyists and influence peddlers 
result in continued focus on economic benefits of technology with little regard for societal 
impacts or harms. 

Like so many technologies that have the potential for public good, FRT can be employed with 
benign or praiseworthy intention, yet result in ethically, legally, or socially undesirable effects.  

Industry and developers who create, train, refine and market the FRT products available in 
Canada have been able to avoid — with relative impunity — embedding strong and reliable 
privacy protections and data security as part of the design process, or maintaining such 
protections throughout the entire data lifecycle.  

Addressing these shortcomings from a strictly ethical viewpoint would be inadequate; but 
increasing trust in AI systems can be furthered by incorporating privacy requirements and 
integral ethical considerations in the design, implementation, and operation of facial 
recognition systems.  

It is also important to note that it can take years22 for independent confirmation of dataset 
biases to be made, while the harms that result in the meantime can be devastating; and 
correcting problematic datasets takes even longer.  
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Consent 

Face recognition … takes the risks inherent in other biometrics to a new level because it is much 
more difficult to prevent the collection of an image of your face. We expose our faces to public 
view every time we go outside, and many of us share images of our faces online with almost no 
restrictions on who may access them. Face recognition therefore allows for covert, remote, and 

mass capture and identification of images.  
 — Electronic Frontier Foundation, Face Off 

The question of whether or not individuals have consented to their images being captured as 
they walk about an urban retail environment was settled by Canadian regulators23 who 
investigated24 the use of facial detection in shopping malls.  

Despite that ruling, it is worth noting that Ring, Amazon’s video doorbell company, filed two 
facial recognition-related patent applications that describe identifying ‘suspicious’ people 
before automatically alerting police. Google's Nest Hello25 video doorbells already have ‘face 
detection’ software; and an increasing number of police departments across Canada26 and the 
United States (and elsewhere) encourage residents to install video doorbells and provide police 
with access to video feeds. 

It is also important to note that current legislation leaves it to organizations to assess whether a 
breach of personal data might result in a ‘real risk of significant harm’. Trusting the organization 
to unilaterally make that determination — without oversight that is dedicated, independent, 
disinterested, and impartial — gives the organization full license to reckon that the incident will 
have no significant risk of harm and, with that determination, avoid having to report the breach 
to regulators or affected individuals.  

Furthermore, Canadian Information and Privacy Commissioners have endured chronic 
underfunding, preventing them from having adequate resources — which has created a regime 
that lacks the ability for regulators to effectively challenge compliance delays, or carry out their 
mandated duties in a timely manner (or at all). 

The solution is to require that an independent and objective third party be involved in the 
process of assessing risk and harm; and to guarantee full funding to Commissioners. 
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Bias 

When people trust things blindly and when they just apply them blindly, 
they don't think about cause and effect. 

 — Cathy O'Neil, Author - Weapons of Math Destruction 

AI proponents promote the perception that AI is unbiased and objective. The reality is that AI 
— which is (so far) created by people — reflects, amplifies, and perpetuates history and the 
biases of its designers.  

The computer and data science industries are dominated by men, who make up 73 percent27 of 
all STEM workers. The product of their labors reflects that homogenous composition.  

Academic research28 has repeatedly demonstrated that face surveillance technology is less 
accurate for darker skinned faces and women, and that the inherent inaccuracies29 and biases 
result in a range of significant individual30 and societal harms from its use.  

Requiring technology to be free from bias is a laudable goal; but treating AI like a packaged 
product that needs a design tweak is unrealistic — and as short-sighted as continuing to allow 
technology companies (rather than lawmakers) to be the arbiters of what is or is not biased: 
These are the same companies that have create and marketed products that are inherently 
biased and too often rely on biased datasets.  

In the current environment, developers and companies that have invested time and money into 
developing products are loathe to be told that their system is biased and should not be 
launched — because it affects their bottom line. Ignoring the fundamental flaws in AI and FRT 
for the sake of corporate profitability is problematic. 

The need for clearly delineating the use of facial recognition and other biometric-
collection/analysis technologies is supported by the findings of the U.S. National Institute of 
Standards and Technology, which analyzed the facial recognition algorithms of a “majority of 
the industry” and found the software up to 100 times more likely to return a false positive of a 
non-white individual than white individuals. NIST found “for one-to-many matching, the team 
saw higher rates of false positives for African American females,” which they highlight “are 
particularly important because the consequences could include false accusations.”31 

In an effort to overcome FRT’s racial biases, researchers with the U.S. Department of Homeland 
Security are working on a system32 that assesses image quality for biometric identification and, 
if necessary, automatically adjusts the camera to provide adequate image quality. 

Articulating ethical principles for members of law enforcement to comply with would be a 
positive addition to guidelines and robust legislation; but, as Germany’s Data Ethics 
Commissioner concluded in considering the necessity of regulating data, algorithmic systems 
and AI, “regulation is necessary, and cannot be replaced by ethical principles.”33 
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Video Doorbells 

We must always be alert to the fact that modern methods of electronic surveillance have the 
potential, if uncontrolled, to annihilate privacy. 

 — Justice Gérard La Forest 

Video doorbells have been promoted by industry proponents and embraced by police as 
valuable tools to improve personal, family, and community safety and provide peace of mind. 
Media have eagerly featured rare stories of video doorbell systems that captured petty crimes; 
and that has been exploited as valid reason to encourage their use. 

Any activity in the doorbell’s field of view is captured by sophisticated monitoring technology 
including enhanced audio detection and color night vision. 

Since many popular ‘smart’ video doorbell security systems already include facial recognition 
with their devices, and the data is available to police, the devices provide an ongoing inventory 
of identifiable faces that is easily corelated to provide detailed information about where 
individuals go, and how frequently.  

Canadians curious to know if their voice or image have been captured and provided to police 
will be in a quandary since federal, provincial, and territorial access-to-information legislation 
have provisions that effectively shield all law enforcement agencies from providing access to 
any information. 
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Facing the Future of Facial Recognition  

Perfection’s unattainable but it isn’t unapproachable. 
 ― Peter Watts, Blindsight  

Despite the assurances of many Roundtable participants that current FRT use by law 
enforcement in Canada is legitimate, proportionate, and prudent, the current technological 
offerings offer much broader functionality and potential — for police to do their important 
work and, without adequate limitations, to infringe on individuals’ privacy and human rights.  

Rather than basing new frameworks and laws on technologies now in use (which look 
backward), it is more important to look to the future — that is already upon us.  

The increased sophistication, availability, and interconnectedness of FRT systems, combined 
with reduced costs, have enabled police agencies to create pervasive security networks capable 
of identifying individuals as they go about their lawful activities — and, with that information, 
be able to ascertain who goes where, when, and with whom, whether or not they are 
suspected of any criminal activity.  

Police-worn body camera and in-car video systems are already capable34 of applying facial 
recognition to captured images, and instantly transcribing spoken words into text; and body 
camera footage is being used to train AI systems.  

Artificial intelligence-based systems that use FRT are now commonplace in some cities to 
identify people and assess their emotions35 as they walk about. More nefariously, modern facial 
recognition systems can scan faces in a crowd and estimate each person’s age, sex and 
ethnicity, and notify police 36  when certain ethnicities are detected, thus normalizing the use of 
discriminatory technology by police. Authorities have also relied on facial recognition systems 
to identify scofflaws, sometimes relying on systems that fail to distinguish37 between faces on 
advertisements and live people.  

As noted by the United Nations High Commissioner for Human Rights, facial emotional 
recognition tools developed to “allegedly deduce people’s emotional and mental state from 
their facial expressions and other “predictive biometrics” to decide whether they are a security 
threat”38 operate on the premise that it is possible to automatically and systematically infer the 
emotional state of human beings from their facial expressions — despite a lack of scientific 
evidence39 to substantiate that claim. Indeed, “researchers have found only a weak association 
of emotions with facial expressions40 and highlighted that facial expressions vary across cultures 
and contexts,41 making emotion recognition susceptible to bias and misinterpretations. Given 
these concerns, the use of emotion recognition systems by public authorities, for instance for 
singling out individuals for police stops or arrests or to assess the veracity of statements during 
interrogations, risks undermining human rights, such as the rights to privacy, to liberty and to a 
fair trial.42 
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What was until recently considered Hollywood science fiction has become reality, now that 
Winnipeg has adopted a four-legged customizable ‘mobile remote observation device’ with 
animal-like agility. Already welcomed by law enforcement agencies across the United States as 
‘just another tool’43 to help protect police and the public, the camera-equipped ‘public-safety 
robot platform’44 provides remote data capture and Wi-Fi connectivity to assist police by 
patrolling the streets to detect potential hazards and to report such ‘undesirable’ social 
behavior as parking a vehicle incorrectly, lighting a cigarette in a no-smoking area, or failing to 
follow proper social distancing protocols. A similar unmanned robot — SPUR45 — can be 
outfitted with an assault rifle capable of precision fire out to 1,200 meters (nearly 3,940 feet) to 
assist police in their efforts.  

Like Singapore — where authorities track individuals by using cameras equipped with facial 
recognition technology on lampposts — Calgary, Alberta, has at least 3000 closed circuit 
cameras installed around the city as part of its ‘Public Safety Network’ that incorporates 80,000 
lamp standards capable of counting footfalls, listening to pedestrians’ conversations, 
monitoring traffic, and surveying everyone and everything through powerful remotely-
controlled cameras — all to improve public safety.  

Similarly, FRT has been used to scan large crowds to identify people known to be public safety 
risks, and thus enable police to intervene and avert crises. That tactic was employed during the 
London 2012 Olympics, when the city’s extensive CCTV infrastructure was augmented with new 
license plate recognition and facial recognition software, making it ‘the most watched Olympic 
Games in modern history’’46.  

Improving the accuracy of facial recognition’s results can be achieved by using a wide range of 
biometric identification technologies already available — from Jetson, the infrared laser that, 
“in 30 seconds, at distances of 200 meters (close to 700 ft), claims to identify an individual via 
his or her heartbeat, a “heartprint,” if you will, with 95 percent or greater accuracy, using laser 
vibrometry.”47  

Despite the known shortcomings of facial recognition technology, and at the same time as 
European Parliament called on lawmakers within the EU to ban the use of FRT in public spaces 
or for border control, the Government of Canada is augmenting its Overt Use of 
Video Monitoring and Recording Technology48 (in place since 2013) with a border biometrics 
system that will enable collection of face and fingerprint biometrics, along with biographical 
data, at roughly 850 endpoints around the world.49  

Novel identification technologies such as these could be valuable ‘tools’ for law enforcement; 
but, as with FRT, their use by police must be clearly regulated. Otherwise, the good intentions 
and benefits to be enjoyed from innovative technologies can lead to pernicious unintended 
consequences, and to police engaging in the unlawful use of facial detection systems50.  
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Increased Opportunity or Normalizing Surveillance 

Facial recognition benefits from the wide availability of high-performance, low-cost, and 
commercially available camera systems that could be extended, in collaboration with aviation 

security partners, across the entire passenger experience from reservation to boarding.  
 – United States Government, TSA Biometric Roadmap, September 2018 

As technology has broken down barriers of space and time, and provided police and other 
organizations with previously-unimaginable reach, it has also shattered the barriers that used 
to exist that protected individuals’ privacy. And with that blurring of protective lines has come 
the potential for harmful and unintended consequences that can come from living in a fishbowl.  

Although budget constraints affect organizations in all sectors, Canada has seen a growth in 
government funded ‘community safety’ initiatives. Increased investments in AI-based 
identification and monitoring technologies — from CCTV to digital identity and “risk driven 
collaborative intervention initiatives”.51  

Normalizing the use of surveillance technologies is increasingly positioned as an essential 
avenue to ignite innovation. Digital identification verification, which employs facial recognition 
and liveness detection, is now used for mundane tasks such as opening a bank account; for 
gaining admittance into retail establishments; and for proving eligibility to participate equally in 
society. 

In the wake of the June 2011 Stanley Cup riot in Vancouver, BC, the Insurance Corporation of 
British Columbia offered52 the use of its facial recognition system (which it had been using since 
2009 to detect theft and fraud related to driver licenses) to assist the Vancouver Police 
Department in its investigation of the crimes that were committed during the demonstration.  

In 2014, the Calgary Police Service announced53 that it would start using facial recognition 
software as a screening tool for investigations and arrestee intake procedures. That 
announcement clarified that CPS would use the technology “tool for our investigators to assist 
in providing leads to identify potential persons of interest in criminal investigations” and that it 
would entail comparing “photos and videos, such as CCTV images of persons of interest, with 
the current CPS mugshot database of approximately 300,000 images taken under the 
Identification of Criminals Act.” Although the process includes a manual component — in which 
a person reviews the selections made by the FRT system to determine whether an of them is a 
likely match — and not the live-time FRT of the sort used by British police, CPS’s use of FRT 
aroused concern and consternation of privacy and civil liberties proponents.  

Despite widespread recognition of the risks and uncertainties embodied by facial recognition 
systems, The Metropolitan Police54 have moved from FRT trials started in 2016 — with the full 
support of the Home Office but with almost no regulation in place to govern how they operate 
and how they use the data they collect — to using live facial recognition cameras for five to six 
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hours at a time, positioned in high streets and at community events, to capture the images of 
all passers-by; and the technology is used without notice to individuals whose identity is 
verified live-time and who are unable to deny consent to being subjected to facial recognition.  

In addition to using FRT in popular shopping areas, The Met uses live facial recognition “to help 
officers identify persons from media of events that have already happened”55. Live FRT, which 
captures live images from surveillance cameras and matches them to images of people whose 
names are on a watchlist — has also been used at community events. Ironically, live FRT has 
been also used at Remembrance Day celebrations — a solemn ceremony to remember the 
soldiers who fought against tyranny, authoritarianism, and state overreach and interference in 
people’s private lives. 

FRT systems that include Retrospective Facial Recognition (RFR)56 search capability to process 
historic images from CCTV feeds, social media, and other sources, also provide a convenient 
mechanism to identify members of the public overtly or covertly, including the vast majority 
whom are not implicated in any criminal activity or investigation. Thus, RFR can “in effect turn 
back the clock to see who you are, where you've been, what you have done and with whom, 
over many months or even years.”57 

An independent study58 of The Met’s use of FRT raised concerns about their procedures, 
practices and human rights compliance — and determined59 that the FRT has a 98% inaccuracy 
rating. Similarly, Big Brother Watch60 found an equally damning 93% misidentification rate in its 
research.  

As the United Nations61 High Commissioner for Human Rights observed, remote real-time 
biometric recognition systems raise serious concerns under international human rights law. 
Despite such concerns, the lack of effective laws to regulate the use of FRT and other biometric 
privacy-invasive technologies also enables the unregulated use, interconnection, and 
normalization of surveillance technologies. Invariably, their use is excused (at best) or cheered 
(at worst) by proponents who, like Clearview AI’s founder, boasts that the tool is useful to 
identify and save children who have been abducted — while ignoring that it scrutinizes and 
catalogues entire populations in the process.  
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What to do 

The development and uses of AI can be highly socially valuable  
and Canada must have responsive regulations that allow the nation to extract its social benefits 

while protecting Canadians’ human rights. 
 — Professor Ignacio Cofone, Assistant Professor 
  McGill University Faculty of Law 

Regulations and legislation are essential to limit the influence of industry over law 
enforcement; to guide and limit the use of facial recognition and other artificial intelligence-
powered identification technologies; and to constrain law enforcement and governments, as 
well as their agencies and public bodies, from overtly or covertly amassing information about 
people in case it might some day prove useful.  

Canada has several worthy models to look to for guidance in developing its own framework. 
Proposed EU regulation is a good model.: It categorizes AI into low risk (such as presenting 
one’s face to unlock a cell phone) and high risk — for the affected individual (as in the use of FR 
by police). The United States offers an Algorithmic Accountability Act, NIST is looking at how to 
regulated bias in AI, and the U.S. FTC put out guidance to businesses that they must comply 
with the law.  

Given the reality that technological innovation has outpaced legislation, and unfathomable 
combinations of technology can now be leveraged to supplement facial recognition technology 
and amplify FRT’s results and inherent problems, it appears clear that leaving the use of such 
powerful tools to the good judgment of any individual or group offers insufficient protection — 
for law enforcement agencies, officers, and the public — and can lead to unpleasant or 
dangerous individual, agency, and social problems.  

Similarly, the burden of proof is and must be on the deploying organization to demonstrate — 
prior to acquiring or implementing any system that incorporates or relies upon biometrics or 
artificial intelligence to detect or identify individuals — that the system is proportionate to the 
perceived and potential risks; that it is necessary for specific, limited, and clearly-articulated 
(i.e., unambiguous) purposes; and that it will not be able to be used in a manner that can 
directly or indirectly jeopardize individuals’ privacy or other fundamental human rights. 
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Recommendations 

Artificial intelligence has immense promise, 
but it must be implemented in ways that respect privacy, equality and other human rights 

 — Daniel Therrien, Privacy Commissioner of Canada 

In the face of obsolete and inadequate privacy, access-to-information, and human rights 
legislation, a comprehensive legislative framework and guidelines for the use by police in 
Canada of facial recognition technology and other biometric identification technologies is 
necessary. 

Equally important is ensuring consistency in the rules and laws guiding police across Canada, 
and harmonizing those with the rules governing their foreign counterparts’ use of biometric, 
facial recognition, and other privacy-invasive technologies to safeguard individuals’ privacy, 
dignity, human rights, and civil liberties.  

To increase the likelihood that the guidelines will be successful in regulating the use of FRT and 
other biometric and automated decision-making systems, they must be broad in scope, focused 
on individual rights and corporate accountability, and ‘horizontally’ applicable across industries, 
rather than on specific sectors.[35]  

Guidelines and legislation must provide individuals with the rights and protections they need to 
be at ease when using or being subject to AI-based technologies, while also allowing for police 
to do their work, and encouraging industry to create innovative technologies that ensure 
fundamental human rights and values are genuinely respected. 

That being said, however, guidelines must at their core assume that the calculations and 
determinations of artificial intelligence, facial recognition technologies, and other biometric and 
automated decision-making systems, are not perfect or always correct; that constant and 
routine human intervention and oversight of technology are essential; and that regulators and 
lawmakers must be ready to promptly modify the guidelines to minimize risk to individuals as 
shortcomings and negative outcomes become apparent from the use of the technologies.  

 

The following recommendations are intended to provide the basis for a legislative framework 
that enables members of law enforcement to have access to facial recognition technologies 
tools necessary to do their important work — and to ensure the products and their use 
genuinely and fully respect Canadians’ Charter-protected democratic values, and the privacy, 
ethical, civil liberties, and human rights interests of citizens, residents, and sworn members 
alike. 
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RECOMMENDATION 1) Ensure the guidelines, framework, and legislation have a broad 
scope; and that they establish and impose a set of common principles and obligations on 
the use of FRT and other AI-based systems (including fairness, non-discrimination, genuine 
accountability, proportionality and transparency) that both apply to current systems and 
anticipate future developments and trends.  

RECOMMENDATION 2) Inter-agency information sharing has the potential to assist police 
in their investigations; but doing so also offers the potential for jurisdictions to amass 
databases of entire populations, and use that to verify the identity of everyone whose 
image is captured and acquired by police. Restrict the inter-agency and cross-border 
sharing of facial recognition data (to prevent the amassing of a broad society-wide 
database of individuals) 

RECOMMENDATION 3) Develop a ‘regulatory sandbox’ where independent auditors, 
researchers, civil society, journalists, or other independent third parties as well as the 
jurisdiction’s data protection regulators would be required to test, audit, inspect, assess, 
evaluate, and verify the privacy, access, and algorithmic integrity, bias, and impact of AI 
prior to the product/platform being acquired or used by police, whether directly or 
indirectly. The sandbox would also provide developers and technology companies with a 
safe place to test their proprietary systems, enabling them to identify and mitigate the 
problems before launch or implementation — without penalty.  

RECOMMENDATION 4) Require regular, ongoing and substantive agency-wide training for 
all members of law enforcement (sworn and civilian) with a mandated curriculum that: 
• Is consistent across law enforcement agencies; 
• Addresses the ethical use of AI, biometric collection, and the legislative privacy and 
access rights and obligations of citizens, sworn members, and law enforcement agencies;  
• Provides insights from internal and external privacy and access-to-information 
professionals and from academics, researchers, policy-makers — and prohibits input from 
or behalf of industry executives, lobbyists, and vendors.  

RECOMMENDATION 5) Require that the ‘public information’ relied upon by technologies 
and third parties has only been made public through legitimate and lawful means. 

RECOMMENDATION 6) Require law enforcement agencies to have an independent 
internal auditor general to ensure complaints raised by personnel within their agency 
regarding moral and ethical concerns are addressed expeditiously and fulsomely, and the 
results reported to the public without delay. 

RECOMMENDATION 7) Ensure the guidelines include a list of prohibited Facial 
Recognition/Biometric Recognition Technologies/Artificial Intelligence practices including 
practices that directly or indirectly manipulate someone in a way that can cause a “real risk 
of significant harm”. 
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RECOMMENDATION 8) Ensure guidelines provide mandatory-use standard acquisition, 
use and disposition terms and conditions for facial recognition used by public sector 
organizations or anyone on their behalf, and for the collection, use, and disclosure of data 
from other biometric technologies and techniques.  

RECOMMENDATION 9) Ensure the guidelines clearly delineate and articulate where and 
when automated facial recognition may be and must not be used by police. 

RECOMMENDATION 10) Require that a dedicated, independent, disinterested, apolitical 
and impartial third party lead the process of assessing risk and harm in practices where the 
intended purpose or reasonably foreseeable use or misuse can directly or indirectly lead to 
a person suffering or being subjected to physical, psychological, social, judicial, or 
economic harm. 

RECOMMENDATION 11) Establish a genuinely independent, apolitical, and fully funded 
Artificial Intelligence Review Board to promptly, properly, and thoroughly scrutinize the 
operation and effects of facial recognition technology (well beyond cursory Privacy Impact 
Assessments); and authorize the Board to require technology companies to modify designs 
to ensure (prior to product release) that AI products are free from bias, that AI is trained 
on high-quality datasets that contain only legally-obtained data; and that AI respects 
privacy and other fundamental human rights. 

RECOMMENDATION 12) Require that consultation processes exclude industry/vendor 
representatives and lobbyists, and others in a conflict position or who have a vested 
interest or potential for gain from a law enforcement agency adopting a particular 
technology/process. 

RECOMMENDATION 13) Require that AI and FRT products permitted for use by Canadian 
law enforcement be the product of entities that have specific policies to recruit, promote, 
and retain a more culturally, ethnically, and gender-diverse workforce — so that the 
systems the companies design are more likely to reflect a more diverse range  of 
perspectives and concerns.  

RECOMMENDATION 14) Constrain facial recognition to a clearly articulated single use with 
strict limits, including data expiry and genuinely informed consent.  

RECOMMENDATION 15) Update the Criminal Code and substantively update privacy and 
access to information laws to apply to facial recognition and other biometric identification 
methods, technologies, and systems.  

RECOMMENDATION 16) Require that all organizations using facial recognition or other 
biometric identification technologies implement strong administrative, technical, and 
process measures to safeguard individuals’ rights, freedoms, and legitimate interests, and 
publish policies to provide transparency and clarity. 
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RECOMMENDATION 17) Require that all organizations using facial recognition or other 
biometric identification technologies implement objective mechanisms that afford internal 
personnel the right and means to obtain human intervention on the part of the 
organization, to express his or her point of view, and to contest the decision  

RECOMMENDATION 18) Ensure that senior officers and executives are subject to be held 
personally liable for improper acquisition or use of FRT and other biometric or algorithmic-
based identification systems, and that Information and Privacy Commissioners are 
authorized to determine and impose penalties and levy monetary fines against individuals 
who approve or who acquire, deploy, or use biometric identification technologies, or the 
data derived from the use of such technologies, for any non-criminal unauthorized purpose 
or in a manner that is contrary to the guidelines or legislation.  

RECOMMENDATION 19) Provide individuals with a direct right of recourse when harmed 
by the use of facial recognition, artificial intelligence-based, or other biometric 
identification technology employed by or on behalf of police.  
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