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More than two decades into a new century, the pace of  technological change seems 
to be accelerating, and is leaving many people feeling confused, agitated, and 

overwhelmed. The volume of  work to stay ahead of  the game is endless and, with 
reliably correct guidance, can be endlessly satisfying. 

New technologies can offer great conveniences, but their use also comes with trade-
offs, and it’s important to know what you’re trading. As feature contributor Marc-
Roger Gagne explains, the rapid pace of  change has seen many Canadians adapt to 
cell phones and become so reliant and trusting that landlines have become a rarity. 

Equally rare are the legislative changes to improve privacy and access to information — 
which is in sharp contrast to the international onslaught of  new laws to regulate internet 
content and, in the process, undermine privacy. 

Stretched between the two are the courts, grappling with issues wrought of  new 
technologies. Digital technologies and unintended consequences of  their us have led to a 
plethora of  individual and class actions. 

Contributing writer Sarah Virani offers 
valuable insight to a growing body of  law that 
is shaping how and when we use the tort of  
intrusion upon seclusion. 

Bill Fitzgerald provides valuable advice for 
responding when security or privacy researchers 
call — tips worthy of  being incorporated into 
every organizational data protection policy 
review and risk assessment framework.

In the meantime, enjoy this issue! Share this 
journal with colleagues and clients. And let us 
know what’s important to you. Your comments 
and contributions to Editor@AMINAcorp.ca 
are always welcome.-

Be vocal — your opinion counts!

Sharon Polsky, BIS MAPP 
Editor-in-Chief  
President, PACC-CCAP
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From Phones to 
Facial Recognition

By Marc-Roger Gagne MAPP

facial recognition built into it. The feature is innocent 
enough and actually quite useful if  you trust the people who 
gain access to your facial recognition data on the backend.

Unfortunately, the revelations of  social media giants like 
Facebook using personal data to drive ad revenue did 
nothing to make us more cynical of  this technology. Indeed, 
facial recognition technology has a dark side to it.

While you might derive great convenience when using it, 
it’s important to know what you’re trading it for. The fact 
that it’s become so ubiquitous could mean that people don’t 
really understand how it works, or what how the technology 
impacts social and corporate practices.

Today we’ll look at how facial recognition technology is 
being utilized by law enforcement and corporations to 
further their aims, often at the expense of  individual privacy 
and civil liberties.

Post-Privacy World
Shortly after the terror attacks on September 11, 2001, the 
United States government enacted the USA PATRIOT Act. 
The new law gave law enforcement agencies unprecedented 
powers that were to be temporary, and were intended to 
provide police with the powers they needed to ensure that 
the crimes committed against the USA were answered for.

Almost 20 years later, and the PATRIOT Act is still alive and 
well, and has been expanded and renewed in the intervening 
decades. What was a well-intentioned and probably necessary 
law at the time has facilitated a nationwide surveillance 
project that infringes upon the rights of  American citizens, 
residents, and visitors alike.

The technologies developed to give life to the PATRIOT Act 
— including facial recognition — have usurped individual 
liberties and privacy, and ushered in a post-privacy world. 

Law enforcement agencies today, like the FBI and 
most state police departments, maintain 

a vast database of  facial 
recognition data.

...3

The evolution of  cell phones to smartphones was a 
revelation. Suddenly it was possible to do so much more 

than make a phone call or send a text message. The power of  
a computer in the palm of  your hand seemed like something 
out of  a science-fiction novel. As consumers began to adopt 
the new technology, new features and functionality were 
added to keep the user experience fulfilling.

Smart phones also simplified life. No longer was it necessary 
to carry a Daytimer, an address book, a camera, and a phone: 
The functionality of  all (and more) was incorporated into a 
single device. And smartphones took the whole concept of  
having a camera in your pocket to a new level. With a few 
keystrokes it was possible to take and send high-definition 
photos to anyone.

Technological innovation met human ingenuity, and the 
two lived in perfect harmony. Even more apps and features 
were added to take advantage of  technologies created by a 
growing field of  developers, startups, legacy and new-era 
companies. 

An early entrant in the smartphone marketplace was Apple, 
which introduced the now-ubiquitous iPhone in 2007. By 
2017, its novel features included FaceID, which revolutionized 
security by utilizing facial recognition technology to secure 
your phone.

While Apple’s FaceID wasn’t the first or only app that using 
facial recognition, it was the first one to do it well, and is now 

emulated by other device makers. Almost every 
smartphone on the planet now 

has some kind of  
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Similar to the PATRIOT Act, facial recognition was 
introduced as a well-meaning measure to catch criminals, 
monitor known suspects, and enable law enforcement to 
track individuals under investigation remotely. Once again, 
it mutated into something far worse, all the while being 
promoted as necessary for law enforcement, and convenient 
for consumers.

Law enforcement agencies were not satisfied with the facial 
recognition databases they amassed; they acquired pictures 
from driver’s licenses and other identification methods to 
increase the dataset. By 2019, the FBI’s facial recognition 
database had more than 640 million photos — in a country 
of  331 million people (according to the US 2020 Census). 

Although many people who haven’t committed a crime 
might have nothing against the FBI having their photo, it 
is unsettling that Americans, Canadians and other visitors 
to the US are subjected to the same scrutiny and suspicion 
as those who have committed crimes. Furthermore, being 
included in a database that presumes everyone is a potential 
suspect is in complete contrast to the principle of  assumed 
innocence — which is why it is alarming that the FBI has 
such a database and saw nothing wrong in maintaining it.

Uncharted Territory
The worst thing of  all is that facial recognition technology is 
still in its infancy; and that creates its own set of  issues that 
need to be highlighted. 

Let’s begin with the obvious one; there is no consensus on 
the correct usage of  the technology. Since it’s something new, 
law enforcement officers and agencies are still figuring out 
how best to deploy it. And agencies in different countries 
have different views of  what is proper or appropriate.

From Phones to Facial Recognition
Continued from page 3

Unfortunately, as the old saying goes, when all you have is 
a hammer, everything looks like a nail. When self-interested 
companies provide police with technology that is far beyond 
the expertise of  law enforcement lawyers and judges, it’s too 
easy to simply use the technology and justify it as necessary.

As numerous academic, privacy, and technology researchers 
and practitioners have demonstrated, the trial-and-error 
methodology often used when deploying and relying on facial 
recognition can have life-altering impacts. For instance, a 
database flagging a person based on their face matching that 
of  a known criminal should not be relied upon as a definitive 
match; and, while many law enforcement agencies do use 
human intervention to assess the match, not all do. Whether 
out of  laziness, the stress of  limited time or resources, or 
simply human nature, the result can be devastating.

Furthermore, artificial intelligence has been proven to 
be racially biased. Considering that this is something that 
technology developers should fix, it’s not surprising since 
people who create the technology embed it with their own 
biases, prejudices, and values. That, too is human nature, 
and leads to unfairly targeting people — giving rise to the 
very real need to restrict the use of  facial recognition.

The second area of  concern is that the data used in facial 
recognition databases isn’t necessarily valid or reliable. Some 
data sources are credible, and some are not, and often it 
is impossible to know (or simply assumed to be valid),thus 
creating problems of  its own. How can you determine 
whether the particular face being flagged right now is based 
on a reliable data source or not? You can’t! This is why in its 
current form, the use of  facial recognition is problematic.

Despite the problems, law enforcement agencies continue 
to expand their use of  facial recognition systems based 
on the argument that it is merely another investigative 
tool. They continue to add new data to their ever-growing 
repositories without considering the unintended harmful 
consequences, or whether using facial recognition is a good 
idea in the first place. This brings us to the final issue: the 
design, deployment, and use of  facial recognition is virtually 
unregulated in Canada and elsewhere.

Bureaucracy is often considered as being too soft on tech 
companies, perhaps because bureaucrats are as uninformed 
as other segments of  the population about technology and 
its impact on society; and they often rely on guidance from 
the tech companies and their lobbyists. For there to be any 
regulation of  this technology, there first needs to be a shared 
understanding of  the terms and a correct understanding of  
the technology, its functionality, its risks to individuals, and 
its limitations.

...5

The formal name of  the USA PATRIOT Act is the 
Uniting and Strengthening America by Providing Appropriate Tools 
Required to Intercept and Obstruct Terrorism Act of  2001 

The short title of  the USA PATRIOT Act is the Uniting 
and Strengthening America by Providing Appropriate Tools to 
Restrict, Intercept and Obstruct Terrorism Act of  2001

The logn title of  the USA PATRIOT Act is an Act to deter 
and punish terrorist acts in the United States and across the globe, to 
enhance law enforcement investigatory tools, and for other purposes.
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Facial recognition technology is driven by artificial 
intelligence, which itself  is hardly more than pattern 
recognition. Computers are not yet sentient or capable of  
actual reasoning, and can only create “predictions” that 
are calculated statistical likelihoods — and they are entirely 
dependent on the accuracy and impartiality of  the data. 

Given those realities, it is remarkable that law enforcement 
(and courts) give such credence to technology that is 
fundamentally unreliable — and why lawmakers need to 
enact strict legislation that articulates the circumstances, if  
any, in which facial recognition may be used, and restricts or 
prohibits other uses.

Facial Recognition Data Mining
Another aspect of  facial recognition that is often left out of  
the discussion is the cavalier way some of  the biggest tech 
companies have approached and promoted facial recognition 
as something that is in great demand (though they never say 
who is creating the demand) and necessary to make our lives 
easier or more convenient. 

As we’ve seen in the past, though, corporate interests have 
little concern for the unintended consequences that these 
innovations have on individuals. That fact is not surprise, 
since the goal of  for-profit entities is to provide the greatest 
return possible to their investors. Protecting privacy can 
distract from that objective.

Similarly, there is little discussion about the source of  the 
facial images amassed by Google, Facebook and Microsoft 
in their databases of  facial data — or about the or validity 
of  the current vague take-it-or-leave-it “consent” framework 
that regulators have endorsed and companies rely upon.

Given the growing evidence about problematic aspects of  
facial recognition technology and its uses, it’s time to be 
more concerned about how this facial data is used today and 
will be used in the future. 

From Phones to Facial Recognition
Continued from page 4

The fact that so few people are concerned is use is nothing 
short of  alarming. 

On the other hand, governments are delighted at the 
innovations, employment, and economic potential to 
be derived from facial recognition and other advanced 
technologies — which are not evil but can be put to evil 
purposes. 

Final Word
Most innovation comes from a desire to improve the world, 
and often is employed in ways that are consistent with that 
goal. Like with facial recognition technology, whether a 
technology ends up being ‘good’ or ‘bad’ is a matter of  how 
it is used or abused. 

Knowing how law enforcement and corporations do or can 
misuse facial recognition is important, but not enough! Use 
this knowledge to be inquisitive and critical of  technology, 
how it is used, by whom, and why. Critically engage with 
everything that surrounds us daily – the origin of  facial 
recognition is in the camera, after all! TWR.

Marc Gagne MAPP is a Privacy and Data Governance Advocate who has been 
dedicated to providing top-notch policy advice for government and corporate 
clients alike. He can be reached at Marc.gagne@gagnelaw.ca
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If  you run a company that does anything online, at some 
point you will probably need to talk with an independent 
privacy or security researcher. Here are some suggestions to 
make the experience better:

Welcome the call. In general, independent researchers are 
calling because they care, and because they want to help. 
When an independent researcher calls, you are effectively 
getting free consulting. Consider yourself  lucky.

Be wary of  demands for money or payment in 
exchange for information. Ideally, your company will be 
in good standing with a bug bounty program, but that is a 
separate issue and process from direct outreach. If  someone 
contacts you directly and asks for money in exchange for 
information, that’s a bad sign.

If  a privacy or security researcher offers to email 
you a report of  their findings, accept that offer. It’s 
free information. If  and when a company refuses that offer, 
it’s a sign that they are more concerned about potential 
public relations and plausible deniability than they are about 
fixing an actual problem.

Remember: people who are going out of  their way 
to report a privacy or security issue to a company 
have no reason to trust you. Related: people who are 
going out of  their way to report a privacy or security issue 

to a company have other things we would rather be doing 
with our time. The only reason we are making a call to you is 
because we have found an issue with your service that needs to 
be fixed. Most moderately experienced privacy and security 
researchers have multiple horror stories of  companies who 
are dismissive, rude, irresponsible, dishonest, or careless. If  
you are going to distinguish yourself  as different, it will take 
some effort on your part.

When a privacy or security researcher calls, avoid being 
dismissive, rude, irresponsible, dishonest, or 
careless.

Following up with a privacy or security researcher 
and letting them know that you have acted on their 
information is good practice, a sign that you are 
trustworthy, and professional courtesy. Refusing to follow up 
will be interpreted as a sign of  bad faith.

When a privacy or security researcher contacts you with 
findings, their findings remain their work, and they 
are free to discuss them publicly within reasonable ethical 
and legal guidelines. Criminal entities are fully aware of  the 
range of  options at their disposal, and silence only benefits 
the criminal. In most cases, a disclosure window of  between 
15 and 90 days (depending on severity, complexity, etc) is fair.

Make sure your site has a security.txt file. Really, 
this is just something you need to have in place at all times, 
but it should be easy for researchers to get a competent and 

informed contact for privacy and security 
issues.

Making and receiving privacy/security 
reports gets tricky fast. Speaking for myself, 
I report privacy and security issues when I 
see a problem that has the potential to cause 
harm to people. It’s never fun, and issues need 
to hit a certain threshold to be considered 
reportable.

If  you are at a company and you receive a 
privacy or security report, take it seriously, and 
be aware: your response is part of  the picture 
that shows how much or how little you respect 
the people impacted by your service. TWR.

Things To Do (and Things To Avoid) When a 
Privacy or Security Researcher Calls

By Bill Fitzgerald
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Darwin Moments 

Much has been said about convoluted privacy policies, about 
how long it might take the average person to read them, and 
about how incomprehensible so many of  them seem to be. 

Even Mark Zuckerberg, in his testimony before the U.S. 
Congress, remarked that few people (including himself) read 
privacy policies.

Nevertheless, many instances have come to light in which the 
‘legalese’ of  privacy policies has been the source of  ridicule, 
entertainment, and consternation. 

But seldom do we see such a vivid examples of  a statement, 
no doubt crafted with the best of  intentions, that the public 
is to rely upon, and the organization will stand behind, that 
is written in plain language and still falls flat.

Library and Archives 
Lacking
The Information Commissioner of  Canada’s systemic 
investigation of  Library and Archives Canada found several 
issues impeding the institution’s ability to provide access to 
the information under its control. The OIC “has collected 
evidence through complaint investigations confirming that 
LAC has not been responding to access requests within 
legislated deadlines” set out in the Access to Information Act. 

Indeed, for the period under investigation, “almost 80% of  
the requests completed by LAC did not comply with the time 
frames set out in the Act.”

The Minister responsible, the Minister of  Canadian 
Heritage, was made aware of  the Commissioner’s findings 
and the 10 recommendations that resulted from this 
investigation in January 2022, and has agreed to implement 
most of  the recommendations. His leadership will be needed 
in addressing “the bleak state of  LAC’s access to information 
program, and in seeing the necessary work through to 
completion.” TWR.

The challenge of  accessing our collective memory is 
available at https://www.oic-ci.gc.ca/en/resources/
reports-publications/access-issue-challenge-
accessing-our-collective-memory

New degree prepares 
tech professionals for 
cybersecurity challenges of  
the future
Master of Information Security and Privacy degree 
offers hands-on learning to build technical skills

With more than 210,000 cybersecurity job vacancies in 
Canada expected within the next three to five years, 

the University of  Calgary recently introduced a graduate 
program to help tech professionals step up to the challenges 
of  the current and future digital economy. 

Unlike many cybersecurity programs that focus solely on 
technology, the U of  C Master in Information Security and 
Privacy degree addresses the importance of  data privacy 
and information security skills, and integrates experiential 
learning and technical skills training.

The program offers Graduate Certificates in data privacy, 
network security, and software security, and the opportunity 
to apply directly to the Master of  Information Security & 
Privacy and complete the required credits as part of  the 
program. TWR.

https://www.oic-ci.gc.ca/en/resources/reports-publications/access-issue-challenge-accessing-our-collective-memory
https://www.oic-ci.gc.ca/en/resources/reports-publications/access-issue-challenge-accessing-our-collective-memory
https://www.oic-ci.gc.ca/en/resources/reports-publications/access-issue-challenge-accessing-our-collective-memory
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Data for Public Good 
and Economic Advancement

The Covid pandemic revealed significant gaps in balancing 
public health with privacy and security concerns. Contact 
tracing apps were a new class or form of  surveillance, often 
developed and deployed without sufficient (or any) scrutiny 
by independent security and privacy experts. 

With the experience of  Covid-related QR codes, and medical 
and health information being shared with authorities and local 
merchants, the National Cybersecurity Consortium (NCC) 
developed a statement on best practices it is encouraging 
governments to follow to ensure that Canadians’ online 
privacy is protected. 

The NCC’s mandate is to link Canada’s cybersecurity 
and privacy training, innovation and commercialization 
capacities within a national consortium, to harness a network 
effect that will significantly advance innovation and talent 
development and increase cybersecurity-related economic 
activity in Canada.: 

Recognizing that cybersecurity and privacy are emerging as 
critical challenges that must be tackled to secure our future, 

the NCC will focus on five themes of  activity: network 
security, software security, human-centric cybersecurity, 
privacy, and critical infrastructure protection. Examples of  
potential projects include improving methods for ensuring 
data privacy, creation of  advanced training environments, 
and developing more robust protections for critical 
infrastructure including utilities, energy systems, health care 
and banks.

The Government of  Canada has committed to contribute up 
to $80 million over four years to the federally incorporated 
not-for-profit National Cybersecurity Consortium. 
Additional support from cash and in-kind contributions as 
well as project-based funding will combine to provide total 
funding that will exceed $160 million.

The NCC was created in 2020 by centres of  expertise in 
cybersecurity at five Canadian universities, and is open to 
membership by universities and colleges; private sector 
firms, and public sector organizations in all sectors. TWR. 

ncc-cnc.ca

The NCC Executive Group:The NCC Executive Group:

• Dr. N. Asokan, Executive Director, Cybersecurity 
and Privacy Institute, University of  Waterloo

• Dr. Ken Barker, Director, Institute 
for Security, Privacy and Information 
Assurance, University of  Calgary

• Dr. Mourad Debbabi, Director, Security 
Research Centre, Concordia University

• Charles Finlay, Executive Director, Rogers 
Cybersecure Catalyst, Ryerson University

• Dr. Ali Ghorbani, Director, Canadian Institute 
for Cybersecurity, University of  New Brunswick

http://ncc-cnc.ca
http://ncc-cnc.ca
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Privacy Law Pitfalls

In anticipation of  legislative proposals to update PIPEDA, 
the Canadian Marketing Association published a detailed 

report: Privacy Law Pitfalls – Lessons Learned from the 
European Union – that compiles critical analyses of  the 
European Union’s experience with its powerful privacy law, 
the General Data Protection Regulation (GDPR), which took 
effect in 2018. The report is a cautionary tale for Canadian 
policymakers to avoid the serious negative consequences 
that have resulted—for governments, consumers and 
organizations alike—from the GDPR’s overly complex, 
prescriptive or otherwise disproportionate provisions. 

The report refers to the “staggering regulatory burden” 
created by the GDPR, and articulates the many negative 
consequences including:

• Hampering the ability of  organizations to 
innovate and contribute to economic growth

• Disproportionately impacting small 
and medium-sized enterprises

• Creating complexity for consumers

• Triggering other inefficiencies and 
unintended consequences

• Suppressing emerging technologies

• Obstructing cross-border business 

• Hampering the ability of  organizations to 
innovate and contribute to economic growth

• Staggering regulatory burden.

• Disproportionately impacting small 
and medium-sized enterprises

• Creating complexity for consumers

• Triggering other inefficiencies and 
unintended consequences

• Suppressing emerging technologies

• Obstructing cross-border business 

As the CMA notes in its report, the EU’s “troubled experience 
with its data privacy law” underscore the importance of  
ensuring that Canadian privacy law “continues to be rooted 
in an administratively workable, principles-based legislative 
framework that promotes a technology- and sector-neutral 
approach to privacy, helping to ensure flexibility in the 
face of  rapidly evolving technologies, business models and 
consumer expectations.”

According to the CMA, the GDPR experience also illustrate 
the importance of  “ensuring privacy law continues to 
be guided by a balanced purpose statement that enables 
organizations to use personal information to conduct 
essential aspects of  business in a manner that improves the 
lives of  individuals, while protecting their privacy rights.”

Download the full English report with detailed 
research findings at https://thecma.ca/docs/default-
source/default-document-library/cma-2022-report-
privacy-legislation-pitfalls.pdf ?sfvrsn=ed54bdf4_6

https://thecma.ca/docs/default-source/default-document-library/cma-2022-report-privacy-legislation-pitfalls.pdf?sfvrsn=ed54bdf4_6
https://thecma.ca/docs/default-source/default-document-library/cma-2022-report-privacy-legislation-pitfalls.pdf?sfvrsn=ed54bdf4_6
https://thecma.ca/docs/default-source/default-document-library/cma-2022-report-privacy-legislation-pitfalls.pdf?sfvrsn=ed54bdf4_6
https://thecma.ca/docs/default-source/default-document-library/cma-2022-report-privacy-legislation-pitfalls.pdf?sfvrsn=ed54bdf4_6
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Transitions & Tributes

PACC members and others across the privacy and access to 
information community were saddened to learn of  Darce 
Fardy’s death. His indomitable spirit, his self-deprecating 
wit, and his practical outlook on his life were an inspiration. 

His was a lifetime devoted to 
public service through a lengthy 
career with CBC that took him 
to the United Nations in New 
York and saw him eventually 
take the role as Director of  
Television in St. John’s and 
Halifax and eventually to 
network HQ in Toronto where 
he served as Head of  Current 
Affairs, overseeing programs 
such as The Journal, The Fifth 
Estate, and Marketplace (and 
many more). 

After retiring from CBC in 1991, Darce accepted an 
appointment as the first Review Officer overseeing the Nova 
Scotia Freedom of  Information and Protection of  Privacy Act, where 

he drew both admiration and ire from elected officials and 
senior public servants for 11 years before retiring once more. 

Darce went on to establish the Nova Scotia Right to Know 
Coalition, an advocacy not-for-profit, which he ran from his 
modest home office for several years.

As an advocate, Darce was revered by requestors for his 
knowledge, tenacity, and steadfastness, and dreaded by 
requestees of  government-held information for the very 
same reasons 

Through it all, Darce’s passion, irreverence, and wry humour 
shone through his storytelling and his humility about his 
many accomplishments and awards including the Queen’s 
Diamond Jubilee medal (2013) and the awarded the 2017 
Grace-Pépin Access to Information Award (2013), which 
recognizes those who make an exceptional contribution in 
the field of  access to information.

A gentleman and a mensch, Darce died the way he lived — 
with dignity. May his memory be a blessing and an enduring 
inspiration. TWR.

UNCAC: An Access to Information Campaign to Track 
Transparency in UNCAC Implementation 
The United Nations Convention against Corruption (UNCAC), the world’s only binding anti-corruption mechanism, has 
invited civil society organizations from around the world to join a campaign that asks national governments to release 
key documents and information about what they have done to implement the provisions of  the UN Convention against 
Corruption.

The campaign will track the requests filed around the world, as well as the responses provided by governments.

The responses will be important to document how responsive and transparent different countries are when asked to disclose 
information about their anti-corruption efforts. The Coalition will make the responses and findings publicly accessible 
on the UNCAC website, and track how responsive governments are in light of  their obligation to respond to freedom of  
information requests.

The Convention was adopted by the General Assembly of  the United Nations on 31 October 2003. Canada, which is 
among the 189 nations that have signed or ratified the Convention, became a 
signatory on 21 May 2004, and ratified the Convention on 2 October 2007. 

Learn more about the UNCAC Access to Information Campaign at 
uncaccoalition.org/uncac-review/access-to-information-campaign/

Gerard J. “Darce” Fardy 
May 15, 1932 - March 12, 2022

http://uncaccoalition.org/uncac-review/access-to-information-campaign/
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April 2022
5-6  Privacy-Enhancing Technologies Summit Europe 

Zurich, Switzerland ** †

May 2022
2 - 8 Privacy Awareness Week

Global

16 - 22 Open Government Week
Global

17 Data Collection & Risk 
Hybrid

18-19  Privacy Enhancing Technologies Summit North 
America ** †
Boston MA

June 2022
14 - 16 Digital Transformation in Government Conference

Ottawa / Virtual

16-17 ICWMTPSCP 2022: 16. International Conference 
on Wearable Medical Technologies, Privacy, Security 
and Consumer Protection
Toronto ON

28 CNIL Privacy Research Day 2022 **
Paris France

23-24 ENISA Annual Privacy Forum 2022 **
Warsaw Poland

27 - 28  The 13th Annual Sedona Conference International 
Programme on Cross-Border Data Transfers and 
Data Protection Laws*
Washington DC & Online

July 2022
7 - 9 SOUPS 2022: Kids’ Online Privacy and Safety *

Boston MA

26 Data Governance in Marketing
Virtual

August 2022
SOUPS 2022: Kids’ Online Privacy and Safety

**Program qualifies for Continuing Professional Development credits applicable 
toward PACC Professional Certification

† PACC members and partners enjoy a discount when registering to attend.

Upcoming Events

https://waset.org/wearable-medical-technologies-privacy-security-and-consumer-protection-conference-in-june-2022-in-toronto
https://waset.org/wearable-medical-technologies-privacy-security-and-consumer-protection-conference-in-june-2022-in-toronto
https://waset.org/wearable-medical-technologies-privacy-security-and-consumer-protection-conference-in-june-2022-in-toronto
http://responsema.org
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American authorities stationed in customs controlled areas 
within Canadian airports exercise their authority under the 
laws of  the United States that regulate the admission of  
travellers and goods into the US. 

In 2011, the Prime Minister of  Canada and the President of  
the United States issued Beyond the Border: A Shared Vision 
for Perimeter Security and Economic Competitiveness. 
The declaration established a new long-term partnership 
built upon a perimeter approach to security and economic 
competitiveness. This means working together, not just at 
the border, but beyond the border to enhance security and 
accelerate the legitimate flow of  people, goods and services.

In its efforts to enhance cross-border law enforcement 
cooperation, the Government of  Canada worked with the 
US Government to develop and implement the Beyond the 
Border Action Plan. A key feature of  that Plan was to support 
integrated cross-border law enforcement initiatives, such as 
regularizing Shiprider teams, creating land-based integrated 
teams for intelligence and criminal investigations, and creating 
a bilateral radio interoperability system to enhance timely 
responses to border incidents. A complementary element 
of  the cross-border cooperation program was the Canada–
United States Regulatory Cooperation Council, which was 
created in 2011 to better align the US/Canada regulatory 
approaches to protect health, safety, and the environment 
while supporting growth, investment, innovation, and market 
openness.

The Integrated Cross-border Law Enforcement Operations 
Act , enacted in 2012, facilitated increased national security 
and transnational crime investigation activities to enable 
Canada and the US to maximize their ability to tackle the 
serious security threats. The law extended existing bilateral 
law enforcement programs to develop the next generation 
of  integrated cross-border law enforcement operations to 
leverage cross-designated officers and resources to jointly 
identify, assess, and interdict persons and organizations 
involved in transnational crime.

An important part of  the Perimeter Security program was 
improving the sharing of  relevant information among law 
enforcement agencies — including those focused on national 

Cross-Border Trade, Travel, and Trouble

Anyone who has been through a divorce in Canada knows 
that the laws are intended to provide for the best interests 
of  any children affected by the marital breakdown. It is 
the youngsters’ interests that are to be at the heart of  all 
negotiations and court hearings. 

Or should be. 

But that’s where theory and reality part company since not all 
parents are reasonable, rational or, truth be told, care about 
anything more than manipulating the system to preserve 
their own self  interest and fragile egos. 

We all know someone who, after having spent years with their 
partner, pooling their resources and building toward a secure 
future, suddenly becomes the target of  an unimaginable 
level of  acrimony. Trust is shaken to the core as their safety 
is threatened. Financial security teeters. Where once nobody 
was concerned if  a child skinned their knee, parents now 
seize upon trivialities to accuse the other parent of  neglect. 
Of  being self-serving. Of  being petty, petulant, or punitive. 

A similar situation is becoming increasingly apparent as 
the long-standing amiable relationship between the United 
States of  America and its closest ally is strained. Like an 
old married couple, the conversation between Canada and 
the US — which have spent years trying to ensure a safe 
and secure future for both — has dwindled to silence. To 
excluding the other from critical discussions. To baseless 
accusations. To scrutinizing the mundane minutiae of  life.

Like parents who take for granted how easy it is to see their 
children at the end of  the day, residents from Canada and 
the US have enjoyed relatively free passage across the longest 
international border in the world. To make the experience 
even easier, Canadians flying to the US now clear US 
customs and immigration before departing, thanks to the 
preclearance operations run by the U.S. Customs and Border 
Protection (CBP) at airports in 8 of  Canada’s most populous 
cities and the pre-inspection facility in Victoria dedicated 
to US-bound ferry traffic. Thanks to the Agreement on Air 
Transport Preclearance signed in 2001, travellers who step 
into the “Customs controlled” areas within the eight largest 
Canadian airports are instantly on United States territory 
— and subject to the laws of  the United States of  America. 

...14
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security — to enable them to identify serious offenders and 
violent criminals on both sides of  the border. 

As the Government of  Canada noted in its March 2013 
budget, the country’s finances have been arranged to provide 
“economic and security initiatives to enhance perimeter 
security and facilitate legitimate trade and travel under the 
Canada-United States Beyond the Border Action Plan”. 

Canada’s 2013 budget included provisions to be implemented 
in the following 5 years that would “further facilitate 
the flow of  legitimate goods and people across our 
shared border” and enhance Canada’s 
capability to share immigration 
information with the United to help 
officials establish the identity of  
foreign nationals at the earliest 
opportunity — measures 
which have the potential 
to threaten Canadian 
sovereignty, individuals’ 
privacy, and their Charter 
-protected freedoms. 

In the years since then, 
successive governments have 
implemented a broad range of  
digital and technological ‘solutions’ to 
monitor individuals — ostensibly to improve 
trade, travel, and national security. 

Coordinated entry and exit information systems that record 
the land entry into one country can be utilized to establish a 
record of  exit from the other. And to identify Employment 
Insurance claimants who might be disqualified from 
eligibility.

An Interactive Advance Passenger Information System 
shrouded in secrecy makes “board/no board” decisions 
on all travelers flying to Canada prior to departure — and 
makes it difficult to challenge being placed on a no-fly list. 

The Government of  Canada amended the Customs Act to 
allow the Canada Border Services Agency to collect personal 
information on every person leaving or who has already 
left Canada. As a result, the border-crossing information 
collected by CBSA shared with American authorities 
provides a live-time inventory of  people and goods entering 
the United States.

Integrated cross-border law enforcement initiatives were 
introduced, including land-based integrated teams for 
intelligence and criminal investigations, and a bilateral 
radio interoperability system to enhance timely responses to 
border incidents. 

Cross-Border Trade, Travel and Trouble
Continued from page 13

Cross border marine patrols by multi-agency Border 
Enforcement Security Taskforces (BESTs) “utilize co-located 
and cross-designated investigative assets of  federal, state/
provincial, local, and tribal law enforcement partners on 
both sides of  the border.”

Overshadowed by the many technological initiatives is the 
2015 Agreement on Land, Rail, Marine, and Air Transport 
Preclearance, and Canada’s Preclearance Act under which “The 

Minister may designate an area as a customs controlled 
area,” thereby declaring the area to be American 
territory on which members of  US law enforcement are 
fully authorized to act in the capacity of  their American 
roles, but with full authority and status within Canada.

The Preclearance Act does not limit where preclearance 
areas may be established. Given the increasingly 
strained relations between Canada and its 
allies, and the number of  concessions that 

Canada has granted the United States 
to demonstrate its willingness to be 

a reliable ally and team player, 
it is entirely conceivable that 
the responsible Minister may 
negotiate away greater aspects 
of  Canadians’ privacy and 

sovereignty in the name of  cross-
border security. 

Like warring parents, the increasingly 
strained relationship between Canada and 

the United States has created winners and losers — costing 
Canadians much more than the ability to enjoy relatively 
free entry into the United States that they have enjoyed for 
decades. In the efforts to improve trade, travel, and security, 
technology and laws have cost Canadians and Americans 
their privacy. 

Further deterioration of  the relationship risks seeing 
American authorities construe the current bilateral divorce 
proceedings as an opportunity to seize a level of  information 
about Canadians never before seen in Canada. TWR.

https://katedewhirst.com
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On March 24, 2022, the Ontario Divisional Court released 
its decision in Stewart v Demme (2022 ONSC 1790), a class 
action case against William Osler Health System and one of  
its ex-nurses (Demme). The case deals with the tort of  intrusion 
upon seclusion, which is a claim that can be advanced by 
individuals affected by a significant privacy breach.

Demme was a nurse at William Osler Health System. She 
suffered from an opioid addiction, which she fueled by 
stealing Percocet pills from one of  the automated dispensing 
units at the hospital. In order to access the medication, she 
would randomly choose a patient’s name from the screen 
on the automated dispensing unit. The screen would then 
display the patient’s ID number, which unit of  the hospital 
they had visited, any allergy information as well as any 
medications that had been administered to them in the 
previous 32 hours. Hospital records show that on each 
occasion, Demme accessed the patient information for a 
matter of  seconds. Her access of  the info was the “key” to 
unlocking the dispensing unit.

When the hospital learned what was going on, Demme was 
criminally convicted of  theft and lost her license to practice 
as a nurse. The hospital also notified all affected patients, who 
in response, initiated a class action lawsuit seeking damages 
for negligence and the tort of  inclusion upon seclusion.

The judge responsible for certifying the class action did not 
feel that the elements of  a claim of  negligence were made 
out. However, the class was certified for the tort of  intrusion 
upon seclusion.

The elements that need to be proven for the tort of  intrusion 
upon seclusion were set out in Jones v Tsige (2012 ONCA 32). 
They are:

• That there has been a deliberate and significant invasion 
of  privacy;
• That the information involved is highly personal in nature; and
• That the invasion would be highly offensive to a reasonable 
person.

At trial, the court found that the elements had been met 
on the basis that Demme’s actions were deliberate and 
the information accessed was health information, which 

is inherently sensitive. However, Demme and the hospital 
appealed. On appeal, the Divisional Court overturned the 
trial decision and concluded that the “highly offensive” 
criteria had not been satisfied.

The Divisional Court offered this rationale: “Not every 
intrusion into privacy amounts to a basis to sue for the tort of  
intrusion upon seclusion.” The intrusion must, objectively, be 
so offensive that it cries out for a remedy. In this case, the access 
to health information was limited, fleeting and incidental to 
Demme’s main objective, which was to access the opioids. 
While falling into the category of  health information, the 
information she accessed was not particularly sensitive and 
she did not retain or share the information with anyone.

The Divisional Court also clarified that when analyzing an 
intrusion upon seclusion case, the significance of  the intrusion 
is to be assessed individually for each affected person. The 
fact that there were over 11,000 intrusions in this case does 
not mean that each one was significant and highly offensive.

The takeaways from this case are:

• Not every privacy breach is sufficient to give rise to the 
tort of  intrusion upon seclusion. The intrusion must be 
an affront to privacy such that it “cries out for a remedy”;

• The fact that the information accessed was health 
information is insufficient to satisfy the “highly offensive” 
criteria. The nature of  the information, the factual 
circumstances around how it was accessed (for how 
long, with what motive, and whether it was retained or 
disclosed) all contribute to whether or not an invasion 
of  privacy is sensitive enough to meet the threshold 
to be characterized as “highly offensive”; and

• The number and scope of  individuals affected is 
irrelevant to the outcome of  the case. The significance 
of  the intrusion is to be assessed on the impact 
on each individual – a large number of  invasions 
does not equal a highly offensive intrusion.

This case adds insight to a growing body of  law that is 
shaping how and when we use the tort of  intrusion upon 
seclusion. TWR

Sarah Virani is Senior Legal Counsel with Kate Dewhirst Health Law in Toronto, 
Ontario, Canada. She can be reached at sarah@katedewhirst.com

How much is enough: meeting the threshold for 
the tort of  intrusion upon seclusion

https://katedewhirst.com
http://sarah@katedewhirst.com
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Modern vehicles collect more data than cellphones, 
making them attractive revenue sources for automakers 

that profit from mining the data. Questions about consent, 
data ownership, and the ability for vehicle owners, drivers, 
and passengers to opt out of  data collection remain 
unanswered. But there is no question that the industry’s 
collection, use and disclosure of  data — from music 
preferences to conversational data and location tracking — 
is a threat to personal privacy that industry insiders would 
rather consumers know little about. 

A new Consumer Watchdog report details some of  the 
ways that automaker surveillance jeopardizes privacy, and 
exposes the data sharing dilemma.

Read the report at https://www.consumerwatchdog.
org/sites/default/files/2022-03/CWD%20
TELEMATICS%20REPORT%20March%20
2022.pdf

The Future of  Privacy Forum recently convened policy, 
academic, and industry privacy experts to discuss 

privacy metrics and their benefits. 
The results are detailed in a new 
report — Measuring privacy 
programs — which reviews 
the types of  privacy metrics that 
organizations deploy to assess legal 
compliance, proactively manage 
risk, enhance customer trust 
and enable business processes. 
It sets forth various purposes 
and audiences for privacy 
metrics; common metrics used in 
organizations; the use of  metrics 

for risk management and benchmarking; and provides 
examples and tangible suggestions on how to resolve real 
world challenges that often arise when collecting, curating 
and presenting privacy metrics. 

Download the report at https://fpf.org/wp-content/
uploads/2022/03/FPF-PrivacyMetricsReport-R9-
Digital.pdf

Not worth the paper it’s written on? Informed 
consent and biobank research in a Norwegian 

context presents the findings from a focus-group study 
about informed consent, and examines the informed consent 
procedure of  the blood samples in the Nord-Trøndelag 
Health Study (HUNT), the largest research biobank in 
Norway. 

Central to the controversy over current interpretations of  
the Biobanks Act is the informed consent given by the donors 
to the HUNT biobank, and whether the consent given ‘was 
worth the paper it was written on’. 

This article traces the history behind the informed consent 
procedure of  the blood samples in the HUNT biobank. 
Researchers also present findings from a focus group study 
with biobank participants, and offer a philosophical analysis 
of  the concept of  informed consent in light of  the findings 
from the focus-group study as well as the history behind the 
HUNT biobank.

Read the study results at https://www.academia.
edu/21224789/Not_worth_the_paper_its_written_
on_Informed_consent_and_biobank_research_
in_a_Norwegian_context

Snooping incidents are on the rise and can cost time, money, 
heartache and headaches. But whether from curiosity, 

malice, or ignorance, unauthorized access to personal health 
information — or snooping — is a violation of  trust and of  
privacy laws.

Snooping is also entirely preventable. 

Tips to Prevent Employee 
Snooping – A Key Component 
of  Your Privacy Practice 
Management Program is a 
hands-on guide to protect healthcare 
practices from privacy breaches, and 
offers practical tips and suggestions 
for reasonable safeguards to prevent 
employee snooping.

Important Reading

https://www.consumerwatchdog.org/sites/default/files/2022-03/CWD%20TELEMATICS%20REPORT%20March%202022.pdf
https://www.consumerwatchdog.org/sites/default/files/2022-03/CWD%20TELEMATICS%20REPORT%20March%202022.pdf
https://www.consumerwatchdog.org/sites/default/files/2022-03/CWD%20TELEMATICS%20REPORT%20March%202022.pdf
https://www.consumerwatchdog.org/sites/default/files/2022-03/CWD%20TELEMATICS%20REPORT%20March%202022.pdf
https://fpf.org/wp-content/uploads/2022/03/FPF-PrivacyMetricsReport-R9-Digital.pdf
https://fpf.org/wp-content/uploads/2022/03/FPF-PrivacyMetricsReport-R9-Digital.pdf
https://fpf.org/wp-content/uploads/2022/03/FPF-PrivacyMetricsReport-R9-Digital.pdf
https://www.academia.edu/21224789/Not_worth_the_paper_its_written_on_Informed_consent_and_biobank_research_in_a_Norwegian_context
https://www.academia.edu/21224789/Not_worth_the_paper_its_written_on_Informed_consent_and_biobank_research_in_a_Norwegian_context
https://www.academia.edu/21224789/Not_worth_the_paper_its_written_on_Informed_consent_and_biobank_research_in_a_Norwegian_context
https://www.academia.edu/21224789/Not_worth_the_paper_its_written_on_Informed_consent_and_biobank_research_in_a_Norwegian_context
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A voluntary Political Campaign Activity Code of  
Practice has been established for provincial political 

parties in British Columbia that is designed to foster 
fair campaigning principles over and above legislated 
requirements. 

Signatories to the code commit to the 10 fair campaigning 
practices:

1. Understanding their privacy obligations

2. Understanding their campaign finance obligations

3. Obtaining meaningful consent from voters on the use of  their 
personal information

4. Collecting information directly from individuals where possible

5. Disclosing analytical models that predict information about 
individuals

6. Never misrepresenting artificial intelligence as a human being

7. Never knowingly engaging in misleading practices

8. Never sponsoring or publishing hateful content

9. Never obstructing another party or candidate’s campaign

10. Applying adequate privacy protections

The code is the result of  a collaborative effort between 
the Office of  the Information and Privacy Commissioner, 
Elections BC, with contributions from the BC Green Party, 
BC NDP, and the BC Liberal Party.

The Code of  Practice is intended to give political parties 
and candidates the opportunity to publicly commit to 
fair campaigning principles that complement their legal 
obligations under the Personal Information Protection Act and the 
Election Act. 

The Code reflects several existing legislated requirements in 
those laws but, as a voluntary measure that is not law , it 
will not be enforced by the Office of  the Information and 
Privacy Commissioner and Elections BC as they do legislated 
requirements. 

Read the Code of  Practice at https://www.oipc.
bc.ca/resources/guidance-documents/

Ontario introduced legislation that will require employers 
to notify their personnel if  they are being scrutinized 

by surveillance systems. Hailed as a significant improvement 
for employee privacy, the proposed legislation requires 
notification, but lacks any ability for employees to refuse to 
be subjected to surveillance, or to opt out of  any information 
collection or sharing associated with the monitoring.

The wellbeing and stability of  children in youth protection 
in the Province of  Quebec is the focus on Bill 15, An 

Act to amend the Youth Protection Act and other 
legislative provisions, which was adopted by the National 
Assembly the day after it was tabled. The law facilitates the 
placement of  children into foster care and prioritizes the 
interests of  children over all other considerations, including 
the interests of  parents. New provisions also allow personal 
information to be shared about children to be shared among 
authorities and caregivers.

The Office of  the Privacy Commissioner of  Canada 
has issued guidance to clarify circumstances in which 

government institutions may disclose personal information 
without the consent of  the affected individual. 

Read the Guidance on Public Interest Disclosures 
by Federal Institutions Under the Privacy Act at  

ht tps ://www.priv.gc.ca/en/privacy-topics/
surveillance/police-and-public-safety/02_05_d_29/

Ontario’s Bill 106 proposes changes to the Personal Health 
Information Protection Act. Schedule 4 of  Bill 106, adds new 

regulation-making power governing various aspects of  the 
collection, use, and disclosure of  personal health information 
by Ontario Health Teams and persons or entities that are 
authorized to use the title of  “Ontario Health Team”. 

The Government of  Canada’s Budget 2022 included 
a proposal “to make legislative amendments to the 

Canada Pension Plan legislation to allow the use of  Canada 
Revenue Agency-collected data by Employment and Social 
Development Canada when performing policy analysis, 
reporting, and evaluation functions for the Canada Pension 
Plan. Access to this data would support the government’s 
commitment to evidence-based policy development and 
GBA Plus analysis, “which is an analytical process used to 
assess how different women, men and gender diverse people 
may experience policies, programs and initiatives.”

 
Legislative Changes

https://www.oipc.bc.ca/resources/guidance-documents/
https://www.oipc.bc.ca/resources/guidance-documents/
https://www.priv.gc.ca/en/privacy-topics/surveillance/police-and-public-safety/02_05_d_29/
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https://www.ola.org/sites/default/files/node-files/bill/document/pdf/2022/2022-03/b106_e.pdf
https://budget.gc.ca/2022/report-rapport/anx3-en.html#wb-cont
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A former Covenant Health employee pleaded guilty 
to knowingly disclosing health information in 

contravention of  the Health Information Act (HIA).

Samantha Barker was fined $1,500 for the offence under 
HIA. She also admitted to accessing health information 
of  several people without a valid employment purpose. 
The inappropriate accesses and disclosure of  health 
information occurred in Vegreville.

The Office of  the Information and Privacy Commissioner 
opened an offence investigation into Ms. Barker’s actions 
in February 2020. Charges were laid in July 2021. 
Ms. Barker entered her plea on March 14, 2022.

It is an offence under Alberta’s Health Information Act to 
knowingly disclose health information in contravention 
of  the Act (section 107(2)(a)).

The BC Information and Privacy Commissioner, via his 
delegate David Loukidelis, QC, has found that Canadian 

federal political parties (PC, Liberals, NDP, Greens) are 
subject to BC’s Personal Information Protection Act.

In March of  2021, the Office of  the Privacy Commissioner 
of  Canada responded to a complainant under the Personal 
Information Protection and Electronic Documents Act (PIPEDA) 
related to three federal political parties, and found that the 
parties were not subject to PIPEDA.

OIPC decision opens a new chapter in privacy practices for 
the federal parties. 

Read the BC OIPC decision at https://www.canlii.
org/en/bc/bcipc/doc/2022/2022bcipc13/2022bci
pc13.html 

Read the OPC decision at https://www.priv.gc.ca/
en/opc-news/news-and-announcements/2021/
let_pol_210325/

A recent Newfoundland and Labrador Supreme Court 
decision clarifies that the province’s Information and 

Privacy Commissioner has no authority to review documents 
which the government claims are protected by solicitor client 
privilege.

The case arises from an investigation the Commissioner 
conducted in 2019 on behalf  of  a member of  the public 
who requested to government records. As with other access 
laws, the Newfoundland and Labrador Access to Information 
and Protection of  Privacy Act allows a public body to refuse to 
disclose public records subject to solicitor-client privilege. 
In this case, the Department of  Justice and Public Safety 
responded to the Commissioner’s access request by providing 
redacted records, but it refused to disclose parts of  records 
covered by solicitor-client privilege. The Department also 
refused the Commissioner’s subsequent request to provide 
him with an affidavit providing sufficient information about 
the records to allow him to assess whether or not solicitor-
client privilege applies

Amendments (in 2015) to the province’s access legislation 
were intended to enable the Commissioner to review all 
documents claimed to be exempt, including claims based on 
solicitor client privilege. As the Court noted, however, the 
language of  the province’s FOI legislation is “not sufficiently 
clear, explicit and unequivocal to evince legislative intent to 
set aside solicitor-client privilege”; thus “the Commissioner 
does not have authority to compel production of  records 
over which the Department asserts solicitor-client privilege.”

The Court also found that allowing the Commissioner to 
examine a solicitor-client record or compelling production 
to a requester constitutes a breach of  privilege.

The decision demonstrates the importance of  legislative 
clarity, and leaves few options to ensure the government’s 
intention of  improving transparency can become a reality. 
Unless the decision is appealed and overturned, the province’s 
FOI Act must be amended to provide genuine transparency. 
In the meantime, the ruling hampers the ability of  the public 
and of  the Commissioner to gain access to information, 
making a court application the only real recourse available.

Read the decision at https://www.canlii.org/en/nl/
nlsc/doc/2022/2022nlsc59/2022nlsc59.html
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