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About the Privacy & Access Council of Canada 

PACC is the voice for privacy and access, and the certifying body for access and privacy 
practitioners across private, non-profit, and public sectors. 

PACC is an independent organization that is non-governmental, non-partisan, non-profit, and 
not funded by government or industry.  

PACC has taken a leadership role in representing and advocating on behalf of access and privacy 
professionals from all sectors, and has made landmark advances in establishing standards of 
practice for the profession.  

PACC engages in outreach efforts to advance awareness about access, privacy, and data 
protection, believing that the best way to improve personal privacy and facilitate organizational 
compliance and accountability is through greater public awareness of rights, responsibilities, 
and regulations.  

More information about PACC is available at www.PACC-CCAP.ca 
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Contributors 

This report was prepared by Sharon Polsky BIS MAPP, president of the Privacy & Access Council of 
Canada, with contributions from members of the PACC and other individuals, organizations, 
and stakeholders. 

The broad perspective of PACC members and stakeholders is particularly relevant to developing 
and implementing privacy and access-to-information legislation and regulations applicable to 
the public, private, and non-profit sectors, since PACC members are access and privacy 
practitioners — as well as citizens, parents, members of military and law enforcement families, 
and actively involved in their communities.  

PACC members are representative of the larger Canadian context, except that our members’ 
awareness and understanding of privacy and access laws, and the real-life application and limits 
of those laws, is perhaps somewhat greater than among the general population.  

Like the Greek princess Cassandra, daughter of the King of Troy, privacy professionals have 
insight and perspective akin to the gift of prophecy, and share Cassandra’s curse when others 
disregard their warnings. 

PACC members understand the complexities and practical aspects of the issues that arise from 
domestic and international data protection regimes and the technologies, business practices, 
and governmental policies that affect individuals of every age; and they appreciate the 
importance and value of effective and enforceable privacy, access, and data protection laws.  

 

 

We would like to thank the contributors for their insights, input, and collaboration in 
developing this submission, and appreciate their ongoing commitment to data protection, 
privacy, and access to information. 
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any consequences arising from the use of this report including for purposes or in contexts other 
than those intended. 
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Defending justice and fair play 

Few things are as important to our way of life as the amount of power allowed the police 
to invade the homes, privacy and even the bodily integrity of members of Canadian society 

without judicial authorization. 
 — The Honourable Mr. Justice Binnie 

The Royal Canadian Mounted Police has enjoyed a revered reputation in the history of our 
nation. Characterized as a national treasure, its members are portrayed as strong, proud 
women and men who uphold Canada’s laws to ensure the free and democratic nation remains 
so. Straight and true, in their red serge dress uniforms, the RCMP’s distinction as ambassadors 
for everything decent, honest, and good has been immortalized for decades.  

Iconic radio and TV characters that entertained and engendered the trust of generations of 
audiences — including Sergeant Preston1 of the Northwest Mounted Police, Dudley Do-Right2 
of the Mounties, and South Park’s Rick the Mountie3 — were what people thought of when 
they thought of the RCMP: loyal, law-abiding defenders of justice and fair play who relentlessly 
pursued lawbreakers.  

Behind the exemplary characters enjoying fantasy adventures is an organization whose past 
implies a continuum of conduct perhaps less deserving of Canadians’ trust, illustrated by its 
domestic spying activities:  

The use of spyware by governments is often thought of as the domain of the East German 
Stassi, which surveilled the population with less sophisticated technologies than are available to 
contemporary governments.  

• From the 1940s to the 1980s, the RCMP kept Quebec journalist and founder of the Parti 
Québécois, René Levesque under scrutiny, at one point labeling4 him a “suspected 
Communist.”  

• In the 1960s, the RCMP considered Saskatchewan supported of the Medical Care Insurance 
Act to be Communist sympathizers,5 and put them under surveillance. 

• In the 1960s and 1970s the RCMP spied on the Canadian nationalist6 committee.  

 
1 In 1938, radio audiences were introduced to Sergeant Preston of the Northwest Mounted Police, who patrolled the Yukon with his horse Rex and his faithful dog Yukon King. The show 
moved to television in 1955, and was aired until 1958. Challenge of the Yukon. Internet Archive archive.org/details/OTRR_Certified_Challenge_of_the_Yukon 

2 T In 1961, Dudley Do-Right of the Mounties, demonstrated unquestionable loyalty and strict observance of "the Canadian way” as he foiled the criminal activities of his arch nemesis, Snidely 
Whiplash. The Dudley Do-Right Show. Series 1969-1970. IMDB. imdb.com/title/tt0063896/ 

3 In 2003, South Park fans were introduced to Rick the Mountie and, in 2019, a Mountie saved Lisa Simpson3 from certain death. South Park Season 7, Episode 15. southparkstudios.com/video-
clips/u57vxw/south-park-rick-the-proud-candian-mountie 

4 RCMP spies suspected René Lévesque was a Communist, records reveal. The Globe and Mail. March 17, 2010. theglobeandmail.com/news/national/rcmp-spies-suspected-rene-levesque-
was-a-communist-records-reveal/article1209617/ 

5 RCMP spied on activists in early days of universal medicare planning in Sask., documents show. CBC News · Posted: Jul 02, 2022. cbc.ca/news/canada/saskatchewan/rcmp-spy-surveillance-
universal-medicare-1.6508908 
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• For more than three decades the RCMP spied on literary scholars,7 and shadowed Prairie 
politician Tommy Douglas8 

• In 1984, the RCMP’s counter-subversion duties were spun off to a new agency, the 
Canadian Security Intelligence Service (CSIS), but the RCMP continued to engage in 
domestic surveillance of Indigenous and environmental activists,9 opponents of oilsands, 
pipelines, fracking, and mining — and it shared its findings10 with oil companies as well. 

• By 2017 the federal government’s massive, sophisticated, and well-funded espionage 
network included11 the RCMP, CSIS, the National Energy Board, CBSA; the departments of 
Public Safety, Natural Resources, Transport, Indigenous Affairs and Defence; the Sûreté du 
Québec and Ontario Provincial Police, and some municipal police forces.  

Canadians also see unreported surveillance programs like the RCMP’s Project Wide Awake, in 
which police monitored social media accounts to look for indicators that a crime might occur. 
The program reflected a “shift towards a proactive and reactive approach” to “fully embrace 
the value of open source social media content.12” 

 

 
6 RCMP spied on Canadian nationalist committee over communist concerns. CBC News. July 25, 2021. ctvnews.ca/politics/rcmp-spied-on-canadian-nationalist-committee-over-communist-
concerns-1.5522441 

7 RCMP spied on noted literary scholar Northrop Frye: newly released files. Global News. June 24, 2011. globalnews.ca/news/138942/rcmp-spied-on-noted-literary-scholar-northrop-frye-
newly-released-files-2/ 

8 RCMP spied on Tommy Douglas, files reveal. CBC News. December 17, 2006. cbc.ca/news/canada/rcmp-spied-on-tommy-douglas-files-reveal-1.626622 

9 Spies in our midst: RCMP and CSIS snoop on green activists. May 5th 2017. National Observer. nationalobserver.com/2017/05/05/news/spies-our-midst-rcmp-and-csis-snoop-green-activists 

10 Canada's spies collude with the energy sector. May 18, 2017. National Observer. nationalobserver.com/2017/05/18/news/canadas-spies-collude-energy-sector 

11 Spies in our midst: RCMP and CSIS snoop on green activists. May 5th 2017. National Observer. nationalobserver.com/2017/05/05/news/spies-our-midst-rcmp-and-csis-snoop-green-activists 

12 ‘Project Wide Awake’: How the RCMP Watches You on Social Media. The Tyee. 25 March 2019. thetyee.ca/News/2019/03/25/Project-Wide-Awake/ 
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Preserving Operational Independence 

Being able to have private conversations about investigations, practices, and strategies is vital 
for police, and is provided by the same encryption technology that western governments and 
their spy agencies have repeatedly tried to undermine, ostensibly to protect children.  

Operational independence of agencies is important, and police certainly must be careful not to 
undermine lawful investigations or endanger officer safety or members of the public by 
disclosing certain details about what they do or how they do their work; but operational 
independence without effective overwatching easily leads to policing in the shadows.  

As became apparent when the RCMP denied using Clearview AI, a claim that Canada’s Privacy 
Commissioners13 determined was false, allowing police to police themselves offers little in the 
way of genuine transparency, and that is inadequate in a democracy that relies on transparency 
to foster trust in government, the public sector, and the judicial system. 

The now-former Privacy Commissioner expressed concern about the RCMP’s use of Clearview 
AI, particularly the prospect that “the RCMP could turn a blind eye to dubious commercial 
practices even when exercising the state’s coercive powers14”— something that has given the 
public reason to distrust both police and the governments that allow populations to be put 
under surveillance — a concept that is repugnant in a democracy.  

 

 

 

 
13 RCMP's use of facial recognition tech violated privacy laws, investigation finds. CBC. June 15, 2021. cbc.ca/news/politics/rcmp-clearview-ai-1.6060228 

14 From state surveillance to surveillance capitalism: The evolution of privacy and the case for law reform. Remarks  at 2021 Centre for Information and Privacy Law (CIPL) Learning Day hosted 
by Department of Justice Canada. June 16, 2021. Office of the Privacy Commissioner of Canada. priv.gc.ca/en/opc-news/speeches/2021/sp-d_20210616/ 
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Normalizing Surveillance  

“Freedom is never more than one generation away from extinction. We didn't pass it to our 
children in the bloodstream. It must be fought for, protected, and handed on for them to do the 
same, or one day we will spend our sunset years telling our children and our children's children 

what it was once like in the United States where men were free.”  
 ― Ronald Reagan, October 27, 1964 

The use of spyware by governments is often thought of as the stuff of Hollywood movies, or the 
domain of the East German Stassi — which surveilled the population with less sophisticated 
technologies than are available to contemporary governments — and relegated to history.  

The terrorist attacks of September 11, 2001 provided justification to revive that dark history, as 
democratic and repressive governments use the tools developed and implemented ostensibly 
to combat terrorism on entire populations, eroding the trust that people had in their 
governments and public institutions. 

Despite that reality, the Canadian and other governments use advanced technologies to defend 
against perceived and actual threats, and collaborate to protect critical national infrastructure, 
and build a more secure and resilient infrastructure for the future.15  

Paralleling the 16 critical national security categories identified by the US Department of 
Homeland Security,16 Canada declared 10 ten critical infrastructure sectors:17 Energy and 
utilities, Finance, Food, Transportation, Government, Information and Communication 
technology, Health, Water, Safety. Manufacturing 

With very little imagination, it is possible to categorize even the most mundane of activities as 
falling within at least one critical infrastructure sector, providing justification for using spyware. 
The broad categories also facilitate the concealment (under access to information laws) of 
anything that can be construed as being even tangentially related to national security.  

The ease with which all aspects of daily life can be construed as having a national security 
implication — and therefore be deemed subject to state scrutiny — makes it all the more 
important to eschew the idea that a surveillance society normal, necessary, or a foregone 
conclusion. 

 
15 Cybersecurity and Infrastructure Security Agency (CISA. cisa.gov/sites/default/files/publications/CISA-Factsheet_14%20April_508C.pdf 

16 The U.S. Government’s Cybersecurity & Infrastructure Security Agency identified 16 critical infrastructure sectors whose assets, systems, and networks, whether physical or virtual, are 
considered so vital to the United States that their incapacitation or destruction would have a debilitating effect on security, national economic security, national public health or safety, or any 
combination thereof: Chemical Sector, Commercial Facilities Sector, Communications Sector, Critical Manufacturing Sector, Dams Sector, Defense Industrial Base Sector, Emergency Services 
Sector, Energy Sector, Financial Services Sector, Food and Agriculture Sector, Government Facilities Sector, Healthcare and Public Health Sector, Information Technology Sector, Transportation 
Systems Sector, Water and Wastewater Systems Sector. cisa.gov/critical-infrastructure-sectors. Public Safety Canada lists ten critical infrastructure sectors: Energy and utilities, Finance, Food, 
Transportation, Government, Information and communication technology, Health, Water, Safety, Manufacturing publicsafety.gc.ca/cnt/rsrcs/pblctns/srtg-crtcl-nfrstrctr/index-en.aspx 

17 National Strategy for Critical Infrastructure. Public Safety Canada. publicsafety.gc.ca/cnt/rsrcs/pblctns/srtg-crtcl-nfrstrctr/index-en.aspx 
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Recognizing Spyware 

Like so many other things, technology is morally neutral. How its use is justified makes the 
difference.  

What is thought of as ‘spyware’ has evolved over the years. In 2005, spyware was the 
technology on computers that reported the sites visited for market research purposes, 
advertising, and malicious collation of information.18  

Nowadays, collecting and analyzing personal and behavioral information is deemed beneficial 
for the public good19 — for public health and safety, and for national security. It is also 
acknowledged to be the essence of what most social media platforms do, with economic value 
of those enterprises overshadowing concerns about the privacy-invasiveness of public and 
private organizations collecting and using personal information. 

Modern digital spyware could have perfectly legitimate reasons, like geolocating a missing cell 
phone or finding one during a search-and-rescue missions, or tracking one’s child to be sure 
they get home safely and on time, and haven’t been abducted by an ex-spouse whose threats 
have not materialized into crimes that police can investigate.  

More often these insidious and readily available mass-market surveillance apps — which hide 
on someone’s phone to be able to track where they are, what they say, and who they know —
are used in child exploitation and by human traffickers to coerce and control victims, by 
employers to monitor employees, and by intimate partners to make sure their loved ones are 
“where they belong.”  

Intimate photos and videos surreptitiously obtained through spyware can be published online 
without consent, and become currency20 among online communities who share, trade, and sell 
such content and use it to further victimize targets — despite Canada’s criminal code21 
prohibition against publishing intimate images without consent. 

Like stalkerware — the readily available mass-market surveillance apps to hide on someone’s 
phone to be able to track where they are, what they say, and who they know — concerns about 
the privacy invasiveness of public and private collection and use of personal data have tacitly 
been dismissed lest the economic impact be disrupted. 

 
18 The spyware industry has amassed $2 billion from installing unwanted software on computers. IT News. May 4, 2005. itnews.com.au/news/spyware---a-billion-dollar-industry-63268 
19 Public Health Agency of Canada secretly tracked 33 million phones during COVID-19 lockdown and planned to continue that practice for years to come — to be able to provide better public 
health by using our “data for good” but without Canadians’ knowledge or consent, or ability to opt out. nationalpost.com/news/canada/canadas-public-health-agency-admits-it-tracked-33-
million-mobile-devices-during-lockdown 
20 Inside the secret world of trading nudes. BBC News. 22 August 2022. bbc.com/news/uk-62564028 

21 Criminal Code of Canada. S162(1). laws-lois.justice.gc.ca/eng/acts/C-46/page-23.html#docCont 
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Just a Tool 

Law enforcement cannot cut corners when doing its job. When you enforce the law you must be 
beyond reproach. We cannot lose our democracy. We cannot lose our police and we cannot afford 

to have the public lose faith in either.” 
 — Israel’s Israeli President Herzog22  
 in the wake of that country’s Pegasus revelations 

From fingerprint inkpads to digital fingerprint readers, from wiretapping copper phone lines to 
digital surveillance spyware, law enforcement has historically sought more and better tools to 
be able to carry out their important work of detecting, preventing, and investigating crime.  

In the simplest terms, Pegasus, CCTV cameras, and other surveillance technologies are tools 
that are built for a purpose, and fulfill a purpose.  

Police innocently characterize “on-device investigative tools” (ODITs) — spyware — as mere 
tools that can assist law enforcement in their efforts to detect, prevent, and investigate crime. 
Like other investigation tools, spyware does have the potential to help police detect and deter 
terrorists and other criminals; and its use can enhance or undermine public safety — and the 
public’s trust. 

Whether as an exercise in obfuscation or public relations, referring to spyware as “On-Device 
Investigative Tools” or “ODITs” and minimizing the potential harms from its use challenges the 
public’s trust — but does not change the fact that ODITs are hidden spyware that let police and 
predators listen, watch, and record all activity on and near a device including every text, video, 
photo, every web page visited; every search conducted; all social media activity; and the 
device’s precise location.  

While Canadians might expect repressive regimes like China, Iran, and North Korea to resort to 
spying on their citizens, they don’t expect their own government or its allies in democratic 
countries to allow, promote, or condone spying on the domestic citizenry — yet, they do. 
Recent revelations about the use of spyware make clear that, if the RCMP or other Canadian 
agencies are using Pegasus or other surveillance systems, they are not alone.  

 
22 Massive scope of police Pegasus scandal rattles Israeli politics. Israel Hayom.  02-07-2022. israelhayom.com/2022/02/07/israeli-officials-up-in-arms-over-police-spyware-scandal/ 
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The Scale of Spyware 

“The very efficacy of electronic surveillance is such that it has the potential, if left unregulated, to 
annihilate any expectation that our communications will remain private.23” 

 —Supreme Court of Canada, 1992 

The RCMP’s domestic surveillance activities throughout the decades have, at times, attracted 
public ire or scrutiny; and using rudimentary or advanced spying tools in each instance could 
plausibly be explained as necessary to guard against perceived threats, provide for public 
safety, or provide for societal benefits. 

ODITs are significantly more sophisticated spyware tools that join a bevy of technologies which, 
until recently, were the stuff of science fiction but limited24 in their scalability.  

Software-based surveillance tools that can be deployed and managed from across the globe 
offer convenience on a broad scale — making spyware that is useful to police a pernicious 
threat to everyone’s privacy and security, and to national security.  

Spyware that can be launched remotely and operate secretly means that there is no way for 
anyone to be certain that their devices have not been compromised, or that their 
communications or data is, will, or can remain private.  

Unlike tracking tools that require physical proximity to be deployed, surveillance software can 
compromise a device without any perceptible trace.  

The only caveat is that it must be loaded onto the target’s device. For many software 
applications, the easiest way to accomplish that is to appeal to the target’s basest human 
nature — curiosity and fear — consistent with any phishing exploit, and have the targeted 
person click a link, visit a website, or download an app (that might be a legitimate-looking app 
harboring surveillance software). The mercenary spyware industry is quite innovative, however, 
and is perfecting a way to infiltrate devices without the need for the target to click a link or 
answer a phone call.  

For the moment, though, the limitations that spyware present — primarily the challenge of 
uploading it onto the target device — are the only saving grace preventing its broad use. 

 
23 R. v. Wise, 1992  

24 GPS trackers that can be fired from a launcher behind the grill of a police car and sticks to the fleeing vehicle have been useful to be able to end high-speed car chases — to improve public 
safety and minimize the chance of someone being injured because of a high-speed car chase — but required physical proximity and line-of-sight to be able to attach the tracker. Now GPS 
trackers and voice-activated systems are built into vehicles and can be controlled remotely. Delta police track fleeing vehicles with GPS. July 4, 2017. rcmp-grc.gc.ca/en/gazette/delta-police-
track-fleeing-vehicles-gps 
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What’s at Stake 

There are entirely too many ways for an individual, who is of a mind to do so, to make electronic 
evidence appear to be something other than what it is. 

 R. v. Aslami, [2021] ONCA 249 

The scale and scope of spyware’s reach is astonishing; and the resulting risk to individuals, 
corporations, governments, and national security from ODITs is astounding.  

On a national scale, there is no way to ensure that cabinet confidences, military strategies, 
economic plans, or the discussions of any elected representative, bureaucrat, department, or 
agency can be private when the very real chance exists that someone, somewhere is using 
ODITs to watch all communications in real time. 

From an individual perspective, it is indisputable that cellphones and other digital devices can 
be a lifeline for people in precarious situations — and can be weaponized when commercially-
available spyware apps are covertly installed and used to stalk, manipulate, bully, terrorize, and 
extort the target, or to exert emotional, physical, psychological, and social control.  

In domestic abuse situations, spyware is a useful tool to exert control. Information obtained 
from the victim’s device can be used as ‘evidence’ to wrest custody of children. Indeed, 
technology-based stalking and surveillance have increased25 since the start of Covid. 

Tools are available to remove stalkerware (although some are malware in disguise), but 
recognizing a need to disable spyware firstly requires being aware that it might be present; and 
that is unlikely since the apps are hidden. Furthermore, disabling spyware can automatically 
notify the person who installed it, further endangering the victim. 

As abhorrent as that all is, spyware apps are freely available, unregulated, and downloaded26 
from the Internet by the hundreds of thousands. More odious is that governments and 
bureaucracies that have chosen to allow the broad and uncontrolled use of spyware sends a 
strong message: That consenting parties should not be free to communicate privately; and that 
it is correct for the state to have the power and authority to interfere with those rights in the 
name of the greater good as defined by the state.  

Allowing the unregulated proliferation of spyware also raise questions whether the people who 
are choosing not to regulate it actually appreciate its reach — or recognize that they, too, are 
potential targets. 

 
25 The impact of COVID-19 pandemic on Australian domestic and family violence services and their clients. Australian Journal of Social Issues. September 8, 2021. 
onlinelibrary.wiley.com/doi/10.1002/ajs4.183 

26 7 Spyware Apps with Over 130,000 Installation Found on Google Play. July 18, 2019. GBHackers on Security. gbhackers.com/stalkerware-apps-google-play/ 
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Pegasus is Not Unique 

Media reports about government and police using or denying the use of NSO Group’s Pegasus 
and Siphon27 spyware, and the dire impact on high-profile targets, pointed to technology that is 
not new28 but is “so powerful that the Israeli defence ministry regulates its sale.29”  

What is new is that the NSO Group — which was named one of the TIME10030 Most Influential 
Companies of 2022 — made the headlines while its competitors did not.  

• Finfisher31 was in the spotlight about five years ago for its spyware. 

• Intellexa is an entire surveillance toolkit, a one-stop shop for offensive cybersecurity.  

• System32 can hide in plain sight, without suspicion that a “System” file is anything else. 

• QuaDream33 gives attackers full access to the phone’s messages, photos, contacts, and 
cameras, and can activate a devices’ cameras and microphones and record calls in real time.  

• Austrian spyware developer DSR Decision Supporting Information Research Forensic GmbH  
(DSIRF) “developed a spyware called 'Subzero' that was used to target law firms, banks, and 
consultancy firms in the UK, Austria, and Panama.34” 

• Maestro, an artificial-intelligence-based predictive policing tool offered by NSO Group, 
maker of Pegasus spyware, fits the RCMP’s recent shift to proactive policing since it 
“scrutinizes surveillance data, builds models of individuals’ relationships and schedules, and 
alerts law enforcement to variations of routine that might be harbingers of crime.”35  

• Candiru36 is a “Provider of cyber attack services…for those who want to spy on phones and 
computers, enabling customers to streamline the process of hacking.” Candiru is a privately-
held Israeli mercenary spyware company, with angel-backed financing and 70 employees 
(that is fittingly named for a parasitic fish that feeds off other fish) that markets spyware to 
government organizations and authoritarian leaders. Candiru can infect desktop, mobile, 
and cloud users.  

 
27 Alsheich: Police Never Used Pegasus – Because They Don’t Have It. February 14, 2022. Hamodia. hamodia.com/2022/02/14/alsheich-police-never-used-pegasus-because-they-dont-have-it/ 

28 How to Defend Yourself Against the Powerful New NSO Spyware Attacks Discovered Around the World. July 21, 2021. The Intercept. theintercept.com/2021/07/27/pegasus-nso-spyware-
security/ 

29 Israel’s NSO: the business of spying on your iPhone. Financial Times. May 13 2019. ft.com/content/7f2f39b2-733e-11e9-bf5c-6eeb837566c5 

30 TIME100 Most Influential Companies is an award bestowed after considering a company’s relevance, impact, innovation, leadership, ambition, and success; and it recognizes companies 
making an extraordinary impact around the world. March 30, 2022. time.com/collection/time100-companies-2022/6159498/nso-group/ 

31 Stage win: FinFisher is bankrupt. 2022-03-28. ccc.de/en/updates/2022/etappensieg-finfisher-ist-pleite 

32 System Proposal. themarker.com/embeds/pdf_upload/2020/20200902-161742.pdf 

33 Playing whack-a-mole with spyware isn’t going to work. February 15, 2022. .coda codastory.com/newsletters/pegasus-quadream-belltrox/ 

34 Microsoft catches spyware group targeting customers using Windows bugs. Business Standard. July 28, 2022. business-standard.com/article/technology/microsoft-catches-spyware-group-
targeting-customers-using-windows-bugs-122072800328_1.html 

35 Pegasus spyware found on UK government office phone. April 21, 2022. Malwarebytes Labs. malwarebytes.com/blog/news/2022/04/pegasus-spyware-found-on-uk-government-office-
phone 

36 Candiu Overview. PitchBook. pitchbook.com/profiles/company/437928-67#overview 



 
The RCMP & Spyware: 

A Privacy Predicament of Profound Proportions 

 

August 2022.  Privacy & Access Council of Canada  

Attracting Spyware Customers 

The same psychology used to launch Google Mail — only those special few who received an 
invitation were able to create a Google Mail account — has been effective to market mercenary 
surveillance. The sophisticated appeal to customers’ egos implies that only a select few are 
allowed entry into the inner circle of NSO Group customers. 

The allure of spyware as a status symbol is supported by invitation-only trade shows, 
personalized presentations to woo potential customers, and vendor claims of being selective in 
who may purchase their wares. 

The NSO Group, a private equity-backed company with 700 employees that markets Pegasus 
surveillance software, says the product is “to help governments protect their people from 
terror and crime,37” and that it goes beyond legal requirements to vet prospective customers. 
NSO Group’s image as a socially-conscious company is bolstered by praiseworthy company 
claims that it has “turned down potential business worth $150m in the past three years, and 
declined to pursue a further $250m”38.  

To avoid purchasers experiencing moral conflict, spyware vendors’ websites offer Transparency 
and Responsibility Reports39 and are filled with heartwarmingly reassuring descriptions of how 
their products can save lives; and while it’s possible that they can, they have been proven at 
least as useful to track, trace, and trap political opponents, social activists, journalists, and 
others who question government policy, process, or procedure. 

More recently, Pegasus (which exports to 45 countries) declared it will henceforth “focus sales 
on countries belonging to the Nato (sic) alliance”40 but did not mention that NATO includes 
Hungary, Greece, and Spain — all of which have all used spyware domestically; nor did it 
mention that ‘focusing’ on NATO member countries does not preclude or prohibit selling to 
non-NATO countries. 

 
37 NSOGroup Overveiw. PitchBook. pitchbook.com/profiles/company/62003-62#overview 

38 Israel’s NSO: the business of spying on your iPhone. Financial Times. May 13 2019. ft.com/content/7f2f39b2-733e-11e9-bf5c-6eeb837566c5 

39 nsogroup.com/wp-content/uploads/2021/06/ReportBooklet.pdf . Berkeley Research Group Corporate Social Responsibility statement: thinkbrg.com/about/corporate-social-responsibility/ 
40 CEO of Israeli Pegasus spyware firm NSO to step down. August 22, 2022. theguardian.com/world/2022/aug/22/nso-group-ceo-shalev-hulio-step-down-israel-pegasus-
spyware?CMP=share_btn_tw 
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Who Uses Spyware 

Revelations about the proliferation of surveillance technologies and how they are used against 
nations and individuals have underscored the validity of warnings from privacy advocates, civil 
society, lawyers, academics, and regulators that spyware is not only used by repressive regimes, 
and that income, position, and political persuasion are no protection.  

• President Macron41 of France changed his phone number and a cellphone when his phone 
number was discovered among 50,000 numbers that were potential Pegasus targets.  

• Israeli Police42 used Pegasus to monitor “citizens that were labeled as dangerous” including 
mayors, government ministers, journalists, tycoons, corporate executives, mayors, social 
activists, and even the Prime Minister’s relatives— prior to any investigation even opening 
and without any judicial authorization. 

• Poland’s ruling party reportedly43 used Pegasus against members of its opposition-
controlled Senate.  

• Saudi Arabia and Mexico are among the countries accused44 of misusing spy software to 
target political opponents 

• Spain’s National Intelligence Center, “which acts as both a domestic and international 
intelligence agency…has reportedly been an NSO Group Customer, and Spain’s Ministry of 
Interior reportedly possesses an unnamed but similar capability.45” 

• In 2016, Montreal police monitored a La Presse46 journalist’s cellphone to get phone 
numbers, and track his movements 

Thus, Canadians ought not be surprised at the RCMP’s admission,47 that it uses “on-device 
investigative tools” (ODITs) — spyware — to infiltrate mobile devices and collect data, including 
by remotely turning on the camera and microphone of a suspect’s phone or laptop. The 
Mounties’ consoling assurance that it only uses such tools in the most serious48 cases might not 
be enough to avoid a credibility crisis, particularly when viewed alongside other recent 
revelations and events in which Mounties have been implicated. 

 
41 Pegasus: Macron changes one of his numbers and cellphones. July 22, 2021. Politico. politico.eu/article/pegasus-macron-spying-intelligence-communication-security-france-israel/ 

42 Police Pegasus surveillance list revealed. 07.02.22. CTech by Calcalist. calcalistech.com/ctech/articles/0,7340,L-3928830,00.html 

43 Polish commission told more phone-hacking victims likely. January 17, 2022. Reuters. reuters.com/world/europe/polish-commission-told-more-phone-hacking-victims-likely-2022-01-17/ 

44 EXCLUSIVE iPhone flaw exploited by second Israeli spy firm-sources. February 3, 2022. Reuters. reuters.com/technology/exclusive-iphone-flaw-exploited-by-second-israeli-spy-firm-sources-
2022-02-03/ 

45 CatalanGate: Extensive Mercenary Spyware Operation against Catalans Using Pegasus and Candiru. APRIL 18, 2022 RESEARCH REPORT #155. Citizen Lab. . 
tspace.library.utoronto.ca/bitstream/1807/119418/1/Report%23155--catalangate.pdf 

46 Montreal police department monitored journalist's cellphone to get numbers, track his movements. October 31, 2016. Montreal police department monitored journalist's cellphone to get 
numbers, track his movements 

47 Canada’s national police force admits use of spyware to hack phones. 06/29/2022. Politico. politico.com/news/2022/06/29/canada-national-police-spyware-phones-00043092 

48 Canada’s national police force admits use of spyware to hack phones. 06/29/2022. Politico.politico.com/news/2022/06/29/canada-national-police-spyware-phones-00043092 
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Redeeming Value of Spyware 

Everyone has the brain power to make money in stocks. Not everyone has the stomach. 
 — Peter Lynch, Investor, mutual fund manager, philanthropist 

After decades of technology company assertions that they respect users’ privacy, while 
simultaneously continuing to release easily-compromised products (and ensure continued 
sales), corporations and their government beneficiaries have not slowed cybercrime.  

On the contrary, the profound problems and burgeoning benefits of digital spyware have been 
well known49 for a long time, and tacitly supported by governments and corporations alike.  

From the 1999 Melissa virus variant that demanded a ransom to decrypt infected files and the I 
Love You virus that infected tens of millions of computers in 2000, the nascent cybercrime 
industry was generating at least USD$1.5 trillion in revenues annually by 2018,50 while 
combined revenue of  the ten biggest US tech companies topped $1 trillion in sales that year.51  

The growing awareness of spyware has not resulted in a decline in the number or use of such 
programs. On the contrary, the cybercrime industry has grown, with companies offering 
attractive bounties52 to hackers who provide new exploits that can be packaged for customers. 
The lucrative industry provides significant financial rewards — with high earners making up to 
$2M and mid-level cybercriminals making up to $900,000 (more than double the US 
presidential salary)53 — and dwarfing concerns about being caught, especially considering that 
investigations are often international in scope. 

Keeping pace with the growth of the cybercrime industry has been a global cybersecurity 
industry that is expected to surpass USD$1.7 trillion54 by 2025, with the 2022 Canadian share 
projected to reach US$3.52 billion. 

Although the global cost of cybercrime has continued to soar, 51% of organizations say they are 
ill-equipped to respond to a cyber-attack; and fewer companies are concerned with 
cybersecurity (49%) than with digital transformations (54%)55 — ensuring the continued growth 
of the cybercrime and cybersecurity markets that generate jobs, commerce, and taxes that 
support social programs. 

 
49 40 years after the first computer virus. CSO Online. March 10, 2011. csoonline.com/article/2134573/40-years-after-the-first-computer-virus.html 
50 Cybercrime Pays: New study finds cybercriminal revenues hit $1.5 TRILLION annually. HashedOut. thesslstore.com/blog/2018-cybercrime-statistics/ 

51 The ten biggest US tech companies will top $1 trillion in sales this year. CNBC. January 21, 2018. cnbc.com/2018/01/21/ten-largest-us-tech-firms-2018-revenue-seen-topping-1-trillion.html 

52 Where NSO Group Came From — And Why It’s Just the Tip of the Iceberg. OCCRP. 20 July 2021. occrp.org/en/the-pegasus-project/where-nso-group-came-from-and-why-its-just-the-tip-of-
the-iceberg# 

53 Into The Web of Profit: An in-depth study of cybercrime, criminals and money. Dr Mike McGuire. April 2018. docslib.org/doc/8633872/bromium-into-the-web-of-profit 
54 Global Cybersecurity Spending To Exceed $1.75 Trillion From 2021-2025. Cybercrime Magazine. September 10, 2021. cybersecurityventures.com/cybersecurity-spending-2021-2025/ 
55 73 Important Cybercrime Statistics: 2021/2022 Data Analysis & Projections. Finances Online. financesonline.com/cybercrime-statistics/ 
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Investor Relations 

The cybercrime industry making headline news for the dividends paid out56 has derived a 
veneer of legitimacy through the backing of institutional investors and private equity firms57 
which are encouraged by successive governments that promote and embrace innovation and 
digital technologies — including privacy-invasive surveillance. 

In 2010, NSO Group raised $1.6M in funding58 over 1 seed round. In 2014, US private equity 
fund Francisco Partners, a global investment company that focuses on the technology sector, 
bought NSO Group from the company’s founders for USD$130 million. Francisco Partners then 
listed the company for sale in 2019 for $1 billion. With the help of a partnership with European 
equity company Novalpina Capital, Lavie and Hulio purchased a majority stake in NSO Group, 
regaining control over the company.59 

Additional credence for the cybercrime and cybersecurity industries is garnered from 
associations of well-regarded high-profile individuals, such as former Canadian Prime Minister 
Harper, who served as partner and president of the advisory committee of Toronto-based AWZ 
Ventures, which invests60 in Israeli cybersecurity, intelligence, and physical security 
technologies. 

 
56 HLS Sector Burning – Another Israeli Surveillance Company Reaches Breakthrough. iHLS. May 29, 2017. i-hls.com/archives/76834 

57 Oregon examines investment in spyware firm NSO Group amid controversy. Business Standard. August 5, 2021. business-standard.com/article/international/oregon-examines-investment-
in-spyware-firm-nso-group-amid-controversy-121080500353_1.html 
58 Crunchbase. crunchbase.com/organization/nso-group/company_financials 

59 The U.S. Blacklists NSO Group, One of the World's Biggest Spyware Companies. Market Realist. November 7, 2021. marketrealist.com/p/who-owns-nso-group/ 

60 Stephen Harper joined ex-spymasters in company investing in Israeli security tech. Apr 16, 2021. cbc.ca/news/politics/stephen-harper-fadden-israel-awz-cybersecurity-1.5989054 
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Privacy Impact Assessments 

We’ve arranged a society based on science and technology in which nobody understands anything 
about science and technology. This combustible mixture of ignorance and power sooner or later is 

going to blow up in our faces. 
 — Dr Carl Sagan. May 27, 1996 

The Treasury Board Secretariat (TBS) of Canada’s Directive on Privacy Impact Assessment (PIA)61 
notes that the President of the Treasury Board's responsibilities include “ensuring that privacy 
implications will be appropriately identified, assessed and resolved before a new or 
substantially modified program or activity involving personal information is implemented.”  

TBS also notes that completing a PIA ensures that “government institutions fulfill policy and 
legal requirements, and determine the subsequent level of risk analysis and mitigation required 
to ensure due diligence in the management of personal information.”62 

The Directive is not law and is easily disregarded with little, if any, penalty — as is evident from 
the RCMP’s admission that, despite using ODITs since at least 2017, it has not yet prepared a 
Privacy Impact Assessment.  

By contrast, current legislation puts the onus on federal departments and agencies to notify the 
Privacy Commissioner that they are using or might use surveillance or any other technology; 
and the Commissioner is not obligated to canvass departments and agencies to ascertain 
whether they use spyware or other any other tools.  

Even if PIAs were mandatory, current legislation limits the Privacy Commissioner to providing 
recommendations. The Commissioner cannot compel any department to conduct a PIA, and has 
no authority to sanction any department or agency for failing to prepare a PIA. As became 
apparent with Clearview AI Facebook/Analytica and other investigations, the Commissioner’s 
recommendations can be disregarded with impunity.  

In addition, while the TBS Directive provides that “PIAs are conducted in a manner that is 
commensurate with the level of privacy risk identified prior to establishing any new or 
substantially modified program or activity involving personal information,” that does not 
provide adequate protection for personal or sensitive information. Quite simply, a PIA need 
only be conducted if someone in the organization makes an informal assessment that the new 
or substantially modified program or activity will have privacy implications for personal 
information. If that person does not correctly understand what personal information is, or the 
many places where risks can manifest, then they will likely not recognize the privacy risks, and 
will be more likely to declare that the new initiative does not require a PIA. 

 
61 tbs-sct.canada.ca/pol/doc-eng.aspx?id=18308 
62 Privacy Impact Assessment Summaries. Privacy Council Office. canada.ca/en/privy-council/corporate/transparency/access-information-privacy/privacy-impact-assessment-summaries.html 
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Changing Focus 

In the EU, the GDPR requires that “data protection impact assessments” assess the risk to the 
individuals whose personal information is to be collected, analyzed, processed, or disclosed. By 
contrast, Canadian privacy laws do not stipulate that the focus of PIAs ought to be the risk to 
the individual. As a result, Canadian PIAs can and typically do focus on the risk to the 
organization, its reputation, and its profitability that could come from collecting, analyzing, 
processing, or disclosing personal information.  

In addition, Canadian privacy laws do not specify the granularity of PIAs. For instance, PIAs are 
not required to consider the risk to individuals that could occur if a platform under 
consideration will be using third-party communications facilities. Thus, when a foreign third-
party provider’s systems are breached, and its contractual obligation is limited to notify its 
clients, the entity to which individuals provided personal information will not be notified — 
because it is not a customer of the breached entity.  

Mandating Privacy Impact Assessments be done before surveillance be allowed would be an 
improvement —if legislation stipulates that the risk to be assessed is that of the targeted 
individuals; and the granularity and type of risks to consider. 
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Judicial Authorization 

Technological changes “have created a disconnect between many younger people and the judiciary 
— the former assume common knowledge of many things which are unknown to older judges. 63 

 — Judge Peter Ross, Provincial Court of Nova Scotia 

Requiring judicial authorization before on-device spyware may be used by police is a vital 
protective measure; but confidence in that constraint might be misplaced. 

Claims that spyware is used only in accordance with the law are comforting, but ignore the 
reality that laws are open to interpretation. For instance, when a Hungarian64 journalist who 
complained that the government had put him, and other journalists, lawyers, and media outlets 
under Pegasus surveillance, the country’s Data Protection Authority investigated65 and deemed 
the surveillance “legally justifiable” because of national security concerns — and that those 
who helped uncover it should be investigated.  

The same rationale can be used by any government or agency working to protect public safety 
and national security.  

In addition, the Canadian Security Intelligence Service Act, R.S.C., 1985, c. C-23, provides that 
surveillance can be undertaken without judicial authorization in exigent circumstances — 
making it entirely possible that ODITs can be used lawfully yet without judicial authorization. 

Furthermore, the credibility of and trust in judicial authority is influenced by the actual — and 
the public’s perception of — judicial levels of competence in using and correctly understanding 
the limitations and risks of a technology. 

 
63 Provincial Judges’ Journal. Winter 2017-2018. old.judges-juges.ca/sites/default/files/journals/journal_vol_40_no_2.pdf 

64 Hungary on the offensive over Pegasus scandal. 07 February 2022. Global Data Review. globaldatareview.com/article/hungary-the-offensive-over-pegasus-scandal 

65 Data Authority Finds No Problem with Use of Pegasus Spyware in Hungary. 2022.01.31. Hungary today. hungarytoday.hu/pegasus-hungary-spyware-data-authority-naih-peterfalvi/ 
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Technological Competence 

Although desktop computers have been commonplace tools in law practices for more than 40 
years, few schools or law faculties in Canada offer courses dedicated to privacy or the ethics of 
using surveillance or other advanced digital technologies.  

Accordingly, like the general public that also has had little dedicated technology or privacy 
training, members of the Bench and Bar who use digital devices generally do so without 
understanding what the technology does and can do; about how malware and spyware work; 
about artificial intelligence and the surveillance economy; about personal and organizational 
privacy and access rights and responsibilities; and about the extent and severity of harms and 
unintended consequences that can result from digital technologies.  

The lack of computer and privacy-related education among members of the Bench and Bar has 
the potential for profound impacts on the public if judicial decisions — including whether to 
grant warrants for the use of surveillance tools — are made without the benefit of adequate 
and correct understanding of the intricacies of the digital environment. Simply put, it is all too 
easy to be misled about what is being asked in a warrant application, and to forfeit the 
opportunity to ask the tough questions that need to be asked and answered fulsomely.  

Given the scarcity of relevant education, it is unsurprising then that “existing policies, 
principles, codes of conduct or guidelines” applicable to Canada’s judicial officers are 
“inadequate to respond to” the duty that they have “to ensure that they understand the 
advantages, disadvantages and risks of the use of social media in personal and professional 
contexts and conduct themselves accordingly”66 — not to mention more advanced digital 
technologies — given that 58% of the 8,600 persons who work as legislators, and 78% of the 
3,400 who work as judges are 55 years or older67 and the mean age for the 118568 federally 
appointed judges in office as of August 2, 2022 is 62 years old.  

Indeed, testimony at the U.S. Senate Whistleblower hearings69 confirmed that many senators, 
including those who are lawyers, have limited understanding about how Facebook algorithms 
operate and what is their impact.  

 
66 The Use of Social Media by Canadian Judicial Officers. Canadian Centre for Court Technology. May 2015. 

67 Gender Results Framework: Data tables on Canadian legislators and judges. Released 2021-04-29. www150.statcan.gc.ca/n1/daily-quotidien/210429/dq210429e-eng.htme  
68 Number of federally appointed judges in office as of August 2,2022: 910 Judges in Office; 275 supernumeraries. . Office of the Commissioner for Federal Judicial Affairs Canada. fja-
cmf.gc.ca/appointments-nominations/judges-juges-eng.aspx 

69 Protecting Kids Online: Testimony from a Facebook Whistleblower. U.S. Senate Committee on Commerce, Science, & Transportation. Subcommittee on Consumer Protection, Product 
Safety, and Data Security – live webcast October 5, 2021. 
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Judicial Training 

Federally appointed judges are required70 to complete a two-week program, and then a course 
on Family or Criminal Law within their first five years on the bench. Various courses are 
available to members of the judiciary; but course details are kept confidential as a matter of 
judicial independence.  

Various technology-related training has been offered to members of Canada’s judiciary in 
recent years, with guidance focusing on technology used in the courtroom and court 
information management. The range of offerings related to digital technologies relevant to 
spyware is more modest, and is entirely voluntary. 

• The Superior Court of Quebec offered a lunchtime training71 session on November 17, 2021, 
on “The challenges and risks of cybersecurity for the judiciary, in a context of 
transformation of justice that was attended by 26 people. 

• The Manitoba Court of Appeal presented “Social Media and Judicial Safety,” on September 
23, 2021. The special presentation72 by a Senior Sheriff, Provincial Intelligence Coordinator 
on staying safe on social media, at home and in the courtroom, and other tips related to 
judges' security vis-à-vis the social media and the Internet, was attended by 11 people.  

• In 2018, the National Judicial Institute73 presented “Science in the Courtroom: The Web, 
Nets & Bots - Everything You Need to Know About Emerging Technologies” to improve 
judges’ familiarity with technological and scientific evidence, given the role of judges as 
triers of fact in an era of rapid technological advances. The 39 participants explored “the 
fundamentals of computer technologies; hacking, encryption and cybersecurity; artificial 
intelligence and neural networks; forensics issues with emerging technologies; 
cryptocurrencies; AI-enhanced legal research; forensics and scientific issues in technology 
along with their effects on substantive legal questions and practical procedural matters; and 
common law, statutory, and constitutional legal issues arising from new technologies. 

As with mandatory training, details revealed about course content is necessarily vague as a 
matter of judicial independence.  

Canadians are left to trust that the members of the judiciary fulfill their professional and moral 
obligations to educate themselves to be able to correctly comprehend the potential intended 
and unintended consequences of using advanced digital technologies; and so that they can 
fairly and competently decide matters that involve, relate to, or reflect the development, use, 
and deployment of those technologies. 

 
70 Training for new federally appointed judges. Canadian Judicial Council. cjc-ccm.ca/en/training-new-judges 

71 cjc-ccm.ca/en/what-we-do/programs/superior-court-quebec-training-2021 

72 cjc-ccm.ca/en/what-we-do/programs/manitoba-court-appeal-training-2021 

73 cjc-ccm.ca/en/what-we-do/programs/science-courtroom-web-nets-bots-everything-you-need-know-about-emerging 
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Future Judicial Prospects 

Technological training among lawyers and court officers has traditionally centered around law 
firm productivity and on case and courtroom management, and law societies continue to focus 
on ensuring members “embrace technology to improve quality and efficiency, and reduce the 
cost of delivering legal services.”74 

The Canadian Centre for Court Technology – Centre canadien de technologie judiciaire (CCCT-
CCTJ) was established “to promote the modernization of court services through the use of 
technology solutions”. The organization was dissolved in 2017.  

In late 2019, the Federation of Law Societies of Canada amended its Model Code of Professional 
Conduct75 to add a duty of technological competence for lawyers. The technological 
competence is context-specific and embodies principles of proportionality, merely requiring 
that lawyers become familiar with technology that is “necessary to the nature and area of the 
lawyer’s practice” and which is “reasonably available to the lawyer.”  

The many variables in practice area, location of practice, and clients, the duty of technological 
requirements will inevitably result in uneven levels of technological competence; and those 
differences will be present into the courtroom when counsel and judges consider the merits of 
warrant applications to use spyware or, indeed, any other matter before the courts that 
involves technology whether directly or tangentially. 

With the continued emphasis on law firm and courtroom technology, and given the fact that 
privacy, access to information, technology, and human rights are not yet among the 17 
specialty areas, and 10 subspecialties recognized76 by the Law Society of Ontario, there is no 
reason to expect that new appointments to Canada’s courts will be any more familiar with 
advanced technologies or the implications of their use than are current members of the 
judiciary.  

 
74 Robots and Rule-Makers: New Frontiers for Legal Regulation - Report from the 2018 Annual Conference; Charlottetown PEI October 17-18, 2018. flsc.ca/wp-
content/uploads/2019/07/PEIReportERF.pdf 

75 Federation of Law Societies of Canada amended its Model Code of Professional Conduct. flsc.ca/wp-content/uploads/2019/11/Model-Code-October-2019.pdf 

76 Law Society of Ontario. Directory of Certified Specialists. www1.lso.ca/specialist/#/ 
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What to Do 

The state is not always a benign actor. 
 — Senator Paula Simons 

The oft-repeated message that “we can protect ourselves” by changing passwords, using 
layered defense and mutli-factor authentication, and employing other familiar tactics 
disregards the fact that that approach only addresses the symptoms of products that are sold 
with vulnerabilities to be exploited.  

Spyware is an equal-opportunity endeavor that relies on products that are faulty by design and 
which provide vulnerabilities seized upon by opportunists — like the 37 vulnerabilities including 
a “critical security flaw in the system component “that could lead to remote code execution via 
Bluetooth with no additional execution privileges needed77” patched in a single update. 

Continuing to put the burden on users to protect themselves against products that are flawed 
by design maintains the status quo of leaving Canadians at the mercy of companies that sell 
surveillance-detection software — that are in a clear conflict position, since their primary goal is 
to improve sales and profits, and flawed products are a way to attain that objective.  

Perpetuating the status quo of problematic products provided to a populace that remains 
ignorant about what to look for or how to protect themselves reflects longstanding public 
policy that demonstrates greater concern for promoting commercial activity than for protecting 
individual Canadians. 

The inadequacy and futility of requiring users to protect themselves against flawed products is 
reflected in the United Nation’s call on all States to impose a global moratorium78 on the sale 
and transfer of surveillance technology until they have put in place robust regulations that 
guarantee its use in compliance with international human rights standards.  

Individual acts of resistance against sophisticated but flawed technologies are not a substitute 
for structural, long-lasting solutions.  

Mitigating the threat that commercial spyware and other exploitation technologies pose to 
Canadians, Canada, and our corporate sector requires a coordinated effort — within Canada 
and with other governments; and a shift in focus from reacting to incidents to proactively 
preventing damage from being done in the first place.  

 
77 Google Patches Critical Android Bluetooth Flaw in August Security Bulletin. Infosecurity Group. August 2, 2022. infosecurity-magazine.com/news/google-patches-critical-android/ 
78 Spyware scandal: UN experts call for moratorium on sale of ‘life threatening’ surveillance tech. United Nations Human Rights Office of the High Commissioner 12 August 2021. 
ohchr.org/en/press-releases/2021/08/spyware-scandal-un-experts-call-moratorium-sale-life-threatening 
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Fundamental Issues 

Whether Canadian governments, organizations, individuals, or law enforcement agencies ought 
to be allowed to use surveillance spyware in Canada, and under what circumstances and with 
what overwatching, is an important question, particularly in view of increasingly contentious 
domestic and international geopolitical issues. 

Using spyware is not unlawful, and the current criminal code79 prohibition against publishing 
intimate images without consent is inadequate to protect spyware victims, including those 
whose images are surreptitiously gathered and then become currency in the secret world80 of 
trading nudes online. 

Regulating surveillance will rely on enshrining privacy as a fundamental human right for all 
Canadians — in person, online, and at our borders, and declaring a civil right to privacy — and 
recognizing intimate privacy as a fundamental civil right, so that the entire range of intimate 
privacy violations and the tools used to commit them — including stalkerware and spyware —
 can be addressed. 

The development, sale, distribution, and financing of spyware (and other malware) needs to be 
made illegal, except in specific exceptional situations.  

• Exceptions must be contingent upon a requestor providing fulsome disclosure to a truly 
apolitical, knowledgeable, and independent third party about why an exception is sought, 
who has the authority and is required to verify the reasons before any exception is granted.  

• Exceptions must be time-limited for the shortest possible duration necessary to accomplish 
the investigatory goal; and any time extension must be approved in advance by an 
independent third party.  

Allowing a minister to oversee the approval for using surveillance technologies risks the 
existence or appearance of a conflict of interest; and that would undermine the public’s trust in 
government, public bodies, and the police. 

Disrupting the mercenary surveillance industry will require multi-partisan political will to give 
greater weight and value to people and their privacy than to products or commerce — to help 
safeguard our democratic freedoms and ensure trustworthy and transparent technology and so 
that Canadians can again have reason to trust in government, police, and the public sector. 

 
79 Criminal Code of Canada. S162(1). laws-lois.justice.gc.ca/eng/acts/C-46/page-23.html#docCont 
80 Inside the secret world of trading nudes. BBC Panorama. 22 August 2022. the-star.co.ke/sasa/lifestyle/2022-08-22-inside-the-secret-world-of-trading-nudes/ 
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Public Education 

Preparing the next generation of innovators, developers, and consumers to disrupt the 
mercenary surveillance industry and competently guard against spyware and its damaging 
effects depends on developing a pan-Canadian strategy that incorporates a mandatory 
component across the K-12 curricula, and all law faculties, that provides practical training about 
law, technology, privacy, and human rights, and how those domains intersect.  

Creating competency will rely on comprehensive curricula that explores topics in depth to 
provide a fulsome understanding of what privacy is; what are individuals’ privacy and human 
rights and responsibilities; how to reflect those rights in the design and development of 
products and processes; how to think critically about individual, societal, and organizational 
implications of advanced technologies including artificial intelligence, facial recognition, 
spyware, and biometrics; and how to assess the impact of specific technologies on democratic 
freedoms — so that Canadians will know how to make better choices about the systems and 
products they design, use, or procure. 

Judicial Education 

Preparing the next generation of lawyers, and judges to be able to understand and decide 
matters that touch on technology demands mandatory training for all judges, to be completed 
by new judges within their first two years on the bench. Fulsome training ought to provide a 
deep understanding of various advanced technologies (including artificial intelligence, facial 
recognition, spyware, and biometrics); their features, inherent shortcomings, and biases; how 
they function; and the implications and unintended consequences of their use, to be able to 
understand the individual, societal, and organizational implications of advanced technologies. 

Duty of Loyalty 

Ongoing promotion and funding of ‘innovation’ to realize its potential for employment, 
revenue, and taxation, belies governments’ hand-wringing about the damages wrought by 
cybercrime; and that has undermined public trust in government, federal institutions, and the 
public sector.  

It is time to recognize the individual, diplomatic, economic, and national security risks from 
investing in, supporting, using, or allowing the use of spyware by imposing a duty of loyalty 
upon software developers, marketers, and distributors to require that their products — and the 
data generated and collected by or through those products — serve the public’s best interests.  

History through recent decades has shown that technology companies have resisted efforts to 
compel them to improve software and hardware at the peril of individuals in all walks of life. 
Genuinely emphasizing customers’ privacy rights over self-serving interests of investors, 
organizational stakeholders, or the corporate bottom line in a way that is credible will garner 
public trust and improved profitability.  
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Restrict Procurement 

Being able to control access to spyware technologies the same way drugs must be tested, 
approved, and licensed for sale or use in Canada is an option, but presents the same unrealistic 
slippery slope as trying to regulate internet content.  

Monitoring and blocking online content is a game of whack-a-mole that threatens everyone’s 
privacy and safety, and protects nobody. 

Furthermore, as confirmed by Privacy Commissioners investigating the use of Clearview AI by 
police, vendors are happy to allow their wares to be sampled; and deploying products to ‘test’ 
them avoids leaving a procurement paper trail. As well, if a paper trail must be created, it is 
easy to use obfuscation to avoid detection, by requesting tools for “technological and data 
oriented policing.” That approach might conceal the acquisition of spyware by police or public 
bodies, but it flies in the face of the Supreme Court of Canada’s assurance that Canadians have 
a right to know when the state intrudes on their privacy.81 

A more effective and realistic strategy would be to disrupt the business opportunities for 
spyware vendors by banning federal procurement or use — directly and indirectly — of 
commercial spyware, citizen spyware, or custom-made spyware technologies, with equivalent 
bans in each province and territory. The government has the power to do that, whether by 
legislation or by Order in Council. 

The government also has the power to, and must, regulate federal procurement processes to 
require a comprehensive Privacy Impact Assessment be conducted by independent, unbiased, 
and well-qualified privacy practitioners whose competence meets or exceeds  national standard 
CAN/CIOSC 109-1:202282 — Qualification and Proficiency of Access-to-Information, Privacy, and 
Data Protection Professionals. 

 
81 R. v. Tse, 2012 SCC 16 
82 SCC ratification 
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Regulate Financing 

Increasingly-ubiquitous spyware and technology companies can watch us all. They and their 
investors must be watched, to take them out of the shadows.  

Accomplishing that will take more than banning83 specific products, which is an important-
sounding but token gesture that perpetuates the status quo.  

Banning particular products or companies merely pushes business elsewhere, but does nothing 
to stymie the further development, use, or investment in similar products, or their unlimited 
sale or distribution. 

Canada could take a note from its Five Eyes partners and, instead of prohibiting the sale of 
certain products to embargoed nations or launch occasional lawsuits against spyware and 
stalkerware distributors, turn that protection inward and have a Digital Commissioner whose 
role is to pre-emptively protect Canadians from software and technology.  

Expand the Proceeds of Crime (Money Laundering) and Terrorist Financing Act (PCMLTFA)  
and associated regulations to require corporate and institutional investors to report all direct or 
indirect investments in companies that directly or indirectly support, sustain, or assist in the 
development, sale, or distribution of products that can be used for surveillance.  

 
83 The NSO Group that sells Pegasus has been banned by the US, Apple, Meta (formerly Facebook), and several other hacking-for-hirecompanies. SpyFone barred from selling stalking apps that 
secretly monitor phone activity. Federal Trade Commission. September 1, 2021. consumer.ftc.gov/consumer-alerts/2021/09/spyfone-barred-selling-stalking-apps-secretly-monitor-phone-
activity 
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Regulate the Exploitation of Privacy  

People “can either stand with us or with the child pornographers.” 
 — The Honourable Vic Toews 
 Minister of Public Safety (2010-2013) 

For years, privacy advocates have called for controls on spyware, as governments professing 
concern about children and human trafficking have wrung their collective hands and allowed 
the development, sale, distribution, and investment in surveillance technologies to remain 
unregulated. 

If Canada is sincere in its claims about wanting to minimize human trafficking and victimization 
of children — and be a country that genuinely respects privacy and other fundamental 
freedoms and human rights — it needs to unequivocally declare privacy to be a fundamental 
human right; and then work with foreign governments to ban the sale, export, distribution, use, 
and investment in commercial spyware.  

International free trade agreements already require cross-border information flows; they also 
need to resist trading privacy away for the sake of international relations.  

The agreements need to include a standard of care that is consistent across borders, and 
against which developers and investors can be evaluated — by genuinely independent 
evaluators who are knowledgeable about privacy-invasiveness potential of advanced digital 
technologies — to ensure compliance. 

As part of the coordinated international effort, signatories must agree to criminalize and 
prosecute the individuals and organizations that create, test, market, fund, or distribute 
commercial spyware — and their executives and investors — and ban the sale, export, and use 
of spyware. Until that is accomplished, Canada ought to impose sanctions on nations that 
harbor spyware developers and vendors, regulate investment in surveillance and spyware 
entities (wherever in the world they might be located) and on nations and their officials who 
target Canadians with spyware. 

Doing anything less, or doing nothing, is choosing to perpetuate the status quo, to continue 
incentivizing the development, sale, distribution, profiteering from, and use of snooping tools; 
and it’s choosing to continue allowing these invasive technologies to proliferate and be used 
against us all. 
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