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Her Excellency the Governor General recommends to the House of Commons the appropriation of public revenue under the circumstances, in the manner and for the purposes set out in a
measure entitled “An Act respecting certain-reasuresrelating-to-th urity-of the-border-between da-and-the-United-States-and-respecting-otherrelated-security-measureslawful
access”.

Part 1 ds th " Akt ide the Canada Border Servi A ith facilitiosfi £ ek P i " Ioted to the admini ; PR
Part-1-amends-the-Customs-Act-to-provide-the-CanadaBerder Servi geney-with-f fr f-charge-forcarrying-out-anypurp related-to-the-administration-or-enforcement-of tha

Act-and-other-Acts-of Parliament-and-to-provide-officers-of that- Ageney-with-access-at-certain-locations-to-goods-destined-for-export—It-also-includes-transitional-provisions:

Part2 ds-th led-D, d-Sub: Act+ £

hedul that

£ 1 a H h Im th iR £ Health-to-add
reate-a-nev mporary-accelerated-schedulingpathway-that-ah the-Ministerof lth-to-add-precursor

V-to-that-Act—It-also-makesrelated-amendments-to-the-Controfled-Drugs-and-Substances-Act-(Police-Enforcement)-Regtilations-and-the-Precursor-Control-Regufations-

Part amends-th Atrofled-Brugs-and cesA atow

Part3 ds—th D, d-Sub. Act-and—th Act&

th

that-th

b armical

£ Public-Saf o

+tha A-of-the—t

T bi i
Part-3-amends—th nAtrofted-Drugs—and ? Act-and-the-CannabisA G FROF—H U may;—on-the—+

£
fPublic-Safety-—and

Emergenecy-Preparedness;,—makeregulations-exempting-members-of law-enforcement from-the-application-of-any provision-of the-Criminal-Code-that-creates-drug-related-inchoate-offences

hen-th d Kinatawtuli 4
vhen-they-are-undertakingtawful-in 1S+

Part-4-amends-the-Canada-Post-Corporation-Act-to-permit-the-demand,seizure,-detention-or-retention-of-anything-in-the-course-of post-only-inaccordance-with-an-Act-of Parliament—lt-alse

(a) amends the Criminal Code to, among other things

(i) facilitate access to basic information that will assist in_the investigation of federal offences through confirmation of service demands given to

iv) allow a justice or judge to authorize, in a warrant, a peace officer or public officer to obtain tracking data or transmission data that relates to any thing that is similar to a
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allow a justice or judge to authorize a peace officer or public officer to make a request to a foreign entity that provides telecommunications services — or that provides
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Alternative Title

Alternative title
1 rs.This Act may be cited as the Lawful Access Act, :2026.+2nd-supp-)

PART 141

Timely Access to Data and Information

R.S., c. C-46

Criminal Code

Amendments to the Act

2 155-Subsection 462.32(3) of the Criminal Code is replaced by the following:
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Other provisions to apply
(3) Subsections 487(2.1) to (2.3) and (2.5) to (3) and section 488 apply, with any modifications that the circumstances require, to a
warrant issued under this section.

3 156-(1) The portion of subsection 487(1) of the Act before paragraph (a) is replaced by the following:

Information for search warrant
487 (1) A judge or justice who is satisfied by information on oath in Form 1 that there are reasonable grounds to believe that there is in a
building, receptacle or place

(2) Subsection 487(1) of the Act is amended by replacing “a public officer who has been appointed or designated to
administer or enforce a federal or provincial law and whose duties include the enforcement of this Act or any other Act of
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2)y-Parliament and who is named in the warrant” with “a public officer”.
(3) Subsections 487(2) to (2.2) of the Act are replaced by the following:

Execution in Canada

(2) A warrant issued under subsection (1) may be executed at any place in Canada. A peace officer or public officer who executes the
warrant must have authority to act in that capacity in the place where the warrant is executed.

Operation of computer system and copying equipment

(2.1) A person authorized under a warrant issued under subsection (1) to search a computer system in a building or place for computer data
may

(a) use or cause to be used any computer system at the building or place to search any computer data contained in or available to the
computer system; and

(b) seize any computer data for examination.

Duty of person in possession or control
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(2.2) Every person who is in possession or control of any building or place in respect of which a search is carried out under a warrant issued
under subsection (1) shall, on presentation of the warrant, permit the person carrying out the search to perform any of the acts referred to
in subsection (2.1).

Examination of computer data

(2.3) The judge or justice may, in a warrant issued under subsection (1), authorize the examination of any computer data seized under the
warrant or contained in or available to a computer system seized under the warrant, if the judge or justice is satisfied that there are
reasonable grounds to believe that the computer data will afford evidence with respect to the commission of the offence set out in the
information.

Warrant — examination of computer data

(2.4) A judge or justice may at any time issue a warrant authorizing the examination of computer data contained in or available to a
computer system that is specified in the warrant and that is in the possession of a peace officer or public officer if the judge or justice is
satisfied by information on oath in Form 1 that there are reasonable grounds to believe that

(a) an offence has been or will be committed under this Act or any other Act of Parliament; and

(b) the computer data will afford evidence with respect to the commission of the offence.

Conditions

(2.5) The examination of computer data under a warrant issued under this section may be made subject to any conditions that the judge or
| justice thinks-fitincluding-thatconsiders advisable to ensure that the examination is reasonable in the circumstances.

Copy of warrant relating to computer data

| (2+72.6) As soon as feasible after a warrant authorizing the examination of computer data is issued under this section, the person who
applied for it shall give a copy of it to the following persons:

| (a) any person, if known, who is the lawful owner of the computer system that contains the computer data or through which the
computer data is available or who is lawfully entitled to the possession of that computer system; and

(b) any person who is referred to in the information, who is under investigation for the commission of the offence set out in the warrant
and whose computer data is authorized to be examined under the warrant.

Exception
| (2-82.7) However, a copy of the warrant is not required to be given to a person under subsection (2:72.6) if

(a) the person has already received a copy under section 487.093; or

(b) the judge or justice who issues the warrant sets aside the requirement in respect of the person, on being satisfied that doing so is
justified in the circumstances.

Extension

| (2:92.8) If the judge or justice who issues a warrant under this section authorizing the examination of computer data or any other judge or
justice having jurisdiction to issue such a warrant is satisfied, on the basis of an affidavit submitted in support of an application to extend the

| period within which a copy of the warrant shall be given under subsection (2-72.6), that the interests of justice warrant the granting of the
application, the judge or justice may grant an extension, or a subsequent extension, of the period, but no extension may exceed three
years.

Examination — time and place
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(2:9+2.9) An examination of computer data authorized under a warrant issued under this section may take place at any time and at any place
in Canada and, for the purposes of the examination, a person may copy erextraet-computer data at any time and at any place in Canada.

(4) Section 487 of the Act is amended by adding the following after subsection (3):
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Definitions
(4) The following definitions apply in this section.

computer data has the same meaning as in subsection 342.1(2). (données informatiques)
computer system has the same meaning as in subsection 342.1(2). (ordinateur)
Jjudge means a judge of a superior court of criminal jurisdiction or a judge of the Court of Quebec. (juge)

public officer means a public officer who is appointed or designated to administer or enforce a federal or provincial law and whose duties
include the enforcement of this Act or any other Act of Parliament. (fonctionnaire public)

4 157-(1) The portion of section 487.011 of the Act before the first definition is replaced by the following:

Definitions
487.011 The following definitions apply in this section and in sections 487.012 to 487.0199, 487.11, 492.1 and 492.2.

(2) Section 487.011 of the Act is amended by adding the following in alphabetical order:

subscriber information-means, in relation to any client of a person who provides services to the public or any subscriber to the services of
such a person,_means

(a) information that may be used to identify the subscriber or client-previded-te-the-person-in-erdertereceivetheservices, including their

name, pseudonym, address, telephone number and email address;

(b) identifiers assigned to the subscriber or client by the person, including account numbers; and
(c) information relating to the services provided to the subscriber or client, including

(i) the types of services provided,

(ii) the period during which the services were provided, and

(iii) information that identifies the devices, equipment or things used by the subscriber or client in relation to the services.
(renseignements relatifs a I'abonné)

5 158-The Act is amended by adding the following after section 487.012:

InfermationConfirmation of service demand

487.0121 (1) A peace officer or public officer may make a demand in Form 5.0011 to a persen-whoe-provides-services-to-the-publicrequiring-
the-person-to-providein-theform—mannerand-timetelecommunications service provider requiring them to confirm, within the time and in
the manner specified in the demand, the-fellewing-infermation:

fa)y-whether the-persenprevides-er-hasor not they provide or have provided telecommunication services to any subscriber or client, or to any
account or identifier, specified in the ferm;demand.

Conditions for making demand
(2) The peace officer or public officer may make the demand only if they have reasonable grounds to suspect that

(a) an offence has been or will be committed under this Act or any other Act of Parliament; and

(b) the infermationconfirmation that is demanded will assist in the investigation of the offence.

Medical and privileged inf .

3) For greater certainty, a demand must not be made if the confirmation would disclose medical information or information that is subject to

solicitor-client privilege or the professional secrecy of advocates and notaries.
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Limitation
(4) 3)-A demand maymust not be made to a persen-whotelecommunications service provider that is under investigation for the
offence referred to in subsection (2).

Time
@ 4)>-The time specified in the demand is to be not less than 24 hours.

Non-disclosure

(6) t5)-The peace officer or public officer who makes the demand may impose conditions in the demand prohibiting the disclosure of
its existence or some or all of its contents for a period not greater than one year after the day on which the persen—receivesthe-demand_is_

made._The peace officer
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or public officer may impose the conditions only if they have reasonable grounds to believe that the disclosure during that period would
jeopardize the conduct of the investigation of the offence to which the demand relates.

Revocation
(7) 6)-A peace officer or public officer may, at any time, revoke the demand or a condition by notice given to the persontelecommunications
service provider.

Application for review

(8) €7 The persentelecommunications service provider may, within five business days after the day on which they receive the demand-
was-made, apply in writing, to a judge in the judicial district where the demand was madereceived, to revoke or vary the demand.

Notice to apply for review

(9) t8)-The persontelecommunications service provider may make an application under subsection (78) only if, before the infermation-
fustconfirmation is required to be provided, thepersengivesthey give notice to the peace officer or public officer who made the demand of

the persen’stelecommunications service provider’s intention to make the application.

No obligation to provide infermatienconfirmation

(10) ¢9)-The persentelecommunications service provider is not required to provide the irfermatienconfirmation until a final decision is made
with respect to the application.

Revocation or variation of demand
(11) (x8)-The judge in the judicial district where the demand was madereceived may revoke or vary the demand if satisfied that

(a) it is unreasonable in the circumstances to require the applicant to provide the infermatienconfirmation; or

(b) provision of the infermationconfirmation would disclose information that is privileged or otherwise protected from disclosure by law.

Request for confirmation
(12) Despite subsection (1), no demand under that subsection is necessary for a peace officer or public officer to ask a telecommunications

%wiﬂemd to in ww

(13) In this section, telecommunications service provider has the same meaning as in subsection 2(1) of the Telecommunications Act.

6 159-The Act is amended by adding the following after section 487.0141:

Production order — subscriber information

487.0142 (1) On ex parte application made by a peace officer or public officer, a justice or judge may order a person who provides services to
the public to prepare and produce a document containing all the subscriber information that relates to any information, including
transmission data, that is specified in the order and that is in their possession or control when they receive the order.

Conditions for making order

(2) Before making the order, the justice or judge must be satisfied by information on oath in Form 5.004 that there are reasonable grounds
to suspect that

(a) an offence has been or will be committed under this Act or any other Act of Parliament; and

(b) the subscriber information is in the person’s possession or control and will assist in the investigation of the offence.

Form
(3) The order is to be in Form 5.0052.

Limitation

(4) A person who is under investigation for the offence referred to in subsection (2) mayis not to be made subject to an order.

7 166-The Act is amended by adding the following after section 487.018:

Application — transmission data or subscriber information

487.0181 (1) On ex parte application made by a peace officer or public officer, a justice or judge may authorize a peace officer or public
officer to make a request to a foreign entity that provides telecommunications services — or that provides services by a means of
telecommunication — to the public to prepare and produce a document containing transmission data or subscriber information that is in the
foreign entity’s possession or control when it receives the request.
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Conditions for authorization

(2) The justice or judge may authorize a peace officer or public officer to make the production request only if the justice or judge is satisfied
by information on oath in Form 5.00801 that there are reasonable grounds to suspect that

(a) an offence has been or will be committed under this or any other Act of Parliament; and

(b) the transmission data or the subscriber information is in the foreign entity’s possession or control and will assist in the investigation of
the offence.

Authorization

| (3) The authorization is to be in Form 5.00802 and must specify that a peace officer or public officer maymust not send a production
request more than 30 days after the day on which the authorization is granted.

Form

(4) The production request is to be in Form 5.00803 and may include any information that is required by the foreign entity, by the foreign
state in which the foreign entity is located or under an international agreement or arrangement to which Canada and the foreign state are
parties.

8 1+61+-Subsection 487.0191(1) of the Act is replaced by the following:

Order prohibiting disclosure

487.0191 (1) On ex parte application made by a peace officer or public officer, a justice or judge may make an order prohibiting a person
| from disclosing the existence or some or all of the contents of a preservation demand made under section 487.012, an—infermationa_
| confirmation of service demand made under section 487.0121 or an order made under any of sections 487.013 to 487.018 during the

period set out in the order.

9 1+62-Subsection 487.0192(1) of the Act is replaced by the following:

Particulars — production orders

487.0192 (1) An order made under any of sections 487.014, 487.0141, 487.0142 and 487.016 to 487.018 must require a person, financial
institution or entity to produce the document to a peace officer or public officer named in the order within the time, at the place and in the
form specified in the order.

10 +63-Subsections 487.0193(1) and (2) of the Act are replaced by the following:

Application for review of production order

487.0193 (1) A person, financial institution or entity required by an order made under any of sections 487.014 to 487.018 to produce a

document may, before the person, institution or entity is required to produce the document but not later than fivel0 business days after the
day on which the order was madereceived, apply in writing to the justice or judge who made the order — or to a judge in the judicial district
where the order was madereceived — to revoke or vary the order.

Notice required

(2) The person, institution or entity may make the application only if, before the application is made, the person, institution or entity gives
notice of their intention to make the application to a peace officer or public officer named in the order.

| 11 +64-SubseetionSection 487.0195¢2)- of the Act is replaced by the following:

| RequestforinformationFor greater certaint
487.0195 (i=11) For greater certainty, no irfermation-demand-made-undersection487-8121preservation demand, preservation order, keep
w is necessary for a peace officer or publlc ofﬁcer to ask a person to voluntarily previde—any-
A-preserve data that the
y law from | _' ], to voluntarily keep an account oj acti 2 J%erson is not ,%D.%

No civil or criminal liability
| (2) £2-A person who preserves data, keeps an account open or active or provides a document in—the—€ireumstances—referred-te-in-subseetions

| {y-or wheprevides-information in thethose circumstances referred-te—in—subseetions{1-1)-does not incur any criminal or civil liability for
doing so.

| Vetluntary-er-compeledUnsolicited provision of information

(3) 3)For greater certainty, no production order or warrant, or infermatienconfirmation of service demand made under section 487.0121, is
necessary for a peace officer or public officer to receive any information from a person or a telecommunications service provider, as the case
may be, who is lawfully in possession of it, and to act on the information, if the person, without being asked for it, provides it voluntarily or is
required by law, including a law of a foreign state, to provide it.

Publicly available information

(4) 4)-For greater certainty, no production order or warrant, or infermatienconfirmation of service demand made under section 487.0121, is
—  necessary for
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a peace officer or public officer to receive, obtain and act on any information that is available to the public.

12 +65-Section 487.0197 of the Act is replaced by the following:

Offence — preservation or infermatienconfirmation of service demand
487.0197 A person who contravenes a preservation demand made under section 487.012 or an-infermationa confirmation of service demand
made under section 487.0121 without lawful excuse is guilty of an offence punishable on summary conviction and is liable to a fine of not

more than
$5,000.

1:3 166-(1) Subsection 487.1(1) of the Act is amended by adding the following after paragraph (I):
(1.1) a warrant under subsection 487(2.4);
(1.2) an extension under subsection 487(2:52.8);

(2) Subsection 487.1(1) of the Act is amended by adding the following after paragraph (0):
(o0.1) an authorization under subsection 487.0181(1);

14 1+67-Section 487.11 of the Act is replaced by the following:

Exigent circumstances
487.11 A peace officer or public officer may, in the course of their duties,

(a) exercise any of the powers described in section 487, 492.1 or 492.2 without a warrant if the conditions for obtaining a warrant exist
but by reason of exigent circumstances it would be impracticable to obtain a warrant; or

(b) seize any subscriber information that may be the subject of an order made under subsection 487.0142(1) or any data that may be the
subject of an order made under subsection 487.016(1) or 487.017(1) if the conditions for obtaining an order exist but by reason of exigent
circumstances it would be impracticable to obtain an order.

15 168-The portion of section 487.2 of the Act before paragraph (a) is replaced by the following:

Restriction on publication

487.2If a search warrant is issued under subsection 487(1) or a search is made under such a warrant, everyone who publishes in any
document, or broadcasts or transmits in any way, any information with respect to

16 +69-(1) The portion of section 488 of the Act before paragraph (b) is replaced by the following:

Warrant search by day
488 A search of a building, receptacle or place under a warrant issued under subsection 487(1) shall be carried out during the day, unless

(a) the judge or justice is satisfied that there are reasonable grounds for the search to be carried out at night;
(2) Paragraph 488(c) of the Act is replaced by the following:
(c) the warrant authorizes that the search be carried out at night.

17 1+76-Section 489.1 of the Act is amended by adding the following after subsection (3):

Exception — computer data

(4) This section does not apply with respect to computer data, as defined in subsection 342.1(2), other than virtual currency or other digital
assets.

18 1+72-Subsection 492(1) of the Act is replaced by the following:

Seizure of explosives

492 (1) Every person who executes a warrant issued under subsection 487(1) may seize any explosive substance that they suspect is
intended to be used for an unlawful purpose, and shall, as soon as possible, remove to a place of safety anything that they seize under this
section and detain it until they are ordered by a judge of a superior court to deliver it to some other person or an order is made under
subsection (2).

19 +73-(1) Subsection 492.1(3) of the Act is replaced by the following:

Tracking similar things

(2.1) A justice or judge who authorizes a peace officer or public officer to obtain tracking data that relates to the location of a thing that a
person uses, carries or wears may, in the warrant, authorize the peace officer or public officer to obtain tracking data that relates to the
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location of any similar thing that is unknown at the time the warrant is issued if the justice or judge is satisfied that there are reasonable
grounds to suspect that the person will use, carry or wear that similar thing.
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Scope of warrant
| (3) The warrant authorizes the peace officer or public officer, or a person acting under their direction, to install, activate, use, maintain,

monitor and remove the tracking device, including covertly. The warrant also authorizes a person acting under the direction of the peace
officer or public officer to obtain the tracking data that is authorized to be obtained under the warrant.

(2) Subsection 492.1(8) of the Act is replaced by the following:

Definition of tracking device

(8) In this section, tracking device means a device, including a computer program as defined in subsection 342.1(2), that may be used to
obtain or record tracking data or to transmit it by a means of telecommunication.

20 +74-(1) Subsection 492.2(2) of the Act is replaced by the following:

Transmission data — means of telecommunication

(1.1) A justice or judge who authorizes a peace officer or public officer to obtain transmission data that relates to any means of
telecommunication used by a person may, in the warrant, authorize the peace officer or public officer to obtain transmission data that
relates to any means of telecommunication that is unknown at the time the warrant is issued but that is of a similar type to the means of
telecommunication described in the warrant if the justice or judge is satisfied that there are reasonable grounds to suspect that the person
will use that other means of telecommunication.

Scope of warrant

(2) The warrant authorizes the peace officer or public officer, or a person acting under their direction, to install, activate, use, maintain,
monitor and remove the transmission data recorder, including covertly. The warrant also authorizes a person acting under the direction of
the peace officer or public officer to obtain the transmission data that is authorized to be obtained under the warrant.

| Conditions
| (2.1) A warrant may contain _any conditions that the justice or judge considers appropriate, including conditions to protect a person’s
| interests.

(2) Subsection 492.2(6) of the Act is replaced by the following:

Subscriber information related to transmission data

(5.2) The justice or judge may, in the warrant, authorize a peace officer or public officer to obtain from a person who provides services to the
public any information referred to in paragraph (a) of the definition subscriber information in section 487.011 that relates to the transmission
data that is authorized to be obtained under the warrant and that is in the person’s possession or control.

Definition of transmission data recorder

(6) In this section, transmission data recorder means a device, including a computer program as defined in subsection 342.1(2), that may
be used to obtain or record transmission data or to transmit it by a means of telecommunication.

21 #75-Form 1 of Part XXVIII of the Act is replaced by the following:

FORM 1

(Sections 320.29, 462.32, 462.321 and 487)

Information to Obtain a Search Warrant

Canada,
Province of ,
(territorial division).

| This is the information of A.B., of in the (territorial division), (occupation), in_this information called the informant, taken before

me.

The informant says that (describe things or computer data to be searched for and offence in respect of which search is to be made), and
that they believe on reasonable grounds that those things, or some part of them, (or that computer data) are in the (dwelling-house, etc.
or computer system) of C.D., of , in (territorial division). (Here add the grounds of belief, whatever they may be.)

The informant therefore requests that a search warrant be granted to search the (dwelling-house, etc. or computer system) for those things

(or that computer data).

(o)

The informant says that they believe on reasonable grounds that an offence has been or will be committed under (specify the provision of the
Criminal Code or other Act of Parliament) and that computer data contained in or available to (specify computer system in the possession of
a peace officer or public officer) will afford evidence with respect to the commission of the offence. (Here add the grounds of belief, whatever
they may be.)
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The informant therefore requests that a warrant be granted to examine that computer data.
Sworn before me on (date), at (place).

) A(jﬂqﬂ‘ Jjustice) in and for

22 176-Form 5 of Part XXVIII of the Act is replaced by the following:

(Signature of Informant)



FORM 5

(Sections 320.29 and 487)

Warrant to Search

Canada,

Province of ,

(territorial d/ws:on)

To the peace officers in the (territorial division) or to the public officers whose duties include the enforcement of (specify an Act of
Parliament):

Whereas it appears on the oath of A.B., of that there are reasonable grounds for believing that (describe things or computer data
to be searched for and offence in respect of Which sé€arch is to be made) are in at , In this warrant called the premises;

This warrant authorizes and requires you between the hours of (as the judge or justice may direct) to enter into the premises and to search
for the things referred to in this warrant and to bring them before a justice.

(and, if applicable)

This warrant also authorizes the examination of computer data contained in or available to a computer system seized under this warrant or of
computer data seized under this warrant.

(Specify any conditions to which the examination is subject.)
(or)

Whereas it appears on the oath of A.B., of , that they have reasonable grounds to believe that an offence has been or will be
committed under (specify the provision of thé CFifiiifial Code or other Act of Parliament) and to believe that computer data contained in or
available to (specify computer system in the possession of a peace officer or public officer) will afford evidence with respect to the
commission of the offence;

This warrant authorizes the examination of that computer data.
(Specify any conditions to which the examination is subject.)

Dated (date) at (place).
A (judge or justice) in and for

23 +77-Part XXVIII of the Act is amended by adding the following after Form 5.001:

FORM 5.0011

(Subsection 487.0121(1))

InformationConfirmation of Service Demand

Canada,

Province of ,
(territorial division)

To (name of persenthe telecommunications service provider), of :

Because I have reasonable grounds to suspect that an offence has been or will be committed under (specify the provision of the Criminal
Code or other Act of Parliament) and that the irfermatienconfirmation specified below will assist in the investigation of that offence, you are
required to prevideconfirm, as soon as possible but not later than (specify time by which the irfermatienconfirmation is to be provided)

whether or not you provide or have provided telecommunication services to (specify the—informationsubscriber or client, or account or
identifier), unless this demand is revoked.

The irfermatienconfirmation must be provided to (name of peace officer or public officer), (specify the form
and manner). This demand is subject to the following conditions: (specify any conditions to which the demand
is subject).

You have the right to apply to revoke or vary this demand.

If you contravene this demand without lawful excuse, you may be subject to a fine.

(Signature of peace officer or public officer)

24 178-Form 5.004 of Part XXVIII of the Act is replaced by the following:
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FORM 5.004

(Subsections 487.014(2), 487.0141(2), (5) and (10), 487.0142(2), 487.015(2), 487.016(2), 487.017(2) and 487.018(3))

Information to Obtain a Production Order
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Canada,

Province of

(territorial division)

This is the information of (name of peace officer or public officer), of (“the informant”).

The informant says that they have reasonable grounds to suspect (or, if the application is for an order under section 487.014 or 487.0141
of the Criminal Code, reasonable grounds to believe)

(a) that an offence has been or will be committed under (specify the provision of the Criminal Code or other Act of Parliament); and

(b) (if the application is for an order under section 487.014 of the Criminal Code) that (specify the document or data) is in the possession
or control of (name of the person) and will afford evidence respecting the commission of the offence.

(or)

(b) (if the application is for an order under section 487.0141 of the Criminal Code) that (specify the document or data), if it is in the
possession or control of (name of the person) on (specify the dates to be specified in the order), will afford evidence respecting the
commission of the offence (and if applicable, and that the information contained in all reports made under any of sections 7, 7.1 and 9 of
the Proceeds of Crime (Money Laundering) and Terrorist Financing Act during the period the order is to be in effect will afford evidence
respecting the commission of the offence).

(or)

(b) (if the application is for an order under section 487.0142 of the Criminal Code) that subscriber information is in the possession or
control of (name of the person) and will assist in the investigation of the offence.

(or)

(b) (if the application is for an order under section 487.015 of the Criminal Code) that the identification of a device or person involved in
the transmission of (specify the communication) will assist in the investigation of the offence and that (specify the transmission data) that
is in the possession or control of one or more persons whose identity is unknown will enable that identification.

(or)

(b) (if the application is for an order under section 487.016 of the Criminal Code) that (specify the transmission data) is in the possession
or control of (name of the person) and will assist in the investigation of the offence.

(or)

(b) (if the application is for an order under section 487.017 of the Criminal Code) that (specify the tracking data) is in the possession or control
of (name of the person) and will assist in the investigation of the offence.

(or)

(b) (if the application is for an order under section 487.018 of the Criminal Code) that (specify the data) is in the possession or control of
(name of the financial institution, person or entity) and will assist in the investigation of the offence.

The reasonable grounds are:
The informant therefore requests

(if the application is for an order under section 487.014 of the Criminal Code) that (name of the person) be ordered to produce a document
that is a copy of (specify the document) that is in their possession or control when they receive the order (and/or to prepare and produce a
document containing (specify the data) that is in their possession or control when they receive the order).

(or)

(if the application is for an order under section 487.0141 of the Criminal Code) that (name of the person) be ordered to produce a
document that is a copy of (specify the document) that is in their possession or control on (specify the dates to be specified in the order)
(and/or to prepare and produce a document containing (specify the data) that is in their possession or control on (specify the dates to be
specified in the order)) (and if applicable, and that the person be ordered to produce a copy of all reports made under any of sections 7, 7.1
and 9 of the Proceeds of Crime (Money Laundering) and Terrorist Financing Act during the period the order is to be in effect).

(or)
(if the application is for an order under section 487.0142 of the Criminal Code) that (name of the person) be ordered to prepare and
produce a document containing all the subscriber information that is in their possession or control when they receive the order that relates
to (specify information).

(or)

(if the application is for an order under section 487.015 of the Criminal Code) that a person who is served with the order in accordance with
subsection 487.015(4) of the Criminal Code be ordered to prepare and produce a document containing (specify the transmission data) that
is in their possession or control when they are served with the order.

(or)

(if the application is for an order under section 487.016 of the Criminal Code) that (name of the person) be ordered to prepare and produce
a document containing (specify the transmission data) that is in their possession or control when they receive the order.

(or)

2026-63-12,3:53PM



(if the application is for an order under section 487.017 of the Criminal Code) that (name of the person) be ordered to prepare and produce
a document containing (specify the tracking data) that is in their possession or control when they receive the order.

(or)

(if the application is for an order under section 487.018 of the Criminal Code) that (name of the financial institution, person or entity) be
ordered to prepare and produce a document setting out (specify the data) that is in their possession or control when they receive the order.

Sworn before me on (date), at (place).
(Signature of informant)
(Signature of justice or judge)

25 +79-Part XXVIII of the Act is amended by adding the following after Form 5.0051:

FORM 5.0052

(Subsection 487.0142(3))

Production Order — Subscriber Information

Canada,

Province of

(territorial division)

To (name of person), of :

Whereas I am satisfied by information on oath of (name of peace officer or public officer), of . . ., thatthere are reasonable grounds

to suspect that an offence has been or will be committed under (specify the provision of the Criminal Code or other Act of Parliament) and
that subscriber information is in your possession or control and will assist in the investigation of the offence;

Therefore, you are ordered to
produce a document that is a copy of (specify the document) that is in your possession or control when you receive this order
(and/or)

prepare and produce a document containing all the subscriber information that is in your possession or control when you receive this order
and that relates to (specify information).

The document must be produced to (name of peace officer or public officer) within (time) at (place) in (form).
This order is subject to the following conditions: (specify any conditions to which the demand is subject).

You have the right to apply to revoke or vary this order.

If you contravene this order without lawful excuse, you may be subject to a fine, to imprisonment or to both.
Dated (date), at (place).

(Signature of justice or judge)

26 186-Part XXVIII of the Act is amended by adding the following after Form 5.008:

FORM 5.00801

(Subsection 487.0181(2))

Information to Obtain an Authorization

Canada,
Province of
(territorial division)

This is the information of (name of peace officer or public officer), of (“the informant”).

The informant says that they have reasonable grounds to suspect
(a) that an offence has been or will be committed under (specify the provision of the Criminal Code or other Act of Parliament); and

(b) that (specify the transmission data or the subscriber information) is in the possession or control of (name of the foreign entity that
provides telecommunications services — or that provides services by a means of telecommunication — to the public) and will assist in the
investigation of the offence.

The reasonable grounds are:
The informant therefore requests

| that a peace officer or public officer be authorized to request that (name of the foreign entity that provides telecommunications services — or

that provides services by a means of telecommunication — to the public) prepare and produce a document containing (specify the
transmission data or the subscriber information) that is in its possession or control when it receives the request.



Sworn before me on (date), at (place).
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FORM 5.00802

(Subsection 487.0181(3))

Authorization to Request Production of Transmission Data or Subscriber Information

Canada,
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Province of
(territorial division)
Whereas I am satisfied by information on oath of (name of peace officer or public officer), of , that there are reasonable grounds
to suspect [
(a) that an offence has been or will be committed under (specify the provision of the Criminal Code or other Act of Parliament); and

(b) that (specify the transmission data or the subscriber information) is in the possession or control of (name of the foreign entity that
provides telecommunications services — or that provides services by a means of telecommunication — to the public) and the data or
information will assist in the investigation of the offence.

Therefore, a peace officer or public officer is authorized to request that (name of the foreign entity that provides telecommunications services
— or that provides services by a means of telecommunication — to the public) prepare and produce a document containing (specify the
transmission data or the subscriber information) that is in its possession or control when it receives the request.

A peace officer or public officer maymust not send the production request more than 30 days after the day on which this authorization is
granted.

Dated (date), at (place).

(Signature of justice or judge)

FORM 5.00803

(Subsection 487.0181(4))

Production Request for Transmission Data or Subscriber Information

Canada,
Province of

To (name of foreign entity that provides telecommunications services — or that provides services by a means of telecommunication — to
the public), of

This is a production request of (name of peace officer or public officer), of .

Whereas I am authorized to make this request by a justice or judge under section 487.0181 of the Criminal Code (attach authorization).

Therefore, I request that you prepare and produce a document containing (specify the transmission data or the subscriber information) that
is in your possession or control when you receive this request.

I request that you produce this document to (recipient) in (form).
(Specify any information that may be included under subsection 487.0181(4) of the Criminal Code, if applicable.)
Dated (date), at (place).

(Signature of peace officer or public officer)

27 1+8+Forms 5.009 and 5.0091 of Part XXVIII of the Act are replaced by the following:

FORM 5.009

(Subsection 487.0191(2))

Information to Obtain a Non-Disclosure Order
Canada,

Province of

(territorial division)

This is the information of (name of peace officer or public officer), of (“the informant”).

The informant says that they have reasonable grounds to believe that the disclosure of the existence (or any of the contents or any of the
following portion or portions) of (identify the preservation demand made under section 487.012 of the Criminal Code, the_
infermationconfirmation of service_demand made under section 487.0121 of that Act or the order made under any of sections 487.013 to
487.018 of that Act, as the case may
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be) during (identify the period) would jeopardize the conduct of the investigation of the offence to which it relates:
(specify portion or portions)
The reasonable grounds are:

The informant therefore requests an order prohibiting (name of the person, financial institution or entity) from disclosing the existence (or
any of the contents or any of the specified portion or portions) of the demand (or the order) during a period of (identify the period) after
the day on which the order is made.

Sworn before me on (date), at (place).
(Signature of informant)
(Signature of justice or judge)

FORM 5.0091

(Subsection 487.0191(3))

Non-Disclosure Order

Canada,

Province of

(territorial d/V/S/on) o

To (name of person, financial institution or entity), of :

Whereas I am satisfied by information on oath of (name of peace officer or public officer), of ___ , thatthere are reasonable grounds
to believe that the disclosure of the existence (or any of the contents or any of the portion or portions, specified in the information,) of
(identify the preservation demand made under section 487.012 of the Criminal Code, the infermationconfirmation of service demand made

under section 487.0121 of that Act or the order made under any of sections 487.013 to 487.018 of that Act, as the case may be) during
(identify the period) would jeopardize the conduct of the investigation of the offence to which it relates;

Therefore, you are prohibited from disclosing the existence (or any of the contents or any of the following portion or portions) of the demand
(or the order) during a period of (identify the period) after the day on which this order is made.

(specify portion or portions)

You have the right to apply to revoke or vary this order.

If you contravene this order without lawful excuse, you may be subject to a fine, to imprisonment or to both.
Dated (date), at (place).

(Signature of justice or judge)

1999, c. 23

Consequential Amendment to the Foreign Publishers Advertising Services Act

28 +82-Subsection 5(1) of the Foreign Publishers Advertising Services Act is amended by replacing “section 487" with
“subsection 487(1)".

R.S., c. 30 (4th Supp.)

Mutual Legal Assistance in Criminal Matters Act

29 183-The Mutual Legal Assistance in Criminal Matters Act is amended by adding the following after section 22.06:

Enforcement of Foreign Decisions for Production

Request to Minister

22.07 (1) When a written request is presented to the Minister by a state or entity for the enforcement in Canada of a decision made by an
authority of that state or entity that is empowered to compel the production of transmission data or subscriber information that is in the
possession or control of a person in Canada, the Minister may authorize a competent authority to make arrangements for the enforcement of
the decision.
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Application for enforcement

(2) The competent authority must apply ex parte for the enforcement of the decision to a justice, as defined in section 2 of the Criminal
Code, a judge of a superior court of criminal jurisdiction, as defined in that section, or a judge of the Court of Quebec.

Enforcement

(3) The justice or judge to whom the application is made may make the decision enforceable if they are satisfied that
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(a) in the case of transmission data, the conditions set out in subsection 487.016(2) of the Criminal Code, with any necessary
modifications, are met; or

(b) in the case of subscriber information, the conditions set out in subsection 487.0142(2) of the Criminal Code, with any necessary
modifications, are met.

A decision that is made enforceable is deemed to be a judgment of the court to which the judge or justice belongs and may be executed
anywhere in Canada.

Designated person

(4) The justice or judge who makes the decision enforceable under subsection (3) must designate a person to whom a record containing
the transmission data or the subscriber information must be produced by the person in Canada referred to in the decision.

Timing
(5) The justice or judge must order that the person in Canada referred to in the decision produce the record containing the transmission
data or the subscriber information to the designated person

(a) no later than 45 days after the day on which the decision is served, in the case of transmission data; or

(b) no later than 20 days after the day on which the decision is served, in the case of subscriber information.

Order prohibiting disclosure

(6) Section 487.0191 of the Criminal Code applies, with any necessary modifications, in respect of a decision made enforceable under
subsection (3) and an order made under subsection (5).

Sending abroad
(7) The justice or judge must also order

(a) that the designated person send the record containing the transmission data or the subscriber information directly to the state or
entity referred to in subsection (1) that made the request; or

(b) that sections 20 and 21 apply to the sending of the record containing the transmission data or the subscriber information, with any
necessary modifications.

Report
(8) The designated person must

(a) make a report concerning the execution of the decision to the justice or judge who made itenforceable — or to another justice for the
same territorial division or another judge in the judicial district where the decision was madeenforceable — accompanied by a general
description of the transmission data or the subscriber information contained in the record and, if the justice or judge requires it, the
record containing the transmission data or the subscriber information; and

(b) send a copy of the report to the Minister without delay.

Timing of report and sending abroad

(9) If the justice or judge makes an order under paragraph (7)(a), the designated person must make the report to the justice or judge and
send the record containing the transmission data or the subscriber information to the state or entity that made the request no later than
five days after the day on which the record was produced under subsection (5).

Offence

(10) Section 487.0198 of the Criminal Code applies with respect to an order made under subsection (5).

Definitions

(11) In this section, transmission data and subscriber information have the same meaning as in section 487.011 of the Criminal Code.

R.S., c. C-23

Canadian Security Intelligence Service Act

30 184-The heading of Part II of the Canadian Security Intelligence Service Act is replaced by the following:
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Information-Confirmation of Service Demand and Judicial Control

31 185-The Act is amended by adding the following before section 20.3:

Definition of telecommunications service provider
20.21 In sections 20.22 to 20.26 and 20.5, telecommunications service provider has the same meaning as in subsection 2(1) of the
Telecommunications Act.

InfoermationConfirmation of service demand
20.22 26-23-(1) For the purpose of performing its duties and functions under section 12 or 16, the Service may make a demand in Form 0.1 of

Schedule 2 to a telecommunlcanons service prowder requiring them to conﬁrm within the t|me and in the manner specified in the demand

ta)>-whether thepersen-er-entityprovides—er-hasor not they provide or have provided services to any subscriber or client, or to any account
or identifier, specified in the ferm:demand.

greater certainty, a demand must not be made if the confirmation would disclose medlcal |nformat|on or |nformat|on that is sublect to
solicitor-client privilege or the professional secrecy of advocates and notaries.

Time
(3) The time specified in the demand is to be not less than 24 hours.

Non-disclosure

(4) The Service may impose conditions in the demand prohibiting the disclosure of its existence or some or all of its contents.

Obligation to comply

(5) The person-or-entitytelecommunications service provider must comply with the demand. Section 126 of the Criminal Code does not apply
in respect of a contravention of this subsection.

Revocation of demand

(6) The Service may, at any time, revoke the demand or a condition by notice given to the persen-er-entitytelecommunications service provider.

Revocation or variation of infermatienconfirmation of service demand

20.23 26-22-(1) Before a persen—er—entitytelecommunications service provider is required to provide any-irfermation—dnderthe confirmation
required by a demand made under section 26-2120.22, but not later than five business days after the day on which they receive the demand-
is-madethepersen-or-entity,_they may apply in writing to a judge to revoke or vary the demand.

Notice required

(2) The persen-or-entitytelecommunications service provider may make the application only if, before the application is made, thepersen-er-
entity-givesthey give notice of their intention to do so to an employee in the manner specified in the demand and to a judge in Form 0.2 of
Schedule 2.

No obligation to provide infermatienconfirmation

(3) The persen—er—entitytelecommunications service provider is not required to provide the ifermatienconfirmation until a final decision is
made with respect to the application.

Revocation or variation of demand
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(4) The judge may revoke or vary the demand if satisfied that
(a) it is unreasonable in the circumstances to require the applicant to provide the infermatienconfirmation; or

(b) provision of the infermatienconfirmation would disclose information that is privileged or otherwise protected from disclosure by law.

Application for infermatien-order

20.24 26-23-(1) If a persen-erentitytelecommunications service provider fails to comply with anr-irfermatiena confirmation of service demand
made under section 26-2120.22, the Director or an employee who is designated by the Director for the purpose may make an application to
a judge for an irfermatien-order under this section.

Making of order

(2) The judge may order the persen-er-entitytelecommunications service provider to provide, within the time and in the manner specified in the
order, infermationthe confirmation referred to in

subsection 20.22any-of paragraphs20-21(1){a)-teo{(Fthat-isspecified-in-the-erder- if the judge is satisfied that the infermatienconfirmation

will assist the Service to perform its duties and functions under section 12 or 16.

Measures

(3) The judge may include in the order any measure that they consider necessary in the public interest, including to ensure the
confidentiality of the order.
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Clarification — voluntary provision of infermatienconfirmation

20.25 26-24-(1) For greater certainty, the Service may request that a persen-erentitytelecommunications service provider voluntarily provide
any-irformation-that-may-bethe confirmation required by an-infermationa_confirmation of service demand made under section 26-2120.22 or
by an infermatien-order made under section 268-2320.24, without such a demand or such an order having been made, so long as the persen-
er-entitytelecommunications service provider is not prohibited by law from providing the infermatiorconfirmation, and the Service may collect
it under section 12 or 16.

Clarification — other collection authorities

(2) For greater certainty, the fact that an-infermationa_confirmation of service demand may be made under section 268-2120.22 or that an
infermation-order may be made under section 26-2320.24 does not affect the Service’s authority to collect any information under any other
provision of this Act.

No civil or criminal liability

20.26 26-25-No criminal or civil proceedings lie against a persen—whetelecommunications service provider that voluntarily provides any-
infermationa confirmation following a request from the Service made in the circumstances described in subsection 28-2420.25(1) or against a
person acting on behalf of an-entitya telecommunications service provider that receives such a request.

32 186(1) Subsections 20.5(1) to (3) of the Act are replaced by the following:

Revocation or variation — sections 26-2320.24 and 20.4

20.5 (1) Before a telecommumcanons service prowder is required to provide a conﬁrmatlon under an order made under section 20.24, or a
person or entity is required to v produce any information, record or
document under an order made under section 20. 4 but no Iater than ﬁvelmuﬂneis days after the day on which they receive the order-is-
reeeived;, the telecommunications service provider or the person or entity, as the case may be, may apply in writing to a judge to revoke or

vary the order.

Notice required

(2) The telecommunications service provider, person or entity may make the application only if, before the application is made, thepersen-or-
entity-givesthey give notice of their intention to do so to a judge and to an employee in Form 5 of Schedule 2.

No obligation to provide or produce

(3) The telecommunications service provider, person or entity is not required to provide the infermatien—erconfirmation or to produce the
information, record or document,_as the case may be, until a final decision is made with respect to the application.

(2) Paragraphs 20.5(4)(a) and (b) of the Act are replaced by the following:

(a) it is unreasonable in the circumstances to require the applicant to provide the infermationconfirmation or produce the information,
record or document; or

(b) provision of the infermatienconfirmation or production of the information, record or document would disclose information that is
privileged or otherwise protected from disclosure by law.

33 +87-Section 27 of the Act is replaced by the following:

Making and hearing of applications

27 (1) An application for a judicial authorization under section 11.13, an application for an order under section 28-23—fer—an-infermation-
erder20.24, an application under section 20.3 for a preservation order, an application under section 20.4 for a production order, an
application under section 21, 21.1, 22.21 or 23 for a warrant, an application under section 22 or 22.1 for the renewal of a warrant or an
application for an order under section 22.3 shall be made ex parte and heard in private in accordance with regulations made under section
28.

Making and hearing of applications — sections 26-2220.23 and 20.5

(2) An application under section 26-2220.23 for the revocation or variation of ar—infermationa confirmation of service demand or under
section 20.5 for the revocation or variation of an infermatien-order made under section 20.24 or a production order shall be made and heard
in accordance with regulations made under section 28 and may be heard in private in accordance with those regulations.

34 188-(1) Paragraph 28(b) of the Act is replaced by the following:

(b) governing the practice and procedure of, and security requirements applicable to, hearings of applications for judicial authorization
under section 11.13, for warrants that may be issued under section 21, 21.1, 22.21 or 23, for renewals of those warrants and for orders
that may be made under section 26-2320.24, 20.3, 20.4 or 22.3;

(2) Paragraph 28(b.2) of the Act is replaced by the following:

(b.2) governing the practice and procedure of, and security requirements applicable to, the making of applications for the revocation or
variation of an-infermationa confirmation of service demand under section 20.22-eran-infermatien-erderer, an order under section 22.24
or a production order under section 20.5 and hearings of such applications; and

35 189-Schedule 2 to the Act is amended by adding the following before Form 1:
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FORM 0.1

(Subsection 26-2120.22(1))

InformationConfirmation of Service Demand

To (name of person or entity), of :

You are required under section 26-2120.22 of the Canadian Security Intelligence Service Act to prevideconfirm, as soon as possible, but not
later than (specify time by which the irfermationconfirmation is to be provided), the-follewing-infermationwhether or not you provide or have
provided telecommunication services to (specify subscriber or client, or account or identifier), unless this demand is revoked:<{specifythe—
information).
The infermatienconfirmation must be provided (specify the form and manner).
This demand is subject to the following conditions: (specify conditions, if any)

You have the right to apply to revoke or vary this irfermatienconfirmation of service demand in accordance with section 26-2220.23 of the
Canadian Security Intelligence Service Act.

FORM 0.2

(Subsection 26-2220.23(2))

Notice — Application for Revocation or Variation of an-Inrfermatiena Confirmation of
Service Demand

FEDERAL COURT

IN THE MATTER OF an application by (Name) for the revocation or variation of an-infermatiera confirmation of service demand under section
206-2220.23 of the

Canadian Security Intelligence Service Act, R.S.C. 1985, c. C-23
NOTICE

This is a notice that (name of persen-er-entitytelecommunications service provider named in the infermationconfirmation of service demand)
(“the applicant”) intends to apply to the Federal Court for the revocation or variation of the infermatienconfirmation of service demand
made on (date).

Notice of the applicant’s intention has been provided to an employee of the Canadian Security Intelligence Service on (date).
The applicant intends to file the application for revocation or variation on or before (date).
Dated (date), at (place).

(Signature of applicant)

36 196-Form 5 of Schedule 2 to the Act is replaced by the following:

FORM 5

(Subsection 20.5(2))

Notice — Application for Revocation or Variation of an Infermatien-Order erUnder
Section 20.24 or a Production Order

(Court File No. — to match infermatien-order under section 20.24 or
production order)

FEDERAL COURT

IN THE MATTER OF an application by (Name) for the revocation or variation of an irfermatien-order erunder section 20.24 or a production
order under section 20.5 of the Canadian Security Intelligence Service Act, R.S.C. 1985, c. C-23

NOTICE

This is a notice that (name of telecommunications service provider, person or entity named in the order) (“the applicant”) intends to apply to
the Federal Court for the revocation or variation of the (specify: infermation-order under section 20.24 or production order) made on (date)
and received by the applicant on (date).

A copy of this notice has been provided to an employee of the Canadian Security Intelligence Service on (date).
The applicant intends to file the application for revocation or variation on or before (date).
Dated (date), at (place).

(Signature of applicant)

1996, c. 19

Controlled Drugs and Substances Act

37 19+-Section 11 of the Controlled Drugs and Substances Act is amended by adding the following after subsection (3):
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Computer data

(3.1) Subsections 487(2.1) to (2.3) and (2.5) to (2:9+2.9) of the Criminal Code apply, with any modifications that the circumstances
require, with respect to a warrant issued under subsection (1).

2018, c. 16

Cannabis Act

38 +92-Section 87 of the Cannabis Act is amended by adding the following after subsection (3):

Computer data

(3.1) Subsections 487(2.1) to (2.3) and (2.5) to (2:9+2.9) of the Criminal Code apply, with any modifications that the circumstances
require, with respect to a warrant issued under subsection (1).

Coordinating Amendments

Bill C-16
39 (1) Subsections (2) to (4) apply if Bill C-16, introduced in the 1st session of the 45th Parliament and entitled the
Protecting Victims Act (in this section referred to as the “other Act”), receives royal assent.

2) If section 43 of the other Act comes into force before section 17 of this Act, then that section 17 is repealed.

never to have come into force and is regealed

Coming into Force

90th180th day after royal assent

40 +93-This Part, other than section 39, comes into force on the 96th180th day after the day on which this Act receives royal
— assent.

PART 152

Supporting Authorized Access to Information Act

Enactment of Act

Enactment

41 $94-The Supporting Authorized Access to Information Act, whose text is as follows and whose schedule is set out in
Sehedule2the schedule to this Act, is enacted:

An Act respecting the obligations of electronic service providers in relation to authorized access to information

Short Title

Short title
1 This Act may be cited as the Supporting Authorized Access to Information Act.

Interpretation

Definitions
2 (1) The following definitions apply in this Act.

access, in relation to information, erizeddn i+ o i ity
%Hée#fgeﬁeeéeﬁﬁee%ekmehjdmgbymdyﬂes obta|n|ng a document conta|n|ng |nformat|on and, with respect to information related to a
communication, by-intercepting the communication_within the meaning of section 183 of the Criminal Code. (accés)

authorized person means a person having authority under the Criminal Code or the Canadian Security Intelligence Service Act to access
information. (personne autorisée)

core provider means an electronic service provider belonging to a class of electronic service providers set out in the schedule. (fournisseur
principal)

electronic protection means authentication, encryption and any other prescribed type of data protection. (protection électronique)

https://www.parl.ca/DocumentViewer/en/45-1/bill/C-22 /first-reading 202G-03-12, 3:53 PM

Page 20 of 34



electronic service means a service, or a feature of a service, that involves the creation, recording, storage, processing, transmission,
reception, emission or making available of information in electronic, digital or any other intangible form by an electronic, digital, magnetic,
optical, biometric, acoustic or other technological means, or a combination of any such means. (service électronique)

electronic service provider means a person that, individually or as part of a group, provides an electronic service, including for the
purpose of enabling communications, and that
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(a) provides the service to persons in Canada; or
(b) carries on all or part of its business activities in Canada. (fournisseur de services électroniques)

information includes any information, intelligence or data to which access may be authorized under the Criminal Code or the Canadian
Security Intelligence Service Act. (information)

Minister means the Minister of Public Safety and Emergency Preparedness. (ministre)

person includes a corporation, a trust, a partnership, a fund, a joint venture, a government, a government agency, an unincorporated
association or organization and any other legal entity. (personne)

prescribed means prescribed by the regulations. (Version anglaise seulement)

systemic vulnerability means a vulnerability in the electronic protections of an electronic service that creates a substantial risk that

secure information could be accessed by a person who does not have any right or authority to do so. (vulnérabilité systémique)

Preservation of existing authorities

(2) Nothing in this Act derogates from any authority to access information conferred under the Criminal Code or the Canadian Security
Intelligence Service Act — or from any similar authority conferred under another Act of Parliament — or from any corresponding obligation
imposed on an electronic service provider to assist in a person’s exercise of such an authority.

Preservation of agreements and arrangements

(3) Nothing in this Act derogates from any agreement or arrangement between an electronic service provider and a national security or law
enforcement agency with respect to assistance to be provided to an authorized person in the exercise of the person’s authority to access
information, nor prevents entry into such an agreement or arrangement.

Purpose

Purpose

3 The purpose of this Act is to ensure that electronic service providers can facilitate the exercise of authorities to access information that
are conferred on authorized persons.

His Majesty

Binding on His Majesty
4 This Act is binding on His Majesty in right of Canada or of a province.

Core Providers

Core providers — classes

5 (1) The Governor in Council may, by regulation, amend the schedule by adding, amending or deleting a class of electronic service
providers.

Core providers — obligations
(2) The Governor in Council may make regulations respecting the obligations of core providers, including regulations respecting

(a) the development, implementation, assessment, testing and maintenance of operational and technical capabilities, including capabilities
related to extracting and organizing information that is authorized to be accessed and to providing access to such information to
authorized persons;

(b) the installation, use, operation, management, assessment, testing and maintenance of any device, equipment or other thing that may
enable an authorized person to access information;-and

(c) notices to be given to the Minister or other persons, including with respect to any capability referred to in paragraph (a) and any
device, equipment or other thing referred to in paragraph (b)-; and

(d) the retention of categories of metadata — including transmission data, as defined in section 487.011 of the Criminal Code — for

reasonable periods of time not exceeding one year.




Factors

(3) In making a regulation under subsection (2), the Governor in Council must take into account the following factors:

(a) the benefits of the regulation to the administration of justice, in particular to investigations under the Criminal Code, and to the
exercise of powers and the performance of duties and functions under the Canadian Security Intelligence Service Act;

(b) the feasibility of compliance with the regulation for the core providers;

(c) the costs to be incurred by the core providers to ensure compliance with the regulation;

(d) the potential impact of the regulation on the persons to whom the core providers provide services;

(e) the potential impact of the regulation on privacy protection and cybersecurity; and

(f) any other factor that the Governor in Council considers relevant.

R .
(4) Paragraph (2)(d) does not authorize the making of regulations that require core providers to retain information that would reveal

(a) the content — that is to say the substance, meaning or purpose — of information transmitted in the course of an electronic service;

(b) a person’s web browsing history; or
(c) a_person’s social media activities.

Systemic vulnerability

(5) €3)-A core provider is not required to comply with a provision of a regulation made under subsection (2), with respect to an electronic
service, if compliance with that provision would require the provider to introduce a systemic vulnerability in-electronic-protections-related to
that service or prevent the provider from rectifying such a vulnerability.

Temporary exemption

6 (1) On application by a core provider, the Minister may, by order and on any terms that the Minister considers necessary, exempt the core
provider, for a specified period, from the application of any provision of a regulation made under subsection 5(2).
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Application
(2) The application must be submitted in the form and manner specified by the Minister and must contain

(a) the provision with respect to which the exemption is sought;
(b) a proposed period for the exemption;
(c) a rationale explaining why the core provider requires the exemption;

(d) a plan setting out the measures that the core provider intends to take to comply with the provision within the period referred to in
paragraph (b); and

(e) any other information specified by the Minister.

Pending application
(3) The provision with respect to which the exemption is sought does not apply to the core provider pending the determination of the
application.

Decision

(4) As soon as feasible after the application is submitted, the Minister must make a decision in respect of it and give written notice of the
decision to the core provider.

Denial of application

(5) In a decision to deny the application, the Minister may specify the day by which the core provider must comply with the provision with
respect to which the application was denied.

Statutory Instruments Act
(6) The Statutory Instruments Act does not apply to an order made under subsection (1).

Ministerial Orders

Order

7 (1) Subject to sectionssection 8-ard-9, the Minister may make an order with respect to an electronic service provider and the order may
contain any

7-provision that may be contained in a regulation made under subsection 5(2), whether or not the provider is a core provider. The order must

specify the period during which it has effect.

Approval of Intelligence Commissioner

Factors
3) £2>In making the order, the Minister must take into account the following factors:

(a) the benefits of the order to the administration of justice, in particular to investigations under the Criminal Code, and to the exercise of
powers and the performance of duties and functions under the Canadian Security Intelligence Service Act;

(b) whether-complyingthe feasibility of compliance with the order weuld-be-feasible-for the electronic service provider;

(c) the costs to be incurred by the electronic service provider to ensure compliance with the order;

(d) the potential impact of the order on the persons to whom the electronic service provider provides services;—and

(e) the potential impact of the order on privacy protection and cybersecurity; and

(f) €e>-any other factor that the Minister considers relevant.

Discretionary compensation

(4) €3)-For the purpose of offsetting all or part of the costs referred to in paragraph (23)(c), in the order, the Minister may provide for
compensation to be paid to the electronic service provider in an amount that the Minister considers appropriate and may include provisions
with respect to the time and manner of payment.

Systemic vulnerability

(5) t4)-The electronic service provider is not required to comply with a provision of the order, with respect to an electronic service, if
compliance with that provision would require the provider to introduce a systemic vulnerability in-electronic-protections-related to that service
or prevent the provider from rectifying such a vulnerability.

Statutory Instruments Act
(6) £5)-The Statutory Instruments Act does not apply to an order made under subsection (1).
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Representations

8 Before making an order under subsection 7(1), the Minister must provide the electronic service provider with an opportunity to make
representations.

https:/Awww-part-ca/DocumentViewer/en/45-Hbilt/E-2 Hirst-reading 2626-03-1273:53 PN



9 (1) The Minister must provide a copy of any order made under subsection 7(1) to the Intelligence Commissioner for the purposes of the

Intelligence Commissioner’s review and approval under the Intelligence Commissioner Act.

Notice
(2) The copy of the order constitutes notice of the order for the purposes of calculating the time limit referred to in paragraph 20(3)(b) of

Intelli - P

Duration

10 (1) Unless revoked-eartier, an order made under subsection 7(1) has effect for the period specified in the order.

Non-application-ef-sectiens-8-and-9

(2) SeetiensSubsection 7(2) and sections 8 and 9 do not apply te-the-makingin respect of an order that only revokes another order made
under subsection 7(1) or only extends the period specified in another order made under subsection 7(1).

Review

11 (1) Before the order expires, the Minister must review the order to determine whether, taking into account the factors referred to in
subsection 7(23), the period specified in it should be extended.

New information

(2) Before the order expires, an electronic service provider subject to it may submit to the Minister any information that is relevant to the
review.

Compliance with order
12 An electronic service provider that is subject to an order made under subsection 7(1) must comply with it.



Order prevails

13 An order made under subsection 7(1) prevails over any regulation made under subsection 5(2) to the extent of any inconsistency.

Obligation to Assist

Obligation to assist

14 (1) On request made by a—person-referred-to-in—subsection—{(2)the Minister, an electronic service provider must provide all reasonable

assistance;in-any-preseribed-time-and-manner,—_to a person or class of persons specified in the request to permit the assessment or testing
of any device, equipment or other thing that may enable an authorized person to access information.

Requesting-persens
Persons to be assisted
(2) ) TFherequest-may-bemadeby-any-ofOnly the following persons or classes of persons may receive assistance:

(a) the Minister;
(b) an employee of the Canadian Security Intelligence Service;

(c) a person appointed or employed under Part I of the Royal Canadian Mounted Police Act or a civilian employee referred to in section 10
of that Act;

(d) a civilian employee of another police force;

(e) a peace officer, as defined in section 2 of the Criminal Code.

Request
(3) The request must be in writing and set out the purpose of the assessment or testing and any limits and conditions that the Minister

- -

For greater certainty
(4) For greater certainty, the assessment or testing must not have the effect of granting access to personal information.

Confidentiality

Prohibition on disclosure

15 An electronic service provider and any person acting on its behalf must not disclose any of the following information except as permitted
under this Act or the Canada Evidence Act:

(a) information contained in an order made under subsection 6(1) or 7(1);
(b) information on which the Minister relied in making the order;
(c) the fact that the electronic service provider is subject to the order;

(d) information provided in the course of representations made under section 8 or in any response given by the Minister and the fact that
the Minister has invited the representations;

(e) information contained in an application referred to in subsection 6(1) or in a decision made under subsection 6(4);

(f) information submitted under subsection 11(2) and any information received from the Minister in response;




(g) th-any prescribed information.

Confidential information
16 The following information is confidential and must, subject to the requlations, be treated accordingly by a person designated under

subsection 19(1):

(a) information obtained by the designated person in the course of exercising their powers or performing their duties and functions under
sections 20 and 21; and

(b) information contained in an audit report referred to in section 23.

Judicial review — notice to Minister

17 +6-(1) An electronic service provider mayis not to make an application for judicial review in respect of an order or decision made under
this Act unless, at least 15 days before making the application, it provides written notice to the Minister, including a copy of the
notice of application.

For greater certainty

(2) For greater certainty, the Federal Court has exclusive jurisdiction to hear applications for judicial review in respect of any order or decision
made under this Act.

Regulations — confidentiality and security

18 ¥7#The Governor in Council may make regulations respecting confidentiality and security requirements with which electronic
service providers and persons acting on their behalf must comply, including regulations

(a) respecting the disclosure of information referred to in section 15 or 16;
(b) establishing rules of procedure for the protection of information referred to in section 15 or 16 in administrative or judicial proceedings;

(c) respecting requirements related to employees of electronic service providers and other persons whose services may be engaged by
electronic service providers,—— who participate in activities in relation to requests for access to information that is authorized under the

Criminal Code or the Canadian Security Intelligence Service Act or in relation to compliance with this Act — including with respect to their
security clearance and location; and

(d) respecting security requirements with respect to the facilities and premises of electronic service providers- that are used for storing,

Administration and Enforcement

Designation

Designation

19 48-(1) The Minister may, subject to any restrictions or conditions that the Minister may specify, designate persons or classes of persons for
the purposes of the administration and enforcement of this Act.

Certificate
(2) The Minister must provide every designated person with a certificate attesting to their designation.

Inspections

Authority to enter place

20 +9-(1) Subject to subsection 2621(1), a designated person may, for the purpose of verifying compliance or preventing non-compliance
with this Act, at any reasonable time enter any place if they have reasonable grounds to believe that anything relevant to that verification-or
preventionpurpose, including any document or electronic data, is located in that place or that an activity regulated by this Act is conducted in
that place.

Production of certificate

(2) On entering a place referred to in subsection (1), the designated person must, on request, produce the certificate attesting to their
designation to the person in charge of the place.

Powers on entry
(3) The designated person may, for a purpose referred to in subsection (1),

(a) examine anything found in the place, including any document or electronic data;
(b) make copies of any document or electronic data that is found in the place or take extracts from the document or electronic data;
(c) remove any document found in the place for examination or copying;
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(d) use or cause to be used any computer or data processing system at the place to examine or copy electronic data; and

(e) use or cause to be used any copying equipment at the place to make copies of any document.

Return of items
(4) If the designated person removes a document under paragraph (3)(c), they must return it to its owner or the person in charge of it on
completion of the examination or copying.

Duty to assist

(5) Every owner or person in charge of a place that is entered by the designated person and every person found in the place must give all
assistance that is reasonably required to enable the designated person to exercise their powers or perform their duties and functions under
this section and provide the designated person with any document or electronic data that they may reasonably require.

Persons-acecompanying
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Persons accompanying

(6) The designated person may be accompanied by any other person whethat the designated person believes is necessary to help
them exercise their powers or perform their duties and functions under this section.

Entering private property

(7) The designated person and any person accompanying them may enter and pass through private property, other than a dwelling-house
on that property, to gain entry to a place referred to in subsection (1). For greater certainty, they are not liable for doing so.

Dwelling-house

21 26-(1) In the case of a dwelling-house, a designated person is not authorized to enter it without the occupant’s consent except under
the authority of a warrant issued under subsection (2).

Authority to issue warrant

(2) A justice of the peace may, on ex parte application, issue a warrant authorizing the designated person named in it to enter a dwelling-
house, subject to any conditions specified in the warrant, if the justice of the peace is satisfied by information on oath that

(a) the dwelling-house is a place referred to in subsection +920(1);
(b) entry to the dwelling-house is necessary for a purpose referred to in subsection +920(1); and

(c) entry was refused by the occupant or there are reasonable grounds to believe that entry will be refused by, or that consent to entry
cannot be obtained from, the occupant.

Use of force

(3) In executing the warrant, the designated person is not entitled to use force unless the use of force is specifically authorized in the
warrant and they are accompanied by a peace officer.

Internal Audit

Audit order

22 21-(1) Subject to the regulations, a designated person may, for a purpose related to verifying compliance or preventing non-compliance
with this Act, make an order in writing requiring an electronic service provider to conduct, within the time and in the manner specified in
the order, an internal audit of its practices, documents and electronic data to determine whether it is in compliance with any provision of this
Act or the regulations.

Statutory Instruments Act
(2) The Statutory Instruments Act does not apply to an order made under subsection (1).

Compliance with order

23 22-The electronic service provider must comply with the order and provide to the designated person, within the period specified in the
order, a report of the results of the audit, including, if the electronic service provider determines that there is non-compliance with a
provision of this Act or the regulations, the nature of the non-compliance and any measures that it has taken or will take to comply with the
provision or the order.

Compliance Order

Power to order termination of contravention

24 23-(1) If a designated person believes on reasonable grounds that there is or is likely to be a contravention of any provision of this Act or
the regulations, they may make an order in writing requiring an electronic service provider to

(a) stop doing something that is or is likely to be in contravention of that provision or cause it to be stopped; or

(b) take any measure that is necessary to comply with the requirements of that provision or mitigate the effects of non-compliance.

Time and manner for review

(2) The order must specify the time within which and the manner in which the electronic service provider may request a review of the order
by the Minister.

Statutory Instruments Act
(3) The Statutory Instruments Act does not apply to an order made under subsection (1).

Compliance with order
25 24-(1) An electronic service provider that is subject to an order made under subsection 2324(1) must comply with it.

Netification-of-complianece
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Notification of compliance

(2) Once the electronic service provider complies with the order, it must notify the designated person of its compliance without delay.

Request for review

26 25-(1) An order that is made under subsection 2324(1) must be reviewed by the Minister at the written request of the electronic service
provider that is subject to the order.

Time and manner of request

(2) The request must be made within the time and in the manner specified in the order and must state the grounds for review and set out
the evidence that supports those grounds.

Order in effect
(3) The order continues to apply during a review unless the Minister decides otherwise.

Decision on completion of review

27 26+(1) On completion of a review, the Minister must confirm, amend, revoke or cancel the order and provide notice of the decision and the
reasons for the decision to the electronic service provider.

Deemed confirmation

(2) If the Minister does not make a decision in respect of the request within 90 days after the day on which the request is received, or within
any further period that is agreed on by the Minister and the electronic service provider, the Minister is deemed to have confirmed the order.

Administrative Monetary Penalties

Violations

Purpose of penalty
28 27-The purpose of an administrative monetary penalty is to promote compliance with this Act and not to punish.

Commission of violations

29 28-(1) A person who contravenes any of the following provisions commits a violation and is liable to a penalty of an amount that is to be
established by a designated person in accordance with the regulations:

(a) section 12, subsection 14(1), section 15, subsection +920(5), section 2223 or subsection 2425(1) or (2);

(b) a provision of the regulations designated by a regulation made under paragraph 4647(1)(e).

Maximum penalty
(2) The maximum penalty for a violation is $50,000 in the case of an individual and $250,000 in the case of any other person.

Continuing violation

(3) A violation that is committed or continued on more than one day constitutes a separate violation in respect of each day on which it is
committed or continued.

Due diligence defence
(4) A person is not to be found liable for a violation if they establish that they exercised due diligence to prevent its commission.

Common law principles

(5) Every rule and principle of the common law that renders any circumstance a justification or excuse in relation to a charge for an offence
under this Act applies in respect of a violation to the extent that it is not inconsistent with this Act.

Proof of violation

30 29-In any proceedings under this Act against a person in relation to a violation, it is sufficient proof of the violation to establish that the
act or omission that constitutes the violation was committed by an employee or an agent or mandatary of the person, whether or not the
employee or agent or mandatary is identified.

Violation by corporate officers, etc.

31 3e-If a person other than an individual commits a violation under this Act, any of the person’s directors, officers or agents or mandataries
who directed, authorized, assented to, acquiesced in or participated in the commission of the violation is a party to and liable for the
violation, whether or not the person who actually committed the violation is proceeded against under this Act.

Proceedings
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Issuance of notice of violation

32 3+-If a designated person believes on reasonable grounds that a person has committed a violation, the designated person may issue, and
must serve the person with, a notice of violation.

Limitation or prescription period

33 32-(1) A notice of violation mrayis not to be issued in respect of a violation more than two years after the day on which the Minister
becomes aware of the acts or omissions that constitute the alleged violation.

Certification by Minister

(2) A document appearing to have been issued by the Minister, certifying the day on which the acts or omissions that constitute the alleged
violation became known to the Minister, is admissible in evidence without proof of the signature or official character of the person appearing
to have signed the document and, in the absence of evidence to the contrary, is proof that the Minister became aware of the acts or
omissions on that day.

How act or omission may be proceeded with

34 33-If an act or omission may be proceeded with either as a violation or as an offence, proceeding in one manner precludes proceeding
in the other.

Payment of Penalties and Alternatives to Payment

Effect of payment
35 34-(1) If a person named in a notice of violation pays, in the prescribed time and manner, the penalty set out in the notice of violation,

(a) they are deemed to have committed the violation in respect of which the amount is paid;
(b) the Minister must accept that amount as complete satisfaction of the penalty; and

(c) the proceedings commenced in respect of the violation are ended.

Alternatives to payment
(2) Instead of paying the penalty, the person may, in the prescribed time and manner,

(a) request to enter into a compliance agreement with the Minister that ensures the person’s compliance with the provision to which the
violation relates; or

(b) request a review by the Minister of the acts or omissions that constitute the alleged violation or the amount of the penalty.

Failure to act

(3) If the person does not pay the penalty in the prescribed time and manner and does not make one of the requests referred to in
subsection (2) in the prescribed time and manner, they are deemed to have committed the violation identified in the notice.

Compliance Agreements

Compliance agreements

36 35-(1) The Minister may, on request, enter into a compliance agreement with a person named in a notice of violation on any conditions
that are satisfactory to the Minister. The compliance agreement may provide for the reduction, in whole or in part, of the amount of the
penalty for the violation.

Effect of entering into agreement

(2) A person who enters into a compliance agreement with the Minister is, on doing so, deemed to have committed the violation in respect of
which the compliance agreement was entered into.

Notice of compliance

(3) If the Minister is satisfied that a person who has entered into a compliance agreement has complied with it, the Minister must cause a
notice to that effect to be provided to the person, at which time the proceedings commenced in respect of the violation are ended.

Notice of default

(4) If the Minister is of the opinion that a person who has entered into a compliance agreement has not complied with it, the Minister must
cause a notice of default to be provided to the person to the effect that, instead of the penalty set out in the notice of violation in respect of
which the compliance agreement was entered into, the person is liable to pay, in the prescribed time and manner, twice the amount of that
penalty, and, for greater certainty, subsection 2829(2) does not apply in respect of that amount.

Effect of notice of default

(5) Once provided with the notice of default, the person mayis not to deduct from the amount set out in the notice any amount that they
spent under the compliance agreement and the person is liable to pay the amount set out in the notice.
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Effect of payment

(6) If the person pays the amount set out in the notice of default, the Minister must accept the amount as complete satisfaction of the
amount owing and the proceedings commenced in respect of the violation are ended.

Refusal to enter into compliance agreement

37 36-(1) If the Minister refuses to enter into a compliance agreement with a person named in a notice of violation, the person is liable to
pay, in the prescribed time and manner, the penalty set out in the notice of violation.

Effect of payment
(2) If the person pays the penalty,

(a) they are deemed to have committed the violation in respect of which the payment is made;
(b) the Minister must accept the amount as complete satisfaction of the penalty; and

(c) the proceedings commenced in respect of the violation are ended.

Effect of non-payment

(3) If the person does not pay the penalty in the prescribed time and manner, they are deemed to have committed the violation identified in
the notice of violation.

Review by the Minister

Review — facts

| 38 37-(1) On completion of a review requested under paragraph 3435(2)(b) with respect to the acts or omissions that constitute the alleged
v:iolation, the Minister must determine, on a balance of probabilities, whether the person named in the notice of violation committed the
violation. If the Minister determines that the person committed the violation but that the amount of the penalty was not established by the
designated person in accordance with the regulations, the Minister must correct the amount.

Violation not committed — effect

(2) If the Minister determines that the person named in the notice of violation did not commit the violation, the proceedings commenced in
respect of the violation are ended.

Review — with respect to penalty

| (3) On completion of a review requested under paragraph 3435(2)(b) with respect to the amount of the penalty, the Minister must
determine whether the amount of the penalty was established in accordance with the regulations and, if not, the Minister must correct the
amount.

Notice of decision

(4) The Minister must cause a notice of any decision made under subsection (1) or (3) to be provided to the person named in the notice of
violation.

Liability for penalty
(5) The person named in the notice of violation is liable to pay, in the time and manner specified in a decision made under subsection (1) or
(3), the amount of the penalty that is confirmed or corrected in the decision.

Effect of payment

(6) If the person named in the notice of violation pays the amount referred to in subsection (5), the Minister must accept the amount as
complete satisfaction of the penalty and the proceedings commenced in respect of the violation are ended.

Recovery of Debts

Debt to His Majesty
39 38-(1) The following amounts constitute debts due to His Majesty in right of Canada that may be recovered in the Federal Court:

(a) the amount of a penalty, beginning on the day on which the notice of violation setting out the amount of the penalty is served;

| (b) the amount set out in a compliance agreement entered into under subsection 3536(1), beginning on the day on which the compliance
agreement is entered into;

| (c) the amount set out in a notice of default referred to in subsection 3536(4), beginning on the day on which the time the notice
is provided; and

| (d) the amount of a penalty as set out in a decision made by the Minister under subsection 3738(1) or (3), beginning on the day on which
the time the notice of that decision is provided.
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Limitation or prescription period
(2) No proceedings to recover such a debt may be commenced later than five years after the debt became payable.

Debt final

(3) The debt is final and not subject to review or to be restrained, prohibited, removed, set aside or otherwise dealt with except to the
extent and in the manner provided by sections 3435 to 3738.

Certificate

40 39-(1) Any debt referred to in subsection 3839(1) in respect of which there is a default of payment, or the part of any such debt that has
not been paid, may be certified by the Minister.

Registration

(2) Registration in the Federal Court of the certificate has the same force and effect as a judgment of that court for a debt of the amount
specified in the certificate and all related registration costs.

Offences

Offences — general
41 40-(1) A person who contravenes any of the following provisions commits an offence:

(a) section 12, subsection 14(1), section 15, subsection +920(5), section 2223 or subsection 2425(1) or (2);

(b) a provision of the regulations designated by a regulation made under paragraph 4647(1)(f).

Punishment

(2) A person who commits an offence under subsection (1) is liable on summary conviction to a fine of not more than $100,000 in the case of
an individual and not more than $500,000 in the case of any other person.

Continuing offence

(3) If an offence under subsection (1) is committed or continued on more than one day, it constitutes a separate offence for each day on
which it is committed or continued.

Due diligence defence

(4) A person is not to be found guilty of an offence under subsection (1) if they establish that they exercised due diligence to prevent its
commission.

Proof of offence

42 4+In a prosecution of a person for an offence under subsection 4641(1), it is sufficient proof of the offence to establish that the act or
omission that constitutes the offence was committed by an employee or an agent or mandatary of the person, whether or not the employee
or agent or mandatary is identified.

Offence by corporate officers, etc.

43 42-If a person other than an individual commits an offence under subsection 4641(1), any of the person’s directors, officers or agents or
mandataries who directed, authorized, assented to, acquiesced in or participated in the commission of the offence is a party to the offence
and is liable on conviction to the punishment provided for by this Act, whether or not the person who actually committed the offence is
prosecuted.

Obstruction
44 43-A person commits an offence if they knowingly obstruct or hinder any of the following persons who are earrying-outfunctions-or-
dutiesexercising powers or performing duties or functions under this Act:

(a) a person referred-te-into whom assistance must be provided under subsection 14(21);

(b) a person designated under subsection +819(1).

False or misleading statements
45 44-A person commits an offence if they knowingly make a false or misleading statement, verbally or in writing, to any of the following

persons who are earrying-out-functions-ordutiesexercising powers or performing duties or functions under this Act:

(a) a person referred-te-into whom assistance must be provided under subsection 14(21);

(b) a person designated under subsection +819(1).

Punishment
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46 45-A person who commits an offence under section 43-e+44 or 45 is liable on summary conviction

(a) in the case of an individual, to a fine of not more than $25,000 for a first offence and of not more than $50,000 for each subsequent
offence; and

| (b) in the case of any other person, to a fine of not more than $100,000 for a first offence and of not more than $250,000 for each

subsequent offence.

Regulations
Regulations
47 46-(1) The Governor in Council may make regulations

(a) respecting any fees payable to electronic service providers for different types of assistance that they provide to persons exercising an
authority referred to in subsection 2(2);

(b) respecting record-keeping and reporting by electronic service providers;

(c) respecting the meaning of any term or expression for the purposes of this Actineludingauthentication—enecryptionand-—systemic-
ity

| (d) respecting orders referred to in section 2122 and reports referred to in section 2223;
(e) respecting the administrative monetary penalties scheme, including regulations
| (i) designating provisions of the regulations for the purposes of paragraph 2829(1)(b),
(ii) respecting the establishment of penalty amounts,
(iii) respecting the content of notices of violation,
(iv) respecting reviews by the Minister, and
(v) respecting the service or provision of documents;
(f) designating provisions of the regulations for the purposes of paragraph 4641(1)(b);
(g) prescribing anything that is required or authorized by this Act to be prescribed;
(h) prescribing the way in which anything that is required or authorized by this Act to be prescribed is to be determined; and

(i) generally, for carrying out the purposes and provisions of this Act.

Periodic review
(2) Every five years after the day on which the first regulation is made under paragraph (1)(a), the Minister must review all regulations
made under that paragraph.

Notice

(3) Before the first regulation under paragraph (1)(a) is made and during every review referred to in subsection (2), the Minister must
publish a notice inviting the following persons to make representations within the time and in the form and manner specified in the notice:

(a) the Attorney General of Canada;
(b) the attorney general of each province;
(c) core providers; and

(d) electronic service providers that are subject to orders made under subsection 7(1).

Distinguishing

48 47-For greater certainty, regulations made under this Act may establish classes of electronic service providers and distinguish among
them, including on the basis of the electronic service provided and on the basis of the number of persons in Canada to whom the electronic
service provider provides services.

| Report

| Annual report
| 49 (1) Within 90 days after the end of each calendar year, the Minister must prepare a report on the Minister’s activities under this Act during

that year.
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(2) The report must include

(a) the number of orders made under subsection 7(1), as well as information relating to the classes of electronic service providers in

respect of which the orders were made and the obligations imposed by the orders in respect of operational and technical capabilities;

(b) the number of orders that were not approved by the Intelligence Commissioner, as well as information relating to the electronic service

providers in respect of which the orders were made and the obligations that were to be imposed by the orders in respect of operational
and technical capabilities;

(c) information relating to the compliance orders made and enforcement actions taken under this Act;

(d) the number of requests for assistance made under subsection 14(1) and the classes of persons to whom assistance was provided; and

(e) any other prescribed information.

Publicati
(3) The Minister must make the report available to the public, with any redactions that the Minister considers necessary, within 60 days

after the day on which it has been prepared.

Unredacted report

2019, c. 13, 5. 50

Related and Conseguential Amendments to the Intelligence Commissioner Act

42 Paragraphs 12(a) and (b) of the Intelligence Commissioner Act are replaced by the following:

(a) reviewing the conclusions on the basis of which certain authorizations are issued or amended, and certain determinations are made

under the Communications Security Establishment Act and the Canadian Security Intelligence Service Act and on the basis of which
certain orders are made under the Supporting Authorized Access to Information Act; and

(b) if those conclusions are reasonable, approving those authorizations, amendments, determinations and orders.

43 The Act is amended by adding the following after section 19:

Ministerial orders

19.1 The Commissioner must review whether the conclusions — made under subsection 7(3) of the Supporting Authorized Access to

44 (1) Subsection 20(1) of the Act is replaced by the following:

. .. 's decisi
20 (1) After conducting a review under any of sections 13 to 16 and 18 to 19.1, the Commissioner, in a written decision,

(a) must approve the authorization, amendment, determination or order if the Commissioner is satisfied that the conclusions at issue are

reasonable, and must set out the Commissioner’s reasons for doing so; or

(b) must not approve the authorization, amendment, determination or order if the Commissioner is not so satisfied, and must set out the

Commissioner’s reasons for doing so.

(2) Paragraph 20(3)(b) of the Act is replaced by the following:

(b) within 30 days after the day on which the Commissioner receives notice of the authorization, amendment, determination or order, or
within any other period that may be agreed on by the Commissioner and the person, in any other case.

45 Subsections 22(1) and (2) of the Act are replaced by the following:

Report to Prime Minister
22 (1) The Commissioner must, each calendar year, submit to the Prime Minister a report with respect to the Commissioner’s activities during

(2) The Commissioner must consult with the Director of the Canadian Security Intelligence Service, the Chief of the Communications

Security Establishment and the Minister of Public Safety and Emergency Preparedness in preparing the report in order to ensure that it does

46 Subsection 23(1) of the Act is replaced by the following:
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Provision of information to Commissioner
23 (1) Despite _any other Act of Parliament and subject to section 26, the person whose conclusions are being reviewed by the

Q ’

Coming into Force

Order in council
47 +95-This Part comes into force on a day to be fixed by order of the Governor in Council.

PART 3

Parliamentary Review

Review after three years

48 During the third year after the first day on which all the provisions of this Act are in force, a comprehensive review of the

provisions enacted or amended by Parts 1 and 2 as well as their operation is to be undertaken by the standing committee of
each House of Parliament that normally considers matters relating to national security.

SCHEDULE
(Section 41)

SCHEDULE
(Subsections 2(1) and 5(1))

Core Providers
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